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About Me

• Sylphid
–
–

•
– Defcon 9 ( )
– -

Web

•
– CISSP (Certified Information Systems

Security Professional)
– CERT/CC Instructor of Advanced Incident

Handling for Technical Staff
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“What the hell is Cloud Computing?”
- Larry Ellison

Clic
k t

o buy N
OW!

PDF-XChange

w
ww.docu-track.com Clic

k t
o buy N

OW!
PDF-XChange

w
ww.docu-track.com

http://www.docu-track.com/buy/
http://www.docu-track.com/buy/


Common implies multi-tenancy, not single or isolated tenancy
Location-independent
Online
Utility implies pay-for-use pricing
Demand implies ~infinite, ~immediate, ~invisible scalability
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Hybrid
Cloud

Connectivity
(Network Access)

SME

SME

SME

Enterprise

Enterprise

Public Cloud

Public Cloud

Private Cloud
Private Cloud

The Cloud Provider

The Cloud Provider
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Cloud Computing
Security Issues

AP Security
Data Security
DDoS
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Applicaion Security
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“75% of all Internet
assaults are targeted at
web applications.”
- Gartner
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SQL Injection
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•Error Based
•Union Based
•Update Based

•Blind
•Batch Queries
•Extended Procedure
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Malicious File Execution
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Remote File Inclusion Example
Clic

k t
o buy N

OW!
PDF-XChange

w
ww.docu-track.com Clic

k t
o buy N

OW!
PDF-XChange

w
ww.docu-track.com

http://www.docu-track.com/buy/
http://www.docu-track.com/buy/


Insecure Direct
Object Reference
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Example
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Cross-Site Scripting
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Cross Site Scripting
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Information Leak
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.Net Error Message
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Broken
Authentication
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Insecure
Cryptographic
Storage
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Rainbow Table Generator

• Winrtgen
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Rainbow Table Cracking Demo
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Failure to Restrict
URL Access
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Business Logic
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Human!
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Confidential material

iKey Bypass (1)
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Confidential material

iKey Bypass (2)
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Confidential material

iKey Bypass (3)
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Confidential material

iKey Bypass (4)
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Confidential material
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Backdoor?
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Security inSDLC

Define Design Develop/Test Deploy Maintain

Security
requirements

Risk
analysis

Code
Review

Dynamic
testing

Design
review

Continuous
monitoring
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Underground
Economy
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Traditional bad guys
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Happy Hackers
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CAPTCHA
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0day Exploit
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From: “The Legitimate Vulnerability Market
Inside the Secretive World of 0-day Exploit Sales”
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From: “The Legitimate Vulnerability Market
Inside the Secretive World of 0-day Exploit Sales”

Clic
k t

o buy N
OW!

PDF-XChange

w
ww.docu-track.com Clic

k t
o buy N

OW!
PDF-XChange

w
ww.docu-track.com

http://www.docu-track.com/buy/
http://www.docu-track.com/buy/


Malware
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From: “Studying Malicious Websites and the Underground
Economy on the Chinese Web”
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••UDP FloodUDP Flood
••ICMP FloodICMP Flood
••TCPTCP

SYN FloodSYN Flood
ACK/RST FloodACK/RST Flood
Connect FloodConnect Flood
Zombie Connection FloodZombie Connection Flood

••ApplicationApplication
SSL FloodSSL Flood
HTTP FloodHTTP Flood
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Most Secure Browser
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